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About this Manual

This Manual is applicable to iVMS-4200 Client Software.

The Manual includes instructions for using and managing the product. Pictures, charts, images
and all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version in the company website.

Please use this user manual under the guidance of professionals.

Legal Disclaimer

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE WHOLLY
AT YOUR OWN RISKS. OUR COMPANY SHALL NOT TAKE ANY RESPONSIBILITES FOR ABNORMAL
OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, HACKER
ATTACK, VIRUS INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, OUR COMPANY
WILL PROVIDE TIMELY TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOUR
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CONFORMS
THE APPLICABLE LAW. OUR COMPANY SHALL NOT BE LIABLE IN THE EVENT THAT THIS PRODUCT
IS USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
LATER PREVAILS.
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Chapter 1 Overview

1.1 Description

iVMS-4200 is a versatile video management software for the DVRs, NVRs, IP cameras, encoders,
decoders, VCA device, alarm host, etc. It provides multiple functionalities, including real-time live view,
video recording, remote search and playback, file backup, alarm receiving, etc., for the connected
devices to meet the needs of monitoring task. With the flexible distributed structure and easy-to-use
operations, the client software is widely applied to the surveillance projects of medium or small scale.
This user manual describes the function, configuration and operation steps of iVMS-4200 software.
iVMS-4200 also contains the Access Control System module which can manage the access controllers.
For the detailed configuration of the access control system, please refer to Chapters 14-18.

To ensure the properness of usage and stability of the software, please refer to the contents below

and read the manual carefully before installation and operation.

1.2 Running Environment

Operating System: Microsoft Windows 7 / Windows 2008 (32 / 64-bit), Windows 2003 / Windows XP
(32-bit)

CPU: Intel Pentium IV 3.0 GHz or above

Memory: 1G or above

Display: 1024*768 or above

Notes:

® For high stability and good performance, these above system requirements must be met.

® The software does not support 64-bit operating system; the above mentioned 64-bit operating

system refers to the system which supports 32-bit applications as well.

1.3 Function Modules

Control Panel of iVMS-4200:
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File System View Tool Help

== Control Panel

"

iVMS-4200 1 DR 211713 & - o x

Operation And Control

Maintenance And Management

|

Menu Bar:
Open Captured picture Search and view the captured pictures stored on local PC.
. Open Video File Search and view the video files recorded on local PC.
File Open Log File View the backup log files.
Exit Exit the iVMS-4200 client software.
Lock Lock screen operations. Log into the client again to unlock.
System Switch User Switch the login user.

Import System Config File Import client configuration file from your computer.

Export System Config File Export client configuration file to your computer.
1024*768 Display the window at size of 1024*768 pixels.
1280*1024 Display the window at size of 1280*1024 pixels.
1440*900 Display the window at size of 1440*900 pixels.
1680%1050 Display the window at size of 1680*1050 pixels.

_— Full Screen Display the window in full screen.
Control Panel Enter Control Panel interface.
Main View Open Main View page.
Remote Playback Open Remote Playback page.
E-map Open E-map page.
Auxiliary Screen Preview Open Auxiliary Screen Preview window.
Device Management Open the Device Management page.
Event Management Open the Event Management page.
Record Schedule Open the Record Schedule page.
ool Account Management Open the Account Management page.
Log Search Open the Log Search page.
System Configuration Open the System Configuration page.

7
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Broadcast Select camera to start broadcasting.
Device Arming Control Set the arming status of devices.
1/0 Control Turn on/off the alarm output.
Player Open the player to play the video files.
Message Queue Display the information of Email message to be sent.
Open Wizard Open the guide for the client configuration.

Open Video Wall Wizard Open the guide for the video wall configuration.

Click to open the User Manual; you can also open the User
User Manual (F1) )
Help Manual by pressing F1 on your keyboard.

About View the basic information of the client software.

Select the language for the client software and reboot the
Language

software to activate the settings.

The iVMS-4200 client software is composed of the following function modules:

The Main View module provides live view of network cameras and video encoders, and

supports some basic operations, such as picture capturing, recording, PTZ control, etc.

po222024

The Remote Playback module provides the search, playback, export of record files.

J

i

The Video Wall module provides the management of decoding device and video wall and

P s BE

the function of displaying the decoded video on video wall.

The E-map module provides the displaying and management of E-maps, alarm inputs, hot
regions and hot spots.

The Device Management module provides the adding, modifying and deleting of different
devices and the devices can be imported into groups for management.

The Event Management module provides the settings of arming schedule, alarm linkage

actions and other parameters for different events.
The Record Schedule module provides the schedule settings for recording.

The Account Management module provides the adding, modifying and deleting of user

» N

accounts and different permissions can be assigned for different users.
The Log Search module provides the query of system log files and the log files can be
e 18] filtered by different types.
The System Configuration module provides the configuration of general parameters, file
: =83 saving paths, alarm sounds and other system settings.
Note: The Video Wall module only displays when decoding devices are added to the client. For adding

device devices, please refer to Section 12.2 Adding the Decoding Device.

You can click E and select Access Control System to enter the Access Control System interface.

The function modules are easily accessed by clicking the navigation buttons on the control panel or by

selecting the function module from the View or Tool menu.

You can check the information, including current user, network usage, CPU usage, memory usage and

time, in the upper-right corner of the main page.
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1.4 Updates Instruction

Multiple newly-designed functions are offered in the latest iVMS-4200 client software. You can get a

brief view of the updates instruction from the following contents.

Support Management for Multiple New Device Types

Some new device types can be added and managed by the client, including the fisheye camera,
device registered on Cloud service, VCA device, transcoder, video wall controller

Support VCA Playback

VCA rule can be set to the searched record files and find the video that VCA event occurs,
including VCA Search, Intrusion and Line Crossing. This function helps to search out the video
that you may be more concerned, and the playback speed of the concerned video and
unconcerned video can be customized.

Newly Added Event Configuration

The event, such as audio detection, defocus detection, face detection and line crossing detection,
can be configured via the client. And alarm linkage settings for the events are also configurable.
Alarm and Event Information Filter

The received alarm and event information can be filtered by selecting the needed event types. In

this way, the important information can be searched quickly.
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Chapter 2 Live View

2.1 User Registration and Login

For the first time to use iVMS-4200 client software, you need to register a super user for login.
Steps:

1. Input the super user name and password.

2. Confirm the password.

3. Optionally, check the checkbox Enable Auto-login to log into the software automatically.
4. Click Register. Then, you can log into the software as the super user.

Please create a super user before proceeding.

Super User: [| ]

FPassword:

Confirm Password:

Enable Auto-login

Register Cancel

Notes:
® A user name cannot contain any of the following characters: /\: *? “<> |
® The password cannot be empty and the length of the password should be no less than six

characters.

When opening iVMS-4200 after registration, you can log into the client software with the registered

user name and password.

Steps:

1. Input the user name and password you registered.
Note: If you forget your password, please click Forgot Password and remember the encrypted
string in the pop-up window. Contact your dealer and send the encrypted string to him to reset
your password.

2. Optionally, check the checkbox Enable Auto-login to log into the software automatically.

Click Login.

L |admin|
&

Enable Auto-login

After running the client software, a wizard will pop up to guide you to add the device and do some

10
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basic settings.

2.2 Adding the Device

Purpose:

After running the iVMS-4200, devices including network cameras, video encoders, DVRs, NVRs,
decoder, etc. should be added to the client for the remote configuration and management, such as
live view, playback, alarm settings, etc.

Perform the following steps to enter the Device Adding interface:

1. Click the & icon on the control panel,
or click Tools->Device Management to open the Device Management page.
Click the Server tab.

3. Click Encoding Device to enter Encoding Device Adding interface.

Note: Here we take the adding of encoding device as an example.

= Sewer & Group
Organization Device for Management (2}
_ Add Device Modify Delete Remote Config VCAAllocation Refresh All Filter
Add New Device Type Nickname 1P Device Serial No. Net Status HDD Status Recording
9500 10.16.1.32 DS-8532N-RT1620140521BBRR409435284WCU (] (=]
Intersection 1099105140  DS-9616N-ST1620130301BBRR407 129395WCVU [a] =]
Online Device (3) Refresh Every 155
Add to Client Add All Wodify Netinfo Restore Default Password Filter

P : Device Type Firmware Version ServerPort | Start time Added
10.16.1.32 DS-9532N-RT V3.1.1build 140518 8000 2014-05-23 14:43:40 Yes

Encoding device can be added 10161252 DS-T70BNI-SP Va1.1build 140314 8000 2014-05-3009:04:20  No

DVRIDVSMVRIPCARDIVIIS-4200 10.16.1.28 iDS-2DF7286-A V5.1.8build 140509 8000 2014-05-1915:31:55 No

PCNVR/IVMS-4200 Encoding Server

You can add the device in the following ways:

® By detecting the online devices, see Section 2.2.1 Adding Online Devices.

® By specifying the device IP address, see Section 2.2.2 Adding Devices Manually.
® By specifying an IP segment, see Section 2.2.3 Adding Devices by IP Segment.
® By IP Server, see Section 2.2.4 Adding Devices by IP Server.
® By HiDDNS, see Section 2.2.5 Adding Devices by HiDDNS.

2.2.1 Adding Online Devices
Purpose:

The active online devices in the same local subnet with the client software will be displayed on a list.
You can click the Refresh Every 15s button to refresh the information of the online devices.

Steps:

11
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1. Select the devices to be added from the list.
Click Add to Client to open the device adding dialog box.
3. Input the required information.
Nickname: Edit a name for the device as you want.
Address: Input the device’s IP address. The IP address of the device is obtained automatically in
this adding mode.
Port: Input the device port No.. The default value is 8000.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.
4. Optionally, you can check the checkbox Export to Group to create a group by the device name. All
the channels of the device will be imported to the corresponding group by default.
5. Click Add to add the device.

Adding Mode:

@ IP/Domain IP Segment IP Server HiDDMS

Add Offline Device

Nickname: [| ]

Address:
Port 8000
User Name:

Password:
~ Exportto Group

Setthe device name as the group name and add all the channels
connected to the device to the group.

Add All the Online Devices
If you want to add all the online devices to the client software, click Add All and click OK in the pop-up

message box. Then enter the user name and password for the devices to be added.

Adding Mode:
(@ IP/Domain IP Segment IP Server HIDDNE
User Name: [| ]

Passwaord:
+ Exportto group
Create group with device IP.

Modify Network Parameters
Select the device from the list, click Modify Netinfo, and then you can modify the network
information of the selected device.
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Note: You should enter the admin password the device in the Password field of the pop-up window to
modify the parameters.

Restore Default Password

Select the device from the list, click Restore Default Password, input the security code, and then you
can restore the default password of the selected device.

Note: The default admin password of the device is 12345, and the security code is returned after you

send the data and serial No. of the device to the manufacturer.

2.2.2 Adding Devices Manually

Steps:
1. Click Add Device to open the device adding dialog box.
2. Select IP/Domain as the adding mode.
3. Input the required information.
Nickname: Edit a name for the device as you want.
Address: Input the device’s IP address or domain name.
Port: Input the device port No.. The default value is 8000.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.
4. Optionally, you can check the checkbox Export to Group to create a group by the device name. All
the channels of the device will be imported to the corresponding group by default.
5. Click Add to add the device.

Adding Mode:

(@ IP/Domain IP Segment IP Senver HIDDNS

Add Offline Device

Nickname: [| ]

Address:
Port: 8000
User Name:

Password:
+ Exportto Group

Setthe device name as the group name and add all the channels
connected to the device to the group.

2.2.3 Adding Devices by IP Segment

Steps:
1. Click Add Device to open the device adding dialog box.
2. Select IP Segment as the adding mode.

3. Input the required information.

13
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Start IP: Input a start IP address.
End IP: Input an end IP address in the same network segment with the start IP.
Port: Input the device port No.. The default value is 8000.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.
4. Optionally, you can check the checkbox Export to Group to create a group by the device IP. All the
channels of the device will be imported to the corresponding group by default.
5. Click Add, and the device of which the IP address is between the start IP and end IP will be added

to the device list.

Adding Made:

IPiDomain (@ IP Segment IP Server HIDDNS

Add Offline Device

Start IP: [I |

End IP:
Port: 8000
User Name:

Password:
+ Exportto Group
Create group with device IP.

2.2.4 Adding Devices by IP Server

Steps:
1. Click Add Device to open the device adding dialog box.
2. Select IP Server as the adding mode.
3. Input the required information.
Nickname: Edit a name for the device as you want.
Server Address: Input the IP address of the PC that installs the IP Server.
Device ID: Input the device ID registered on the IP Server.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.
4. Optionally, you can check the checkbox Export to Group to create a group by the device name. All
the channels of the device will be imported to the corresponding group by default.
5. Click Add to add the device.

14
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Adding Mode:

_ IPiDomain _ IP Segment @ IP Server . HiDDNS

Add Offline Device

Nickname: ﬂ 1

Server Address:

Device 1D:

User Name:

Password:

~ Exportto Group

Setthe device name as the group name and add all the channels
connected to the device to the group.

2.2.5 Adding Devices by HIDDNS

Steps:

1. Click Add Device to open the device adding dialog box.

2. Select HiDDNS as the adding mode.

3. Input the required information.
Nickname: Edit a name for the device as you want.
Server Address: www.hiddns.com.
Device Domain Name: Input the device domain name registered on HiDDNS server.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.

4. Optionally, you can check the checkbox Export to Group to create a group by the device name. All
the channels of the device will be imported to the corresponding group by default.

5. Click Add to add the device.

Adding Mode:

_ IPIDomain _ IP Segment _ IP Senver (@ HIDDNS

Add Offline Device

Nickname: ﬂ ]

Server Address: www.hiddns.com
Device Domain Mame:

User Name:

Password:
+ Exportto Group

Setthe device name as the group name and add all the channels
connected to the device to the group.

Note: iVMS-4200 also provides a method to add the offline devices. Check the checkbox Add Offline
15
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Device, input the required information and the device channel number and alarm input number, and

then click Add. When the offline device comes online, the software will connect it automatically.

The devices will be displayed on the device list for management after added successfully. You can
check the resource usage, HDD status, recording status, and other information of the added devices
on the list.

Click Refresh All to refresh the information of all added devices. You can also input the device name in
the filter field for search.

Select device from the list, click Modify/Delete, and then you can modify/delete the information of
the selected device.

Select device from the list, click Remote Config, and then you can do some remote configurations of
the selected device if needed. For detailed settings about the remote configuration, please refer to

the User Manual of the devices.

2.3 Group Management

Purpose:

The devices added can be organized into groups for a convenient management. You can get the live
view, play back the record files, and do some other operations of the device through the group.
Before you start:

Devices need to be added to the client software for group management.

Perform the following steps to enter the Group Management interface:
1. Open the Device Management page.

2. Click the Group tab to enter the Group Management interface.

= Server L Group
Resource < .m Resources of Group 9016
Search P Import Modify Delete Remote Config | VCAConfig Filter
_ Nickname . P Device Serial No.
Encading Channel A1_8016 10.16.1.32 DS-9532N-RT16201405218BRR4084352.
Slami A2_9016 10.16.1.32 DS-9532N-RT1620140521BBRR40894352..
Intersection A3_9016 10.16.1.32 DS-0532N-RT1620140521BBRR4004352
A4_9016 10.16.1.32 DS-0532N-RT1620140521BBRR404362.
A5_9016 10.16.1.32 DS-9532N-RT1620140521BBRR4094352.
A5_9016 10.16.1.32 DS-9532N-RT1620140521BBRR4094352..
A7_9016 10.16.1.32 DS-0532N-RT1620140521BBRR4094352.
A8_9016 10.16.1.32 DS-0532N-RT1620140521BBRR404362.
A9_9016 10.16.1.32 DS-9532N-RT1620140521BBRR4094352..
A10_9015 10.16.1.32 DS-0532N-RT1620140521BBRR4034352.
AT1_8016 10.16.1.32 DS-0532N-RT1620140521BBRR4084362.
A12_9016 10.16.1.32 DS-9532N-RT1620140521BBRR40894352..
A13_9015 10.16.1.32 DS-0532N-RT1620140521BBRR4034352.
A14_9016 10.16.1.32 DS-0532N-RT1620140521BBRR404362.
A15_9016 10.16.1.32 DS-9532N-RT1620140521BBRR4094352..
A16_9015 10.16.1.32 DS-0532N-RT1620140521BBRR4034352.

Adding the Group

Steps:
16
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Click “# to open the Add Group dialog box.
Input a group name as you want.
3. Click OK to add the new group to the group list.
You can also check the checkbox Create Group by Device Name to create the new group by the

name of the selected device.

Add Group

Group Name: [

Create Group by Device Mame

Importing Encoding Device to Group

Steps:

1. Click Import on Group Management interface, and then click the Encoding Channel tab to open
the Import Encoding Channel page.

2. Select the thumbnails/names of the cameras in the thumbnail/list view.
Select a group from the group list.

4. Click Import to import the selected cameras to the group.
You can also click Import All to import all the cameras to a selected group.

Notes:

® You can also click the icon " on the Import Encoding Channel page to add a new group.
® Up to 64 cameras can be added to one group.

™ Encoding Channel | & Alarm Input

Select Device Al -

Encoding Channel &= Ml | & Group

Search P

Import

ImportAll

The following buttons are available on the Import Encoding Channel page:

S List View View the encoding camera in list view.

=hl Thumbnail View  View the encoding camera in thumbnail view.

) Refresh Refresh the latest information of added cameras.

s Import Create a group named as device name-Encoding Channel

(Alarm Input) and import the device to group.

17
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A ¥ Collapse/Expand  Collapse/Expand the thumbnails of cameras.

Modifying the Group/Channel

Steps:

1. Select the group/camera from the group list on the Import Encoding Channel page.

2. Click &, or double-click the group/camera name to open Modify Group/Camera dialog box.

3. Edit the group/camera information, including the group/camera name, the stream type, etc.
Video Stream: Select the stream for the camera as desired.
Protocol Type: Select the transmission protocol for the camera.
Stream Media Server: Configure to get stream of the camera via stream media server. You can
select and manage the available stream media server.
Copy to...: Copy the configured parameters to other camera(s).
Refresh: Get a new captured picture for the live view of the camera.
Note: For video stream and protocol type, the new settings will take effect after you reopen the
live view of the camera.

4. Click OK to save the new settings.

You can also double-click the group/camera name on the Group Management interface to open

the Modify Group/Camera dialog box.

Name:

Video Stream:

Main Stream v
Protocol Type:

R cr v
Stream Media Server

g8 SMs

SMS Management

Modify Group

IFC1

Copy Parameters:

Copy To...

=7 Get New Picture:

| Refresh

Removing Channels from the Group

Steps:

1. Select the camera from the group list on the Import Encoding Channel page.

2. Click “ toremove the camera from the group.
You can also select the camera on the Group Management interface, and then click Delete to
remove the camera from the group.
Select the group from the group list on the Import Encoding Channel page, click “* and you can
remove all the cameras from the group.

Deleting the Group

Steps:

18
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1. Select the group on the Group Management interface

2. Click Delete Group or click the icon “, the selected group and the resource under it will be
deleted.

2.4 Basic Operations in Live View

Purpose:

For the surveillance task, you can view the live video of the added network cameras and video
encoders on the Main View page. And some basic operations are supported, including picture
capturing, manual recording, PTZ control, etc.

Before you start:

A camera group is required to be defined for live view.

Click the u icon on the control panel,

or click View->Main View to open the Main View page.

View ~
Search. P
[ +-sereen U
[ 4-8creen
[ 9-screen
Camera ~
Search. P
= 9016
+ 0 Intersection
=) &1 107525
@ Cameral_107.525 -
PTZ Control |

=B e ||

Frosel

L

01 Preset1

Main View Page
1 View List
2 Camera List
3 PTZ Control Panel
4 Display Window of Live View
5 Live View Toolbar

Camera Status:

) The camera is online and works properly.
a The camera is in live view.

[0} The camera is in recording status.
&

The camera is offline.

Live View Toolbar:
19
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LI LINSEIEIT L

On the Main View page, the following toolbar buttons are available:

& Set Screen Layout Set the screen layout mode.

1= Save View Save the new settings for the current view.

BB Save View as Save the current view as another new view.

] Stop Live View Stop the live view of all cameras.

4= Previous Go for live view of the previous page.

L Next Go for live view of the next page.

D G Resume/Pause Click to resume/pause the auto-switch in live view.
Auto-switch

- Show /Hide the Menu  Show/Hide the menu of auto-switch. Click again to hide.

e &) Mute/Audio On Turn off/on the audio in live view

= Full Screen Display the live view in full screen mode. Press ESC to exit.

Right-click on the display window in live view to open the Live View Management Menu:

= Stop Live View

Capture
(=, Print Captured Picture
» Send Email
© Start Recording
2. Open PTZ Control
&_ Open Digital Zoom
@ switch to Instant Playback  »

= Start Two-way Audio
&2 Enable Audio

w=| Camera Status
2 Remote Config
s VCAConfig

L. Synchronization
() Batch Time Sync

"= Full Screen

The following buttons are available on the right-click Live View Management Menu:

@ Stop Live View Stop the live view in the display window.
2 Capture Capture the picture in the live view process.
¢4 Print Captured Picture  Capture the current picture and then print the picture.
Capture the current picture and then send an Email notification to
P Send Email

one or more receivers. The captured picture can be attached.
@ Start/Stop Recording Start/Stop the manual recording. The record file is stored in the PC.
Enable PTZ control function on the display window. Click again to
Open PTZ Control
disable the function.
Open Digital Zoom Enable the digital zoom function. Click again to disable the function.
Switch to Instant
Playback
Start/Stop Two-way
Audio

&2 W) Enable/Disable Audio Click to enable/disable the audio in live view.

@ Pk 0O

Switch to instant playback mode.

= L
1
o

Click to start/stop the two-way audio of the camera in live view.

20
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g Camera Status

Remote Config

sl VCA Config
;— Synchronization
) Batch Time Sync

Display the status of the camera in live view, including the recording
status, signal status, connection number, etc.

Open the remote configuration page of the camera in live view.

Enter the VCA configuration interface of the device if it is VCA
device.

Sync the camera in live view with the PC running the client software.
Set time synchronization for devices in batch.

Enter the fisheye expansion mode. Only available when the device is

& Fisheye Expansion fisheye camera. For details, please refer to Section 2.4.6 Live View of
Fisheye Camera.
= Full Screen Display the live view in full screen mode. Click the icon again to exit.

2.4.1 Starting and Stopping the Live View

Starting Live View for One Camera

Steps:
1. Open the Main View page.
2. Optionally, click the [ icon in live view toolbar to select the screen layout mode for live view.
3. Click-and-drag the camera to the display window,
or double-click the camera name after selecting the display window to start the live view.
Note: You can click-and-drag the video of the camera in live view to another display window if

needed.

Starting Live View for Camera Group

Steps:
1. Open the Main View page.
2. Click-and-drag the group to the display window,
or double-click the group name to start the live view.

Note: The display window number is self-adaptive to the camera number of the group.

Starting Live View in Default View Mode

Purpose:

The video of the added cameras can be displayed in different view modes. 4 frequently-used default
view modes are selectable: 1-Screen, 4-Screen, 9-Screen and 16-Screen.

Steps:

1. Open the Main View page.

2. Click the icon
3. Click to select the default view mode and the video of the added cameras will be displayed in a

Ea

to expand the default view list.

sequence in the selected view.

Note: Right-click the current default view name on the list and click Save View As. or click B8, and
you can save the default view as a custom view.
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Starting Live View in Custom View Mode

Purpose:

The view mode can also be customized for the video live view.

Steps:

1. Open the Main View page.

2. Click theicon '*' to expand the custom view list.

3. Click New View in the custom view list to create a new view.

4. Input the view name and click Add. The new view is of 4-Screen mode by default.

5. Optionally, click the B jcon in live view toolbar and select the screen layout mode for the new
view.

6. Click-and-drag the camera/group to the display window,
or double-click the camera/group name in custom view mode to start the live view.

7. Click the icon B to save the new view.

Right-click the custom view name on the list, and a menu pops up as follows:

# EditView Name
[ii Delete View

& Save View

&, Save ViewAs.

The following buttons are available on the right-click menu:

SCER

Edit View Name Edit the name of the custom view.

Delete View Delete the custom view.

Save View Save the new settings of the custom view.
Save View As. Save the current view as another custom view.

Stopping the Live View

Steps:

1.
2.

Select the display window.

Click the icon . that appears in the upper-right corner when the mouse pointer is over the
display window,
or click Stop Live View on the right-click menu to stop the live view of the display window.

You can also click the button ™ in live view toolbar to stop all the live view.

2.4.2 Auto-switch in Live View

Camera Auto-switch

Purpose:

The video stream of the cameras from the same group will switch automatically in a selected display

window in camera auto-switch.

Steps:
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Open the Main View page.

Select a display window for camera auto-switch.

-

Click the icon in the toolbar and select or customize the switching interval.

Select a group and click the icon "= on the group node.

vk wN e

You can click the icon (S /O to pause/resume the camera auto-switch.

Single View Auto-switch

Purpose:

The video of all the cameras on the camera list will switch automatically in a selected default view in
single view auto-switch.

Steps:

1. Open the Main View page.

-

2. Click the icon in the toolbar and select or customize the switching interval.
3. Select a default view and click the icon "= on the selected view node.
4

You can click the icon (S /O to pause/resume the single view auto-switch.

Multi-view Auto-switch

Purpose:

The custom views will switch automatically in multi-view auto-switch. The custom views need to be
added before proceeding.

Steps:

1. Open the Main View page.

-

2. Click the icon in the toolbar and select the switching interval.
3. Click theicon "2 on the custom view node.
4

You can click the icon (S /O to pause/resume the multi-view auto-switch.

2.4.3 PTZ Control in Live View

The software provides PTZ control for cameras with pan/tilt/zoom functionality. You can set the preset,
patrol and pattern for the cameras on the PTZ Control panel. And you can also open window PTZ
control for the operations of PTZ cameras.

Click the icon " to expand the PTZ Control panel.
PTZ Contral ~

» v 4 + =
- +
=B e W
| Preset | Pattern | Patrol |

P
01 Presetl
02 Preset? o
03  Preseta
nA Drnmntd i
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The following buttons are available on the PTZ Control panel:

Q Zoom

o Focus

Q Iris

- Auxiliary Focus
3D Positioning

¢ Light

4 Wiper

e Lens Initialization

Configuring the Preset

A preset is a predefined image position which contains information of pan, tilt, focus and other
parameters.
Perform the following steps to add a preset:
1. Click the Preset button to enter the PTZ preset configuration panel.
2. Click the direction buttons and other buttons on the PTZ control panel to steer the camera to the
desired view.
3. Select a PTZ preset number from the preset list and click 2
Input the name of the preset in the pop-up dialog box.
Click OK to save the settings.

To call a configured preset, double-click the preset, or select the preset and click theicon # .
To modify a configured preset, select the preset from the list and click the icon 2

To delete a configured preset, select the preset from the list and click the icon o
PTZ Control ~

Q
« O » + M -
Q

- - +

m B e

| Praset % { i Add Preset

01 1 E
U
02 2
03 Prese3
na Drnentd o

Configuring the Pattern

A pattern is a memorized, repeating series of pan, tilt, zoom, and preset functions.
Perform the following steps to add a pattern:
1. Click the Pattern button to enter the PTZ pattern configuration panel.

2. Click (¢ to start recording of this pattern path.
3. Use the direction buttons to control the PTZ movement.
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4. Click @ to stop and save the pattern recording.
Click theicon # to call the pattern. To stop calling the pattern, click =..

Configuring the Patrol

A patrol is a scanning track specified by a group of user-defined presets, with the scanning speed
between two presets and the dwell time at the preset separately programmable.

Before you start:

Two or more presets for one PTZ camera need to be added.

Perform the following steps to add and call a patrol:

1. Click the Patrol button to enter the PTZ patrol configuration panel.

2. Select a track number from the drop-down list.

3. Click "r toadd a preset, and set the dwell time and patrol speed for the preset.
4. Repeat the above operation to add other presets to the patrol.

5. Optionally, you can click # or B to edit or delete a preset in the patrol path.
6. Clicktheicon # to call the patrol. To stop calling the patrol, click =.

Notes:

® Up to 16 patrols can be configured.
® The preset dwell time can be set to 1~30 sec, and the patrol speed can be set to level 1~40.

Add Patrol No x
+

Preset: Preset1

| Preset | patem | Parol |
L3 Dwell Time(s): | f1 :

Patrol Speed: 1 .
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2.4.4 Manual Recording and Capture

Toolbar in Each Live View Display Window:

= Q ®

In each live view display window, the following toolbar buttons are available:
Capture the picture in the live view process. The capture picture
is stored in the PC.

o @ Start/Stop Recording  Start/Stop manual recording. The record file is stored in the PC.

) Capture

Switch to Instant ) )
@ Switch to the instant playback mode.
Playback

Manual Recording in Live View

Purpose:

Manual Recording function allows you to record the live video on the Main View page manually and

the record files are stored in the local PC.

Steps:

1. Move the mouse pointer to the display window in live view to show the toolbar.

2. Click 0 in the toolbar of the display window or on the right-click Live View Management Menu
to start the manual recording. The icon 0 turns to @

3. Click theicon @ to stop the manual recording.
A prompt box with the saving path of the video files you just recorded will pop up if all the

operations succeed.

Notes:

® During the manual recording, an indicator ﬂ appears in the upper-right corner of the display
window.

® The saving path of video files can be set on the System Configuration interface. For details, see
Section 10.2.2 File Saving Path Settings.

Viewing Local Record Files

Steps:

1. Click File->Open Video File to open the Record Files page.

2. Select the camera to be searched from the Camera Group list.

3. Click theicon ﬂ to specify the start time and end time for the search.

4. Click Search. The video files recorded between the start time and end time will be displayed.
Select the video file, and click Delete. You can delete the video file.
Select the video file, and click Email Linkage. You can send an Email notification with the selected
video file attached.
Select the video file, and click Save as. You can save a new copy of the video file.

Note: To send an Email notification, the Email settings need to be configured before proceeding. For

details, see Section 10.2.5 Email Settings.
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Browse Record Files x

Camera Group Video Files € Delete | [ Email Linkage(Max=5MB) = Saveas
Search. o}
- =3 IPCt

@ IPC1_Camera01
- 1 IPc2

- I IP Dome

@ IP Dome_Cameral
=/ 53 NVR1

& NVR1_IP Camerat

& NVR1_IP Camera2

& NVR1_IPCamera...

@ NVR1_Camerad1

& NVR1_IP Camera5 _

Start Time:
2013-04-24 00:00:00 B
End Time:

2013-04-24 23:59:59 =t

m

@
Double-click the video file and the video file can be played back locally.
= e
P
o e i sty
00:00:05/00:02:24
The following buttons are available on the local playback page:
[ cir | CIF/4CIF Display the video in cif/4cif resolution.
. Full Screen Display the local playback page in full screen mode.
n Close Close the local playback page of the record files.
ﬁ ﬁ Pause/Play Pause/Start the playback of the record files.
ﬁ Stop Stop the playback of the record files.
Speed Set the playback speed.
ﬁ Single Frame Play back the record files frame by frame.
Digital Zoom Enable the digital zoom function. Click again to disable.

Enable/Disable Audio Click to enable/disable the audio in the local playback.

Capture Capture the picture in the playback process.

Capturing Picture in Live View
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Steps:

1.
2.

Move the mouse pointer to the display window in live view to show the toolbar.

Click the icon E® in the toolbar of the display window or on the right-click Live View
Management Menu.

A small window of the captured picture will be displayed to notify whether the capturing
operation is done or not.

Note: The saving path of the captured pictures can be set on the System Configuration interface. For

details, see Section 10.2.2 File Saving Path Settings.

Viewing Captured Pictures

The pictures captured in live view are stored in the PC running the software. You can view the

captured pictures if needed.

Steps:

1.

vk W

Click File->Open Captured Picture to open the Captured Picture page.

Select the camera to be searched from the Camera Group list.

Click the icon [ to specify the start time and end time for the search.

Click Search. The pictures captured between the start time and end time will be displayed.
Double-click the captured picture to enlarge it for a better view.

Select the captured picture, and click Print. You can print the selected picture.

Select the captured picture, and click Delete. You can delete the selected picture.

Select the captured picture, and click Email Linkage. You can send an Email notification with the
selected picture attached.

Select the captured picture, and click Save as. You can save a new copy of the selected picture.

Camera Group Local Capture (=) Print @ Delete || Email Linkage(Max=5MB) = Saveas
Search, I
= dIPC1

@) IPC1_Camerat
= JIPC2

+ J DVR

Start Time.
2013-05-08 00:00:00 [
End Time

2013-05-09 23:59.59 [

Q, search

2.4.5 Instant Playback

Purpose:

The record files can be played back instantly on the Main View page. Instant playback shows a passage

of the video which was remarkable, or which was unclear on the first sight. Thus, you can get an

immediate review if needed.
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Before you start:
The video files need to be recorded on the storage devices, such as the SD/SDHC cards and HDDs on
the DVRs, NVRs, Network Cameras, etc., or on the storage servers.
Steps:
1. Start the live view and move the mouse pointer to the display window to show the toolbar.
2. Click the icon @ in the toolbar and a list of time periods pops up.
30s, 1 min, 3 min, 5 min, 8 min, and 10 min are selectable.
3. Select a time period to start the instant playback.
Example: If the current time of the live view is 09:30:00, and you select 3 min, then the instant
playback will start from 09:27:00.

4. Click theicon @ again to stop the instant playback and go back for the live view.
Notes:

® During the instant playback, an indicator E appears in the upper-right corner of the display
window.

® The live view process will continue after the instant playback completed.

Right-click on the display window to open the Instant Playback Management Menu:

44 Pause

Stop

Speed up

Speed down
Single Frame
Open Digital Zoom

Capture

Print Captured Picture
Send Email

Start Recording
Enable Audio

Switch to Live View

%@ L0 Al L5 40

Full Screen

The following buttons are available on the right-click Instant Playback Management Menu:

;' ;| Pause/Play Pause/Start the instant playback in the display window.
:| Stop Stop the instant playback and return to the live view mode.
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Speed Up/Down

| =
1 Single Frame

S Open Digital Zoom

) Capture

= Print Captured Picture

Send Email

@ start/stop Recording
&) Enable/Disable Audio

Switch to Live View

T@EO ¢

Full Screen

Increase/Decrease the play speed of the instant playback.

Play back the record file frame by frame.

Enable the digital zoom function. Click again to disable the function.
Capture the picture in the instant playback process.

Capture the current picture and then print the picture.

Capture the current picture and then send an Email notification to
one or more receivers. The captured picture can be attached.
Start/Stop clipping the record files.

Click to turn on/off the audio in instant playback.

Switch to live view mode.

Display the instant playback in full screen mode. Click again to exit.

2.4.6 Live View of Fisheye Camera

Note: This section is only for the live view of the fisheye camera. A fisheye camera is a camera that

uses an extremely wide-angle lens to capture a view of 360 degrees or 180 degrees.

Steps:

1. Add a fisheye camera to the iVMS-4200 client software. The fisheye should be added as encoding

device. For details, please to Section 2.2 Adding the Device.

2. Click-and-drag the fisheye camera from the list to the display window, or double-click the camera

name after one display window selected to get the live view.

3. Right-click on the playing window, and select Fisheye Expansion on the right-click menu.

Expand Mode

Fisheye
Panorama

1Panorama + 3 PTZ

PTZ Control

vilaflv
«<JOl»Hll+IQf -
sfl vl «

| Preset | paal |

01 Door
02 Preset2 ‘
03 Preset3 1
04 Presetd

05 PresetS

06 Presets

07 Preset?

08 Preset8

09 Presetd

10 Preset10

11 Presett1

12 Preset12

Expand Mode

Fisheye, Panorama, 1 Fisheye + 3 PTZ, 1 Panorama +3 PTZ are selected for the expand mode, and the

default expand mode is 1 Fisheye+3 PTZ.

PTZ Control

If 1 Fisheye+ 3 PTZ or 1 Panorama + 3 PTZ is selected, you can use the PTZ control to adjust the PTZ
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window.
® Select a PTZ window, and click one of the eight direction buttons to adjust the view angle.
Note: Click-and-drag the No. label in the fisheye window will change the view angle of the PTZ

window as well.

Select a PTZ window, and click © to start auto-scan, and click it again to stop auto-scan.

= +: Drag the slider to adjust the speed for PTZ movement.

° * @ 7 :Zoom in or zoom out the selected PTZ window by clicking “+” or “-”. Or you can scroll

the mouse wheel to zoom in or zoom out.
Preset
A preset is a user-defined monitor position/point. You can simply call the preset number to change the
monitor scene to the defined position. Please follow the steps below to configure the preset.
Steps:
1. Click preset tab to enter the preset configuration interface.

2. Select a PTZ window, and adjust the scene to the place you want to mark as a preset.

3. Click @, input the preset name, and click OK to save a preset.

Add Preset

4, (Optional) Click # to call the configured preset.

5. (Optional) Click m to delete the configured preset.

Patrol

A patrol is a scanning track specified by a group of user-defined presets, with the scanning speed
between two presets and the dwell time at the preset separately programmable. Please follow the
steps below to configure the patrol.

Note:

At least 2 presets have to be configured before you configure the patrol.

Steps:

1. Click patrol tab to enter the patrol configuration interface.

2. Select a path No. from the drop-down list.

3. Click =+ to add the configured presets, and set the dwell time and patrol speed for the preset.

4

Repeat the above operation to add other presets to the patrol.

Add Patrol No x

Preset: Preset1 ~
Dwell Time(s). | s
Patrol Speed: 30 .
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5. Click = to start the patrol, and click = to stop patrol.
6. Optionally, you can click & or B toeditor delete a preset in the patrol path.
Notes:

® Up to 256 presets can be configured.

® Up to 32 patrols can be set.

® The dwell time ranges from 1 to 120s.

® The patrol speed ranges from 1 to 40.

2.4.7 Other Functions in Live View

There are some other functions supported in the live view, including digital zoom, two-way audio,

camera status and synchronization.

Auxiliary Screen Preview

The live video can be displayed on different auxiliary screens for the convenient preview of multiple

monitoring scenes. Up to 3 auxiliary screens are supported.

Digital Zoom

Use the left key of mouse to drag a rectangle area in the lower-right/upper-left direction, and then the

rectangle area will zoom in/out.

Two-way Audio

Two-way audio function enables the voice talk of the camera. You can get not only the live video but
also the real-time audio from the camera. This two-way audio can be used for only one camera at one

time.

Camera Status

The camera status, such as recording status, signal status, connection number, etc., can be detected

and displayed for check. The status information refreshes every 10 seconds.

Synchronization

The synchronization function provides a way to synchronize the device clock with the PC which runs
the client software. You can also synchronize the clock of multiple devices with the PC which runs the

client software in batch.
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Chapter 3 Remote Record Schedule
Settings and Playback

When the video storage devices are the HDDs, Net HDDs, SD/SDHC cards on the local device, or the
remote storage server connected, you can set the record schedule for the cameras for the continuous,
alarm triggered or command triggered recording. And the record files can be searched for the remote

playback.

3.1 Remote Recording

Purpose:
The video files can be recorded on the HDDs, Net HDDs, SD/SDHC cards on the local device, or the

storage server connected.

Click the EL icon on the control panel,

or click Tool->Record Schedule to open the Record Schedule page.

Camera Group Record Schedule Copy to. I save
Search p
Local Recording
IPC1-Encoding Channel
All-day Template Edit
@ IPC1_Cameral 01

Edit
IPC2-Encoding Channel

IP Dome-Encoding Chan. Storage Server Recording
RS AT T ~ Storage Server storage senver «|  Storage Seer Management

Rec ule: All-gay Template Edit Advanced Setings

3.1.1 Recording on Storage Devices on the DVRs,

NVRs, or Network Cameras

Purpose:

Some local devices, including the DVRs, NVRs, and Network Cameras, provide storage devices such as
the HDDs, Net HDDs and SD/SDHC cards for record files. You can set a record schedule or capture
schedule for the channels of the local devices.

Notes: The pictures captured through the capture schedule are stored on the local device and can be

searched on the remote configuration page of the device.
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Before you start:

The newly installed storage devices need to be formatted. Go to the remote configuration page of the

device, click Storage->General, select the HDD or SD/SDHC card, and click Format to initialize the

selected storage device.

Steps:

1. Open the Record Schedule page.

2. Select the camera in the Camera Group list.

3. Check the checkbox Record Schedule / Capture Schedule under Local Recording to enable device

local recording or capture.

4. Select the record schedule template from the drop-down list.

All-day Template: for all-day continuous recording.

Weekday Template: for working-hours continuous recording from 8:00 AM to 8:00 PM.

Event Template: for the event triggered recording.

Template 01-08: fixed templates for specific schedules. You can edit the templates if needed.

Custom: can be customized as desired.

If you need to edit or customize the template, see Configuring Record Schedule Template.

5. Click Advanced Settings to set the recording parameters. For details, see Table 3.1 Advanced

Recording Settings and Table 3.2 Advanced Capture Settings.

6. Optionally, click Copy to... to copy the record schedule settings to other channels.

Click Save to save the settings.

Advanced Settings x

Continuous Capture:
Resolution: 4CIF ~
Picture Quality: Low Medium High
Interval: 2s v
Pre-record: 55 . Event Capture:
Resolution: 4CIF ~
Post-record: {13 ~
Picture Quality: Low Medium High
Video Expired Time: 0 day(s) I ;J ;J d
Interval: 23 ~
Redundant Record: Mo -
Record Audio: Yes ~
Video Stream: Main Stream ~
Table 3.1 Advanced Recording Settings
Parameters Descriptions
. q Normally used for the event triggered record, when you want to record before
re-recor

the event happens

Post-record

After the event finished, the video can also be recorded for a certain time.

Video Expired Time

The time for keeping the record files in the storage device, once exceeded, the

files will be deleted. The files will be saved permanently if the value is set as 0.

Redundant Record

Save the video files not only in the R/W HDD but also in the redundant HDD.
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Parameters Descriptions
Record Audio Record the video files with audio or not.
Video Stream Select the stream type for the recording.

Table 3.2 Advanced Capture Settings

Parameters Descriptions
Resolution Select the resolution for the continuous or event captured pictures.
Picture Quality Set the quality for the continuous or event captured pictures.

Select the interval which refers to the time period between two capturing
Interval ]
actions.

Configuring Record Schedule Template

Perform the following steps to configure the record schedule template:

If Template 01-08 is selected from the drop-down list, start from step 1;

If Custom is selected from the drop-down list, start from step 2.

1.

Click Edit to enter the Templates Management interface. Select the template to be set and you
can edit the template name.

Set the time schedule for the selected template.

# Schedule Recording ofers to normal schedule record. The schedule time bar is marked with

£ EventRecording| rofers to the schedule record for the event. The schedule time bar is marked
with .

£ Command | rofers to the schedule record triggered by command. The schedule time bar is

marked with

Note: Record triggered by command is only available for the ATM transactions when the ATM DVR
is added to iVMS-4200.

When the cursor turns to q, you can edit the schedule time bar.

When the cursor turns to m, you can move the selected time bar you just edited.

When the cursor turns to , you can lengthen or shorten the selected time bar.
Optionally, you can select the schedule time bar,

and then click the icon | * ' to delete the selected time bar,

or click theicon ' ® | to delete all the time bars,

or click the icon ="/ to copy the time bar settings to the other dates.

Click OK to save the settings.

You can click Save as Schedule Template on the Custom Schedule interface, and then the custom

template can be saved as template 01--08.

Note: Up to 8 time periods can be set for each day in the record schedule.
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Templates Management x

All-day Template # Continuous Capture| & EventCapture 3¢ [
Weekday Template
0 2 4 & ] 10 12 14 18 18 20 22 24
WMon ’
Event Template
0 2 1 [ ] 10 12 14 18 18 20 22 74
Template 01 Tue T
Template 02 i 2 4 & E 10 12 14 18 18 20 22 s
wed [T
Template 03
0 2 4 & ] 10 12 14 18 18 20 22 24
Thu ’
Template 04
0 2 1 [ ] 10 12 14 18 18 20 22 24
Template 05 Fii -
[[ampiais06 0 z 4 5 E 10 12 14 15 18 20 2z 24
sat | - P - A —
Template 07
i 2 4 3 8 10 12 14 18 18 o0 22 24
Template 08 8un

Custom Schedule x

# Continuous Capture| & EventCapture 3¢ I Save as Schedule Template
i 2 1 [ & 10 12 14 18 18 20 22 21
Mon .
a 2 4 ] 8 10 12 14 18 18 20 22 24
Tue .
Q 2 4 [ g 10 12 14 16 18 20 22 24
Wed '
Q 2 4 [ g 10 12 14 16 15 20 22 24
Thu
] 2 4 B g 1o 12 14 16 18 20 22 24
Fri
i 2 1 [ & 10 12 14 18 18 20 22 21
Sat .
a 2 4 ] 8 10 12 14 18 18 20 22 24
sun .

3.1.2 Recording on Storage Server

Purpose:

You can add storage device to the client for storing the record files of the added encoding devices and
you can search the files for remote playback. The storage device can be storage server, CVR or other
NVR. Here we take the settings of storage server as an example.

Before you start:

The storage server application software needs to be installed and it is packed in the iVMS-4200
software package. When installing the iVMS-4200, check the checkbox Storage Server to enable the
installation of storage server.

Adding the Storage Server

Steps:

1. Click the shortcut icon @& & on the desktop to run the storage server.

Note: You can also record the video files on the storage server installed on other PC.
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2. Open the Device Management page and click the Server tab.
3. Click Add New Device Type, select Storage Server and click OK.
4. Click Storage Server on the list to enter the Storage Server Adding interface.

2 sewver - Group

Organization Device for Management (0)

&8 Encoding Device Add Device Madif Delste Remote Config Filter

Add New Device Type

Online Device (1) Refresh Every 155

Add o Client Add All Modify Netinfo | | Restore Default Password Filter
P + | Device Type Port Device Serial No. Added

172623108  STORAGE-SERVER 8000  DS-NVR-V120B20130415-047D7BEF2FAQ No

Storage device can be added:
CVR/IVMS-4200 Storage Server

You can add the storage server in the following ways:

® By detecting the online devices, see Section 2.2.1 Adding Online Devices.

® By specifying the device IP address, see Section 2.2.2 Adding Devices Manually.
® By specifying an IP segment, see Section 2.2.3 Adding Devices by IP Segment.
® By IP Server, see Section 2.2.4 Adding Devices by IP Server.

Formatting the HDDs

The HDDs of the storage server need to be formatted for the record file storage.

Steps:

1. Select the added storage server from the list and click Remote Config.

2. Click Storage->General, to enter the HDD Formatting interface.

3. Select the HDD from the list and click Format. You can check the formatting process from the
process bar and the status of the formatted HDD changes from Raw to Normal Status.

Note: Formatting the HDDs is to pre-allocate the disk space for storage and the original data of the

formatted HDDs will not be deleted.

Configure HDD parameters.

[m HDD No. | Capacity(MB) Free Space(MB) Status Type
11 321 1411 Raw Local
2 40479 40389 Raw Local
13 334908 310167 Raw Laocal
14 15999 7245 Raw Laocal
15 1092294 637474 Raw Laocal

Configuring Storage Server Record Schedule
Before you start:
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The storage server needs to be added to the client software and the HDDs need to be formatted for
the record file storage.
Steps:
1. Open the Record Schedule page.
2. Select the camera from the Camera Group list.
3. Check the checkbox Storage Server to enable recording on storage server.
4. Select the storage server from the drop-down list.
5. Select the record schedule template from the drop-down list.
If you need to edit or customize the template, see Configuring Record Schedule Template.

Click Advanced Settings to set the pre-record time, post-record time and video expired time.

o

Click Save to save the settings.

3.2 Remote Playback

Purpose:
The record files stored on the local device or the storage server can be searched by custom view,

camera or triggering event, and then can be played back remotely.

PN

)

Click the =4 icon on the control panel,

or click View->Remote Playback to open the Remote Playback page.

View ~

Camera ~

Search I 2

_J Intersection ‘ ‘

— 107525

I 8464

1 B20_Board™_Enc.
" B20_Board™_Enc.

+ || I B20_Board™1_Enc.
+ 71 9,090 Bnnrd1d Ene

29(30(1|2|3|4a|5

From: 2014-06-06 00:00:00 ﬂ
To:  2014-06-06 235050 [T _—-‘_LEJ Loy L )lom)

W fidx 1x Tx 2x dx Bx
2014-06-06 12.00.00
iz i

Wore Search Options s
ﬂ— | ¢ w@  mm um mw  mm
Search
i 7

01

Event

Search Result 4 ~ ‘ 3
VCAPIayback v Windowod

Remote Playback Page
1 View List, Camera List and Event List
2 Calendar
3 Search Options
4 Search Result List
5 Display Window of Playback
6 Playback Toolbar

7 Timeline
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3.2.3 Normal Playback

Purpose:

The record files can be searched by custom view, camera or triggering event for the Normal Playback.

Searching Record Files for Normal Playback

Steps:

1. Open the Remote Playback page.

2. Click ™ to expand the View List or Camera List on the left-side.

3. Select the view or camera to be searched from the list.

4. Select the day to be searched on the calendar.
You can also click ¥ to show more search options, and then click the icon ﬂ to specify the
start time and end time for the search.

5. Click Search. The record files of the selected view or camera will be displayed on the Search
Result list. You can filter the results through the Filter text field.

Notes:

® You can also search the record files by the ATM query (only applicable to ATM DVR) or by the file
type.

® Up to 16 cameras can be searched simultaneously.

Search Result A

Filter

O

- @ South Cross

B 2014-04-00 11:07:27 ‘

B 2014-04-00 11:00:48
B 2014-04-0012:18:35
B 2014-04-00 13:26:56
- @ Garage
B 2014-04-09 10:54:51
B 2014-04-09 10:58:26
B 2014-04-00 11:01:22
B 2014-04-09 11:08:32
B 2014-04-09 11:11:46

Playing Back Record Files

After searching the record files for the normal playback, you can play back the record files in the

following two ways:

Playback by File List

Select the record file from the search result list, and then click the icon & on the record file,

or double-click the record file to play the video on the display window of playback.

You can also select a display window and click the icon P in the toolbar to play back the
corresponding record file.

Playback by Timeline

The timeline indicates the time duration for the record file, and the record files of different types
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are color coded. Click on the timeline to play back the video of the specific time.

1

You can click | 2 or | | to scale up or scale down the timeline bar.

You can click E] or E] to go to the previous or the next time period.
You can use the mouse wheel to zoom in or zoom out on the timeline.

2014-06-06 12:00:00
— == WO 20 4 080 e 00 120 ik

Windowo1 UMM OO I |
| — —

Window02

Window03
Window04

Normal Playback Toolbar:

On the Normal Playback page, the following toolbar buttons are available:

=T playback Speed

EEFE E B M

_ Async/Sync Click to play back the
= Playback synchronously/asynchronously.
Stop Playback Stop the playback of all cameras.
Pause/Start ]
2_ Pause/Start the playback of the record files.
Playback
Single Frame Play back the record files frame by frame.
=D Volume Click to turn on/off the audio and adjust the audio volume.
Display the video playback in full screen mode. Press ESC to
Full Screen

exit.

Right-click on the display window in playback to open the Playback Management Menu:

40
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=« Reverse Play
Pause

= Stop

»» Speedup

«« Speed down

» Single Frame

&_ Open Digital Zoom

[|+ Tag Control »

Accurate Positioning >
s@f Capture

v
(= Print Captured Picture
% Send Email

© startRecording

& Download

(«2 Enable Audio

=, Full Screen

The following items are available on the right-click Playback Management Menu:

g«

-

=)

=& & 0O

Purpose:

Reverse Playback
Pause/Start

Stop

Speed Up

Speed Down
Single Frame

Open Digital Zoom

Tag Control

Accurate Positioning
Capture
Print Captured Picture

Send Email
Start/Stop Recording
Download

Enable/Disable Audio

Full Screen

Play back the record file reversely.

Pause/Start the playback.

Stop the playback.

Play back the record file at a faster speed.

Play back the record file at a slower speed.

Play back the record file frame by frame.

Enable the digital zoom function. Click again to disable the function.
Add default (default tag name TAG) or custom tag (customized tag
name) for the video file to mark the important video point. You can
also edit the tag or go to the tag position conveniently.

Set the accurate time point to play back the record file.

Capture the picture in the playback process.

Capture a picture and print it.

Capture the current picture and then send an Email notification to
one or more receivers. The captured picture can be attached.
Start/Stop the manual recording. The record file is stored in the PC.
Download the record files of the camera and the record files are
stored in the PC. You can select to download by file or by date.

Click to enable/disable the audio in playback.

Display the playback in full-screen mode. Click the icon again to exit.

3.2.4 Event Playback

The recordings triggered by event, such as motion detection, video loss or alarm input, can be

searched for Event Playback and this function requires the support of the connected device.

Searching Record Files for Event Playback

Steps:
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Open the Remote Playback page.
Click ¥ to expand the Event List on the left-side.

Select the event type from the drop-down list, and select the cameras or alarm input sensors.

Sl S o

Select the day to be searched on the calendar.

You can also click ¥ to show more search options, and then click the icon ﬂ to specify the
start time and end time for the search.

5. Click Search. The recordings from the selected cameras and sensors triggered by event will be

displayed on the Search Result list.

Playing Back Record Files

After searching the recordings triggered by the event, you can play back the record files in the
following two ways:
®  Playback by File List
Select the record file from the search result list, and then click the icon & on the record file,
or double-click the record file to play the video on the display window of playback.
You can also select a display window and click the icon . in the toolbar to play back the
corresponding record file.
® Playback by Timeline
The timeline indicates the time duration for the record file. Click on the timeline to play back the

video of the specific time.

You can click L | to scale up or scale down the timeline bar.

2 oor |
You can click L1 or L2 to go to the previous or the next time period.
You can use the mouse wheel to zoom in or zoom out on the timeline.

Event Playback Toolbar:
M Ve 1iDx 1x 2x dx Bx L!_j Lﬂ_j LR} &j [_:j L<‘_J P

On the Remote Playback page, the following toolbar buttons are available:

l,m Playback Speed Set the playback speed for the selected display window.

| Stop Playback Stop the playback of all channels.
[ P Pause/Start Pause/Start the playback of record files.
Playback
] 2 Single Frame Play back the record files frame by frame.
o= Previous Event Go to the playback of the previous event.
o Next Event Go to the playback of the next event.
=2 ) Volume Click to turn on/off the audio and adjust the audio volume.
= Full Screen Display the video playback in full screen mode. Press ESC to exit.

3.2.5 Synchronous Playback

Purpose:
In synchronous playback, the record files can be played back in synchronization.

Note: Record files from up to 16 cameras can be played back simultaneously.
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Steps:
1. Search the record files for the normal playback.
2. Click =% in the toolbar to enable the synchronous playback. The icon == turnsto =

3. Select the record file from the list and click ,
or click on the timeline to start the synchronous playback for all searched cameras.

4. To disable the synchronous playback, click the icon =

-~

Speed Dome

» L) =)

Windowo 000 e o g

Window02

im

Window03

Window04

3.2.6 VCA Playback

Purpose:

You can set VCA rule to the searched record files and find the video that VCA event occurs, including

VCA Search, Intrusion and Line Crossing. This function helps to search out the video that you may be

more concerned, mark it with red color and the playback speed of the concerned video and

unconcerned video can be customized.

® VCA Search: Get all the related motion detection events that occurred in the pre-defined region.

® Intrusion: Detect whether there are people, vehicles and other moving objects intruding into the
pre-defined region.

® Line Crossing: Bi-directionally detect people, vehicles and other moving objects that cross a
virtual line.

Steps:

1. Search the record files for the normal playback and play back the record file(s).

2. Select a playback window and click * to expand the VCA Playback panel.

3. Select the VCA Type, draw the detection region and set the sensitivity.
Notes:

®  For VCA Search, click £ , and then click and move on the playback window to set the grid
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rectangle as the detection region. Or you can click B to set all the area shot by the
camera as the detection region.
®  For Intrusion, click £ and then click on the playback window to set the vertex for the
detection region.
®  For Line Crossing, click | and then click on the playback window to set the beginning
point in the area and move the mouse and click again to set the end of the line.
® To delete the drawn region, click '™ to remove it.
4. Optionally, click = to expand the More Search Options panel. You can configure the advanced
settings for the VCA Search.
®  Skip Unconcerned Video: Check the checkbox and the video that no VCA event occurs will
be skipped during playback.
® Speed of Unconcerned Video: Set the playback speed for the unconcerned video as
desired.
® Speed of Concerned Video: Set the playback speed for the concerned video as desired.
® Pre-play: Set the time to play back before the VCA event. For example, when a VCA event
occurs at 10:00, if you set the pre-play time as 5 seconds, the video plays back from 9:59:55.
® Post-play: Set the time to play back after the VCA event. For example, when a VCA event
ends at 11:00, if you set the post-play time as 5 seconds, the video plays back till 11:00:05.
5.  Click Search and the VCA events occurred in the defined area will be red marked on the timeline.

2014-06-0B 07:16:43
< 20:00 22:00 00:00 0z 00 06:00 3:00 10:00

ol 1w II"\'I_I_IIIJi“-ﬁl\li;l;ﬁlliiiia 23
L I T —

3.2.7 Playback of Fisheye Camera

Note: This section is only for the playback of the fisheye camera.

Steps:

1. Open the Remote Playback page.

2. Click ™ to expand the Camera List on the left-side.

3. Select the fisheye camera to be searched from the list.

4. Select the day to be searched on the calendar.
You can also click ¥ to show more search options, and then click the icon ﬂ to specify the
start time and end time for the search.

5. Click Search. The record files of the selected view or camera will be displayed on the Search

Result list. You can filter the results through the Filter text field.

Playing Back Record Files

After searching the record files, you can play back the record files in the following two ways:
®  Playback by File List
Select the record file from the search result list, and then click the icon & on the record file,

or double-click the record file to play the video on the display window of playback.

You can also select a display window and click the icon P in the toolbar to play back the
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corresponding record file.

® Playback by Timeline

The timeline indicates the time duration for the record file, and the record files of different types

are color coded. Click on the timeline to play back the video of the specific time.
You can click L=

=l or L

| to scale up or scale down the timeline bar.

You can click L or L2 to go to the previous or the next time period.
You can use the mouse wheel to zoom in or zoom out on the timeline.

Note: For the function of other icons, please refer to Section 3.2.3 Normal Playback.

Search Result A
Filter
- |@ Cameral_Fisheye
it 000610000

B 2014-06-06 17:10:35
+ @ Camera2_Fisheye

@ Camera3_Fisheye

- |@ Camera4_Fisheye

B 2014-06-06 16:49:00

ﬂ 2014-06-06 17:10:35

+ |@ Camera5_Fisheye

CARRTRIED €0 =
T B —
: : . 0 260 00 am 2w o - :

]

VCAPIlayback v

Right-click on the PTZ window, and select Fisheye Expansion to go to the Expansion Mode. You can
select the expand mode for playback as desired.

Fisheye Expansion(Camera1_Fisheye)
Expand Mode ~

Fisheye

Panorama

1Fisheye +8PTZ

LII“I}J

2014-06-00 1200,00

Right-click on a playing window and you can switch the selected window to fisheye mode, panorama
mode or full screen.

Press ESC key on the keyboard or right-click on the window and select Quit Full Screen to exit the full
screen mode.

|[®] Switch to Fisheye
|[M) Switch to Panorama
"= Full Screen
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Chapter 4 Event Management

Purpose:

In iVMS-4200 client software, rules can be set up for triggers and linkage actions. You can assign
linkage actions to the trigger by setting up a rule. For example, when motion is detected, an audible
warning appears or other linkage actions happen.

Click the E icon on the control panel,

or click Tool->Event Management to open the Event Management page.

"® CameraEvent | A5 Alarminput (% Exception

Camera Select Event Type: Motion Detection v 1 Copy To. = save
Search. 2 ¥ Enable
| 9016 / Enable Motion DynamicAnalysis
=~ e ecion Arming Schedule: All-day Template ~ Edit
Configuration: Normal Mode v
@ IP Camera3_ntersecti. AmuingRegion
+ 1107525 :19: IPDone Sensitivity

Trigger Alarm Output || Trigger Channel Record < Other Linkages
A-=1 J IP Camera01 + Audible Warning
A>2 + IP Camera02 + Email Linkage

A=3 IP Camera03 + Alarm on E-map

You can set different linkage actions for the following triggers:
Note: The event detection should be supported by the device before you can configure it.
Motion Detection

Video Tampering Alarm

PIR Alarm

Video Loss

Audio Detection

Defocus Detection

Face Detection

Line Crossing

Intrusion

Scene Change

Alarm Input

Device Exception

4.1 Configuring Motion Detection Alarm

Purpose:
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A motion detection alarm is triggered when the client software detects motion within its defined area.

The linkage actions, including alarm output, channel record and client action can be set.

Note: The configuration varies according to different devices. For details, please refer to the User

Manual of the devices.

Steps:

1. Open the Event Management page and click Camera Event tab.

2. Select the camera to be configured and select Motion Detection as the event type.

3. Check the checkbox Enable to enable the function of motion detection. Check the checkbox
Enable Motion Dynamic Analysis to mark the detected objects with green rectangles in live
view and playback.

4. Select the arming schedule template from the drop-down list.

All-day Template: for all-day continuous arming.

Weekday Template: for working-hours continuous arming from 8:00 AM to 8:00 PM.
Template 01-09: fixed templates for special schedules. You can edit the templates if needed.
Custom: can be customized as desired.

If you need to edit or customize the template, see Configuring Arming Schedule Template.

5. Click-and-drag the mouse to draw a defined area for the arming region.

You can click the icon k= to set the whole video area as detection area, or click the icon I o
clear all the detection area.

6. Drag the slider on the sensitivity bar to adjust the motion detection sensitivity. The larger the
value is, the more sensitive the detection is.

7. Check the checkboxes to activate the linkage actions. For details, see Table 4.1 Linkage Actions for

Motion Detection Alarm.
Optionally, click Copy to... to copy the event parameters to other channels.

Click Save to save the settings.

Select Event Type: Motion Detection ~ [Ell Copy To.. I save
+ Enable
+ Enable Mation Dynamic Analysis

Arming Schedule: All-day Template ~ Edit

Configuration: Mormal Mode v

Arming Region

[CEdy k.2 11T Sensithty:

[3

i

Trigger Alarm Output . ||m Trigger Channel Record ~ OtherLinkages

A1 U IP Camera01 ~ Audible Warning
A2 ¥ IP Camera02 ¥ Email Linkage

A>3 IP Camera03 + Alarm on E-map

Table 4. 1 Linkage Actions for Motion Detection Alarm

Linkage Actions Descriptions

Enable the alarm output function. Select the alarm output port and the
Alarm Output .
external device connected to the port can be controlled.

Channel Record Start the recording of the selected cameras when alarm is triggered.
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Audible Warning

The client software gives an audible warning when alarm is triggered.

Email Linkage

Send an Email notification of the alarm information to one or more receivers.

Alarm on E-map

Display the alarm information on the E-map.

Alarm Triggered
Pop-up Image

The image with alarm information pops up when alarm is triggered.

Alarm Triggered

Display the video on the Video Wall when alarm is triggered.

Video Wall Display | Note: This option is only available when the decoding device is added.

Configuring Arming Schedule Template

Perform the followi

ng steps to configure the arming schedule template:

If Template 01-09 is selected in the drop-down list, start from step 1;

If Custom is selecte
Steps:
1. Click Edit to en

d in the drop-down list, start from step 2.

ter the Templates Management interface. Select the template to be set and you

can edit the template name.

2. Setthetime sc

hedule for the selected template.

When the cursor turns to , you can edit the schedule time bar.
When the cursor turns to -"l, you can move the selected time bar you just edited.
When the cursor turns to , you can lengthen or shorten the selected time bar.

3. Optionally, you can select the schedule time bar,

and then click the icon | *  to delete the selected time bar,

or click the icon ' ® | to delete all the time bars,

or click the icon =/ to copy the time bar settings to the other dates.
4. Click OK to save the settings.

You can click Save as Schedule Template on the Custom Schedule interface, and then the custom

template can b
Note: Up to 4 time

e saved as template 01--09.

periods can be set for each day in the arming schedule template.

Templates Management x
All-day Template A m
Weekday Template
o z 4 ] & 10 1z 14 16 15 20 22 24
Hen  ——
Template 01

o oz 4 B 8B 10 12 4 18 15 20 22 24
Template 02 N - NS S (U L U, ., S P, L S T .

Template 03 [ z 4 6 & 10 21 16 18 2 = 24
Template 04

o 2 4 8 & 10 2 14 16 18 n oz 24
Template 05
Template 06 (O . NP ° P N NP T | P TR | R N - B ” 4
Template 07

Template 08

Template 09 Sun
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Custom Schedule x

® @ Save As Schedule Template

Mon

Thu

Sat

Sun

4.2 Configuring Video Tampering Alarm

Purpose:

A video tampering alarm is triggered when the camera is covered and the monitoring area cannot be

viewed. The linkage actions, including alarm output and client action can be set.

Steps:

1.

2
3.
4

9.

Open the Event Management page and click the Camera Event tab.

Select the camera to be configured and select Video Tampering as the event type.

Check the checkbox Enable to enable the function of video tampering.

Select the arming schedule template from the drop-down list.

If you need to edit or customize the template, see Configuring Arming Schedule Template.
Select the triggered camera. The image or video from the triggered camera will pop up or be
displayed on the Video Wall when tampering alarm occurs.

Click-and-drag the mouse to draw a defined area for the arming region.

clear the detection area.

Drag the slider on the sensitivity bar to adjust the tampering alarm sensitivity.

Check the checkboxes to activate the linkage actions. For details, see Table 4.2 Linkage Actions for
Tampering Alarm.

Optionally, click Copy to... to copy the event parameters to other cameras.

10. Click Save to save the settings.

49



User Manual of iVMS-4200

Select Event Type: Video Tampering v Copy To I save
+ Enable

Arming Schedule All-day Template v Edit

Trigger Camera:

Arming Region

2014 02 19:02:14

Trigger Alarm Output " & OtherLinkages.
A>1 < Audible Warning
A>2 ¥ EmailLinkage

A>3  Alarm on E-map

A=4  Alarm Triggered Pop-up Image

Table 4. 2 Linkage Actions for Tampering Alarm

Linkage Actions

Descriptions

Alarm Output

Enable the alarm output function. Select the alarm output port and the

external device connected to the port can be controlled.

Audible Warning

The client software gives an audible warning when alarm is triggered.

Email Linkage

Send an Email notification of the alarm information to one or more receivers.

Alarm on E-map

Display the alarm information on the E-map.

Alarm Triggered
Pop-up Image

The image of the triggered camera pops up when alarm is triggered.

Alarm Triggered

Video Wall Display

Display the video on the Video Wall when alarm is triggered.

Note: This option is only available when the decoding device is added.

4.3 Configuring PIR Alarm

Purpose:

A PIR (Passive Infrared) alarm is triggered when an intruder moves within the detector's field of view.

The heat energy dissipated by a person, or any other warm blooded creature such as dogs, cats, etc.,

can be detected.

Note: The PIR Alarm function requires the support of connected device.

Open the Event Management page and click the Camera Event tab.

Select the camera to be configured and select PIR Alarm as the event type.

Check the checkbox Enable to enable the function of PIR alarm.

Input a descriptive name of the alarm.

Check the checkboxes to activate the linkage actions. For details, see Table 4.3 Linkage Actions for

Steps:
1.
2
3
4.
5
PIR Alarm.
6.

Optionally, click Copy to... to copy the event parameters to other channels.

Click Save to save the settings.
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Select Event Type: PIR Alarm v Copy To...  save

+ Enable

Alarm Name (464 PIR Alarm|

Trigger Alarm Output ~ Trigger Channel Record / Other Linkages
~ Camera01 /' Audible Warning
¥ Email Linkage
+ Alarm on E-map
~/ Alarm Triggered Pop-up Image

~ Alarm Triggered Video Wall Di..

Table 4. 3 Linkage Actions for PIR Alarm

Linkage Actions Descriptions

Enable the alarm output function. Select the alarm output port and the
Alarm Output )
external device connected to the port can be controlled.

Channel Record Start the recording of the selected cameras when alarm is triggered.

Audible Warning The client software gives an audible warning when alarm is triggered.

Email Linkage Send an Email notification of the alarm information to one or more receivers.
Alarm on E-map Display the alarm information on the E-map.
Alarm Triggered The image with alarm information pops up when alarm is triggered.

Pop-up Image

Alarm Triggered Display the video on the Video Wall when alarm is triggered.

Video Wall Display | Note: This option is only available when the decoding device is added.

4.4 Configuring Video Loss Alarm

Purpose:

When the client software cannot receive video signal from the front-end devices, the video loss alarm

will be triggered. The linkage actions, including alarm output and client action can be set.

Steps:

1. Open the Event Management page and click Camera Event tab.

2. Select the camera to be configured and select Video Loss as the event type.

3. Check the checkbox Enable to enable the function of video loss alarm.

4. Select the arming schedule template from the drop-down list.
If you need to edit or customize the template, see Configuring Arming Schedule Template.

5. Select the triggered camera. The image or video from the triggered camera will pop up or be
displayed on the Video Wall when video loss alarm occurs.

6. Check the checkboxes to activate the linkage actions. For details, see Table 4.4 Linkage Actions for

Video Loss Alarm.
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7. Optionally, click Copy to... to copy the event parameters to other cameras.

8. Click Save to save the new settings.

Select Event Type: Video Loss ~ Cameral_10.7.525 Event Configuration Copy To. I save
¥ Enable
Arming Schedule: All-day Template ~ Edit

Trigger Camera:

Trigger Alarm {gtput v OtherLinkages
0 A1 ~ Audible Warning
A2  Email Linkage

A=3 ~ Alarm on E-map

A>4 ¥ Alarm Triggered Pop-up Image

Table 4. 4 Linkage Actions for Video Loss Alarm

Linkage Actions Descriptions

Alarm Output

Enable the alarm output function. Select the alarm output port and the

external device connected to the port can be controlled.

Audible Warning The client software gives an audible warning when alarm is triggered.

Email Linkage Send an Email notification of the alarm information to one or more receivers.
Alarm on E-map Display the alarm information on the E-map.
Alarm Triggered The image of the triggered camera pops up when alarm is triggered.

Pop-up Image

Alarm Triggered Display the video on the Video Wall when alarm is triggered.

Video Wall Display | Note: This option is only available when the decoding device is added.

4.5 Configuring Audio Detection Alarm

Purpose:

The abnormal sounds, such as the silence detection, environment noise detection, and current

noise detection, can be detected

Enabling the Audio Input exception can detects the exceptions of audio input condition.
Enabling the Sudden Change of Sound Intensity can detects the change of the sound volume and
source in the environment.

Note: The Audio Detection function requires the support of connected device.

Steps:
1.

2
3.
4

Open the Event Management page and click Camera Event tab.

Select the camera to be configured and select Audio Detection as the event type.

Check the related checkbox to enable the function of audio detection alarm.

Set the sensitivity and sound intensity threshold.

L Sensitivity: Range [1-100], the smaller the value the more severe the change

should be to trigger the detection.
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® Sound Intensity Threshold: Range [1-100], it can filter the sound in the
environment, the louder the environment sound, the higher the value should be. You
can adjust it according to the real environment.
5. Select the arming schedule template from the drop-down list.
If you need to edit or customize the template, see Configuring Arming Schedule Template.
6. Check the checkboxes to activate the linkage actions. For details, see Table 4.5 Linkage
Actions for Audio Detection Alarm.

7. Optionally, click Copy to... to copy the event parameters to other cameras.

8. Click Save to save the new settings.

Select Event Type Audio Detection ~ | Camera1_4212 Event Configuration =i Copy To. I save
+ Enable Audio Input Exception
|~/ Enable Sudden Change of Sound Intensity

Sensitivity ——

Sound Intensity Thre.., — ee——

Arming Schedule: All-day Template hd Edit

Trigger Alarm Output. Trigger Channel Record « OtherLinkages

A= Camera01 [+ Audible Warning
~ Email Linkage
 Alarm on E-map

+ Alarm Triggered Pop-up Image

Table 4. 5 Linkage Actions for Audio Detection Alarm

Linkage Actions Descriptions

Enable the alarm output function. Select the alarm output port and the
Alarm Output )
external device connected to the port can be controlled.

Channel Record Start the recording of the selected cameras when alarm is triggered.

Audible Warning The client software gives an audible warning when alarm is triggered.

Email Linkage Send an Email notification of the alarm information to one or more receivers.
Alarm on E-map Display the alarm information on the E-map.
Alarm Triggered The image of the triggered camera pops up when alarm is triggered.

Pop-up Image

Alarm Triggered Display the video on the Video Wall when alarm is triggered.

Video Wall Display | Note: This option is only available when the decoding device is added.

4.6 Configuring Defocus Detection Alarm

Purpose:

The image blur caused by defocus of the lens can be detected and a series of alarm action can be
triggered.

Note: The Defocus Detection function requires the support of connected device.

53




User Manual of iVMS-4200

Steps:

1. Open the Event Management page and click Camera Event tab.
Select the camera to be configured and select Defocus Detection as the event type.
Check the checkbox Enable to enable the function of defocus detection alarm.

Set the detection sensitivity by dragging the slider on the sensitivity bar.

vk W

Check the checkboxes to activate the linkage actions. For details, see Table 4.6 Linkage

Actions for Defocus Detection Alarm.

o

Optionally, click Copy to... to copy the event parameters to other cameras.

7. Click Save to save the new settings.

Select Event Type: Defocus Detection v Copy To...  save

+ Enable

Trigger Alarm Output + Other Linkages

A=l + Audible Warning
+~/ Email Linkage
~/ Alarm on E-map

+/ Alarm Triggered Pop-up Image

Table 4. 6 Linkage Actions for Defocus Detection Alarm

Linkage Actions Descriptions

Audible Warning The client software gives an audible warning when alarm is triggered.

Email Linkage Send an Email notification of the alarm information to one or more receivers.
Alarm on E-map Display the alarm information on the E-map.
Alarm Triggered The image of the triggered camera pops up when alarm is triggered.

Pop-up Image

Alarm Triggered Display the video on the Video Wall when alarm is triggered.

Video Wall Display | Note: This option is only available when the decoding device is added.

4.7 Configuring Face Detection Alarm

Purpose:
The camera will detect human faces within the monitoring area automatically if the function is
enabled. A series of alarm action will be triggered if the alarm is triggered.
Steps:

1. Open the Event Management page and click Camera Event tab.

2. Select the camera to be configured and select Face Detection as the event type.
3. Check the checkbox Enable to enable the function of face detection alarm.
4

Select the arming schedule template from the drop-down list.
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If you need to edit or customize the template, see Configuring Arming Schedule Template.

Set the sensitivity for face detection.
6. Check the checkbox Enable Dynamic Analysis for Face Detection if you want the detected

face get marked with rectangle in the live view.

7. Check the checkboxes to activate the linkage actions. For details, see Table 4.7 Linkage

Actions for Face Detection Alarm.

8. Optionally, click Copy to... to copy the event parameters to other cameras.

Click Save to save the new settings.

Select Event Type: Face Detection v Copy To...  save

+ Enable
Sensitivity ——
+/ Enable Dynamic Analysis for Face Detection
Trigger Alarm Output Trigger Channel Record ~ GtherLinkages

A= Camera01 +/ Audible Warning

¥ Email Linkage
~ Alarm on E-map

+ Alarm Triggered Pop-up Image

Table 4. 7 Linkage Actions for Face Detection Alarm

Linkage Actions

Descriptions

Alarm Output

Enable the alarm output function. Select the alarm output port and the

external device connected to the port can be controlled.

Channel Record

Start the recording of the selected cameras when alarm is triggered.

Audible Warning

The client software gives an audible warning when alarm is triggered.

Email Linkage

Send an Email notification of the alarm information to one or more receivers.

Alarm on E-map

Display the alarm information on the E-map.

Alarm Triggered
Pop-up Image

The image of the triggered camera pops up when alarm is triggered.

Alarm Triggered
Video Wall Display

Display the video on the Video Wall when alarm is triggered.

Note: This option is only available when the decoding device is added.

4.8 Configuring Line Crossing Detection

Alarm

Purpose:
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This function can be used for detecting people, vehicles and objects crossing a pre-defined virtual
line. The crossing direction can be set as bidirectional, from left to right or from right to left. And
a series of linkage method will be triggered if any object is detected.

Steps:
1. Open the Event Management page and click Camera Event tab.
2. Select the camera to be configured and select Line Crossing as the event type.
3. Check the checkbox Enable to enable the function.
4. Select the arming schedule template from the drop-down list.

If you need to edit or customize the template, see Configuring Arming Schedule Template.
5. Configure the arming region.
Virtual Line ID: Click the drop-down list to choose an ID for the virtual line.

Virtual Line Direction: You can select the directions as A<->B, A ->B, and B->A.

eA<->B: When an object going across the line with both directions can be detected and
alarms are triggered.

oA->B: Only the object crossing the virtual line from the A side to the B side can be
detected.

eB->A: Only the object crossing the virtual line from the B side to the A side can be

detected.

6. Set the sensitivity [1~100].

7. Click “«+ and draw a virtual line on the preview window. Optionally, you can click = and
drag the virtual line to adjust its position, click “= to delete the selected line, or click B to
clear all the lines.

Note: Select another virtual line ID and draw another one. Up to 4 lines can be drawn.

8. Check the checkboxes to activate the linkage actions. For details, see Table 4.8 Linkage
Actions for Line Crossing Detection Alarm.

9. Optionally, click Copy to... to copy the event parameters to other cameras.

10. Click Save to save the settings.

Select Event Type: Ling Crossing ~ Cameral_4212 Event Configuration )l Copy To. = save
~ Enable

Arming Schedule: All-day Template v Edit

Arming Region

Virtual Line 1D 1 ~

Virtual Line Direction A=-=B ~

Sensitiity:

Trigger Alarm Output Trigger Channel Record ~ GtherLinkages
A1 Camera01 ¥ Audible Warning ‘ ‘
¥ Emall Linkage

~ Alarm on E-map
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Table 4. 8 Linkage Actions for Line Crossing Detection Alarm

Linkage Actions Descriptions

Alarm Output

Enable the alarm output function. Select the alarm output port and the
external device connected to the port can be controlled.

Channel Record Start the recording of the selected cameras when alarm is triggered.

Audible Warning The client software gives an audible warning when alarm is triggered.

Email Linkage Send an Email notification of the alarm information to one or more receivers.
Alarm on E-map Display the alarm information on the E-map.
Alarm Triggered The image of the triggered camera pops up when alarm is triggered.

Pop-up Image

Alarm Triggered Display the video on the Video Wall when alarm is triggered.

Video Wall Display | Note: This option is only available when the decoding device is added.

4.9 Configuring Intrusion Detection Alarm

You can set a detection area in the surveillance scene for Intrusion and once the area is been entered

longer than the set time duration, a set of alarm action is triggered.

Note: The Intrusion Detection function requires the support of connected device.

Steps:
1.

2
3.
4

Open the Event Management page and click Camera Event tab.

Select the camera to be configured and select Intrusion as the event type.

Check the checkbox Enable to enable the function of intrusion detection alarm.

Select the arming schedule template from the drop-down list.

If you need to edit or customize the template, see Configuring Arming Schedule Template.
Configure the arming region.

Region ID: Click the dropdown list to choose a region ID for the arming region.

Trigger Time Threshold: Range [0-10s], the threshold for the time of the object loitering
in the region. If you set the value as 0, alarm is triggered immediately after the object
entering the region.

Percentage: Range [1-100]. Percentage defines the ratio of the in-region part of the
object which can trigger the alarm. For example, when you set the percentage as 50%,

half of the object entering the region will trigger the alarm.

Sensitivity: Range [1-100]. The value of the sensitivity defines the size of the object
which can trigger the alarm, when the sensitivity is high, a very small object can trigger

the alarm.
Click and draw a quadrangle on the preview window. Optionally, you can click and

drag the virtual line to adjust its position, click “= to delete the selected line, or click o to

clear all the lines

Note: When you draw the quadrangle, click on the preview window to set the vertex to set

the quadrangle. Up to 4 areas are supported.
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7. Check the checkboxes to activate the linkage actions. For details, see Table 4.9 Linkage

Actions for Intrusion Alarm.

Optionally, click Copy to... to copy the event parameters to other cameras.

Click Save to save the new settings.

Select Event Type: Intrusion v Copy To... = save
+/ Enable
Arming Schedule: All-day Template v Edit
Arming Region
Region ID: 1 v
Trigger Time Threshold: 5 Seconds

Perercentage: 10 %

Sensitivity

06-03-2014 11:37:25

Canera 01

Trigger Alarm Output Trigger Channel Record + Other Linkages

A>1 Camera01 v Audible Waming

v Email Linkage

Table 4. 9 Linkage Actions for Intrusion Alarm

Linkage Actions

Descriptions

Alarm Output

Enable the alarm output function. Select the alarm output port and the

external device connected to the port can be controlled.

Channel Record

Start the recording of the selected cameras when alarm is triggered.

Audible Warning

The client software gives an audible warning when alarm is triggered.

Email Linkage

Send an Email notification of the alarm information to one or more receivers.

Alarm on E-map

Display the alarm information on the E-map.

Alarm Triggered
Pop-up Image

The image of the triggered camera pops up when alarm is triggered.

Alarm Triggered
Video Wall Display

Display the video on the Video Wall when alarm is triggered.

Note: This option is only available when the decoding device is added.

4.10 Configuring Scene Change Alarm

Purpose:

Scene change detection is used to detect the change of surveillance environment affected by the

external factors; such as the intentional rotation of the camera.

Note: The Scene Detection function requires the support of connected device.

Steps:

1. Open the Event Management page and click Camera Event tab.

2. Select the camera to be configured and select Scene Detection as the event type.

3. Check the checkbox Enable to enable the function of audio detection alarm.
Sensitivity: Range [1-100]. The higher the sensitivity, the easier the change of scene can
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trigger the alarm.

4. Select the arming schedule template from the drop-down list.
If you need to edit or customize the template, see Configuring Arming Schedule Template.

5. Check the checkboxes to activate the linkage actions. For details, see Table 4.10 Linkage
Actions for Scene Change Alarm.
Optionally, click Copy to... to copy the event parameters to other cameras.

Click Save to save the new settings.

Select Event Type: Scene Change v Copy To I save
¥ Enable
Sensitivity ——
Arming Schedule All-day Template ~ Edit
‘Trigger Alarm Output Trigger Channel Record + Trigger ClientAction
A>1 Camera01 + Audible Warning
+ Email Linkage
+ Alarm on E-map

+ Alarm Triggered Pop-up Image

Table 4. 10 Linkage Actions for Scene Change Alarm

Linkage Actions Descriptions

Enable the alarm output function. Select the alarm output port and the
Alarm Output )
external device connected to the port can be controlled.

Channel Record Start the recording of the selected cameras when alarm is triggered.

Audible Warning The client software gives an audible warning when alarm is triggered.

Email Linkage Send an Email notification of the alarm information to one or more receivers.
Alarm on E-map Display the alarm information on the E-map.
Alarm Triggered The image of the triggered camera pops up when alarm is triggered.

Pop-up Image

Alarm Triggered Display the video on the Video Wall when alarm is triggered.
Video Wall Display | Note: This option is only available when the decoding device is added.

4.11 Configuring VCA Exception Alarm

Purpose:
When the VCA alarm of the connected device occurs, a series of linkage actions can be triggered.
Note: The VCA Exception function requires the support of connected device.
Steps:
1. Open the Event Management page and click Camera Event tab.
2. Select the camera to be configured and select VCA Exception as the event type.

3. Check the checkbox Enable to enable the function of VCA Exception alarm.
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4. Select the arming schedule template from the drop-down list.

If you need to edit or customize the template, see Configuring Arming Schedule Template.

5. Check the checkboxes to activate the linkage actions. For details, see Table 4.11 Linkage

Actions for VCA Exception Alarm.

Optionally, click Copy to... to copy the event parameters to other cameras.

7. Click Save to save the new settings.

Select Event Type: VCAException +| 172.10.38.125_IP2 Event Configuration Copyto... I save
+ Enable

Arming Schedule: All-day Template v Edit

Trigger Alarm Output + Trigger Channel Record  Trigger ClientAction

A=l + IP Camera01 + Audible Warning

A2 + IP Camera02 +/ Email Linkage

A3 ~ Alarm on E-map

A= ~ Alarm Triggered Pop-up Image

D2-=1

Table 4. 11 Linkage Actions for VCA Exception Alarm

Linkage Actions

Descriptions

Alarm Output

Enable the alarm output function. Select the alarm output port and the

external device connected to the port can be controlled.

Channel Record

Start the recording of the selected cameras when alarm is triggered.

Audible Warning

The client software gives an audible warning when alarm is triggered.

Email Linkage

Send an Email notification of the alarm information to one or more receivers.

Alarm on E-map

Display the alarm information on the E-map.

Alarm Triggered
Pop-up Image

The image of the triggered camera pops up when alarm is triggered.

Alarm Triggered
Video Wall Display

Display the video on the Video Wall when alarm is triggered.

Note: This option is only available when the decoding device is added.

4.12 Configuring Alarm Input Linkage

Purpose:

When a device's alarm input port receives a signal from an external alarm device, such as smoke

detector, doorbell, etc., the alarm input linkage actions are triggered for notification.

Before you start:

Add the alarm inputs to the client, click Import on the Group Management interface, click the Alarm

Input tab and import alarm inputs into groups for management.

Steps:

1. Open the Event Management page and click the Alarm Input tab.
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o vk wNnN

Select the alarm input channel to be configured.

Check the checkbox Enable.

Input a descriptive name of the alarm.

Set the alarm status according to the alarm input device.

Select the arming schedule template from the drop-down list.

If you need to edit or customize the template, see Configuring Arming Schedule Template.

7. Check the checkboxes to activate the linkage actions. For details, see Table 4.12 Linkage Actions

for Alarm Input.

Optionally, click Copy to... to copy the event parameters to other alarm inputs.

Click Save to save the settings.

A1_9016 Event Configuration Copy To.. I save
¥ Enable

Alarm Name

Alarm Status: @ Normal Open Normal Closed

Arming Schedule: All-day Template v Edit

Trigger Alarm Output Trigger Channel Record + Other Linkages
A= IP Camera01 + Audible Warning

A->2 IP Camera02 + Email Linkage

A=3 IP Camera03 + Alarm on E-map

A4 ~ Alarm Triggered Pop-up Image
D=1 ~ Alarm Triggered Video Wall Di
D21

D2-=2

Table 4. 12 Linkage Actions for Alarm Input

Linkage Actions

Descriptions

Alarm Output

Enable the alarm output function. Select the alarm output port and the

external device connected to the port can be controlled.

Channel Record

Start the recording of the selected cameras when alarm is triggered.

Audible Warning

The client software gives an audible warning when alarm is triggered.

Email Linkage

Send an Email notification of the alarm information to one or more receivers.

Alarm on E-map

Display the alarm information on the E-map.

Alarm Triggered
Pop-up Image

The image with alarm information pops up when alarm is triggered.

Alarm Triggered
Video Wall Display

Display the video on the Video Wall when alarm is triggered.

Note: This option is only available when the decoding device is added.

4.13 Configuring Device Exception Linkage

Steps:

1. Open the Event Management page and click the Device Exception tab.

2. Select the device to be configured.

3. Select the device exception type, including HDD full, HDD exception, illegal login, etc.

61




User Manual of iVMS-4200

4. Check the checkbox Enable.
Check the checkboxes to activate the linkage actions. For details, see Table 4.13 Linkage Actions
for Device Exception.

6. Optionally, click Copy to... to copy the event parameters to other devices.

Click Save to save the settings.

Intersection Event Configuration £ Copy To. Id save
Exception Type: HDD Full v
Enable
Linkage Action

Trigger Alarm Output ¥ OtherLinkages.

< Audi

aming

 Email Linkage

Table 4. 13 Linkage Actions for Device Exception

Linkage Actions Descriptions

Enable the alarm output function. Select the alarm output port and the
Alarm Output

external device connected to the port can be controlled.

Audible Warning The client software gives an audible warning when alarm is triggered.

Email Linkage Send an Email notification of the alarm information to one or more receivers.

4.14 Viewing Alarm and Event Information

The information of recent alarms and events can be displayed. Click the icon B in Alarms and Events
Toolbar to show the Alarms and Events panel. Or click [ to display the Alarm Event interface.

B .- £ " Molion Deteclion Aarm

In”_| Alarm Time Harm Source Aarm Details Aarm Content Live View | SendE | Video | Nate 3
15 2014-06-1218:00:44  Encoding Device/ntersection . Camera: IP Camera2_intersectio... Motion Detection Alarm Start ) b
13 2014061218002  Encoding Device:4212 Came... Camera: Cameral_4212 Motion Detection Alarm Stop
14 2014-06-12 18:00:27 Encoding Device:Intersection. Camera: IP Camera1_Intersectio .. Motion Detection Alarm Start v

_ ,, =
+ Motion Detection ' Video/Audio Exceplion + Alarm Input + Device Exception + VCAAlam v Other Alarm
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AR .- & = wuotion Detection Alarm.
Y
I | Alarm Time Alarm Source Alarm Details Alarm Content Live View | Send E_.. | Video Note
15 2014-06-12 18:00:44 Encoding Devicelntersection. Camera: IP Camera2_Intersection Motion Detection Alarm Stop
16 2014-06-1218:01:08 Encoding Device:4012 Came. Camera: Camera1_4012 Tampering Alarm Start
1 2014-06-1217.5650  Encoding Device:4012 Came. . Camera: Camerai_4012 Tampering Alarm Stop
14 2014-06-1218:0027  Encoding Device:lntersection... Camera: IP Cameral_inlersection Motion Detection Alarm Stop
12 2014-06-1218:00:13 Encoding Device:Fisheye Ca. Camera: Camera1_Fisheye Motion Detection Alarm Stop
15 2014-06-1218:0044  Encoding Devicelntersection . Camera: IP Camera2_Intersectio... Motion Detection Alarm Start )
13 2014-06-1218:0023  Encoding Device:4212 Came... Camera: Camerat_4212 Motion Detection Alarm Stop
14 2014-06-1218:00:27 Encoding Device:ntersection. Camera: IP Camera’l_Intersectio_. Motion Detection Alarm Start (>}
13 2014-06-1218:0023  Encoding Device:4212 Came. . Camera: Camerai_4212 Trigger_.. Motion Detection Alarm Start )
12 2014-06-1218:0013  Encoding Device:Fisheye Ca... Camera: Cameral_Fisheye Trig... Motion Detection Alarm Start ] -]
8 2014-06-12 17:58:45 Encoding Device:ntersection. Camera: IP Camera2_Intersection  Motion Detection Alarm Stop
11 2014-08-1217:5807  Encoding DeviceFisheye Ca_. Camera: Camera_Fisheye Motion Detection Alarm Stop
10 2014-06-1217:5003  Transcoder.Transcoder llegal Login Alarm Stop U
7 2014-06-12 17:58:40 Encoding Device:ntersection. Camera: IP Camera’_Intersection  Motion Detection Alarm Stop
11 2014-06-121759:07  Encoding Device:Fisheye Ca_.. Camera: Camera1_Fisheye Trig... Motion Detection Alarm Start (5]
10 2014-06-1217:5003  Transcoder.Transcoder Illegal Login Alarm Start
9 2014-06-12 17:58:46 Encoding Device:Fisheye Ca. Camera: Camera1_Fisheye Motion Detection Alarm Stop
] 2014-06-12 17:58:38 Encoding Device:572 Camer. Camera: Camera1_572 Motion Detection Alarm Stop
9 2014-06-1217.5846  Encoding Device:Fisheye Ca... Camera: Camerai_Fisheye Trig... Motion Detection Alarm Start o -]
8 2014-06-12 17:58:45 Encoding Device:ntersection. Camera: IP Camera2_Intersectio_. Motion Detection Alarm Start (*]
i NN14 A& 41 4T-E0:A7  Coondina DovissCinhouns Co Oamars: Comarad Ciskhos ™ Liatiom Dataction Aloces Ctan R o
-/ Wotion Detection +/ VideolAudio Exceplion +/ Alarm nput v Device Exceplion + VCAAlarm + Ofher Alaim

On the Alarms and Events panel, the following toolbar buttons are available:

Clear Info Clear the information of alarms and events displayed on the list.
Enable/Disable Alarm
Triggered Pop-up Image
Enable/Disable Audio
Auto Hide/Lock
Maximize

Show/Hide

Click to enable/disable image pop-up when alarms occur.

Click to enable/disable the audio warning for the alarm.
Click to hide automatically/lock the Alarms and Events panel.
Maximize the Alarms and Events panel in a new tab page.

Click to show/hide the Alarms and Events panel.

Viewing Alarms Information

Different alarm types can be displayed on the panel: Motion Detection, Video/Audio Exception, Alarm

Input, Device Exception, VCA Alarm and Other Alarm. You can check the checkbox to enable the

displaying of that type alarm.

Before you start:

To display the alarms, the event parameters need to be configured.

Steps:

1.
2.

Click the Alarm tab.
Check the checkboxes of different alarm types.

When an alarm occurs, the icon E twinkles to call attention. The alarm information, including
the time, source, details and content will be displayed.

Click % to get a live view of the alarm triggered camera.
Click

Click Eﬂ to display the video of alarm triggered camera on the Video Wall. You can enter the

to send an Email notification of the alarm to one or more receivers.

Video Wall interface to check the alarm triggered video playing on the screen which set as the
alarm window. The physical video wall also display the video.

Note: You should add decoding device and configure the video wall. For details, please refer to
Chapter 12 Decoding and Displaying Video on Video Wall.

Click under the Note column to input the description for the alarm.
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4. To clear the alarm information, click the icon H, or right-click on an alarm log and then click
Clear.

Viewing Events Information

Purpose:
The abnormal events of the client software, such as the live view failure, device disconnection, can
also be displayed.
Steps:
1. Click the Event tab.
The event information, including the time and detailed description will be displayed.

2. To clear the event information, click the icon H, or right-click on the event log and then click
Clear.
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Chapter 5 E-map Management

Purpose:
The E-map function gives a visual overview of the locations and distributions of the installed cameras
and alarm input devices. You can get the live view of the cameras on the map, and you will get a

notification message from the map when alarm is triggered.

Click the ﬁ icon on the control panel,

or click View->E-map to open the E-map page.

Search [
119010 [ﬁ Add Map
* Intersection
+ 1 107525
+ 0 8464
+ 1 B20_Board11_Encading Syste
+ 1 B20_Board11_Encoding Syste 2
+ 1 B20_Board11_Encoding Syste
i B20_Board14_Encoding Syste
+ 1 B20_Board14_Encoding Syste
+ 0 864 1
4
+ 3 4012
+) 3 572
e& |
test4500
appiphanes
* VCADevice
+ £ VCADevice 02
+ Fisheye
Map Preview | EditMap 3 __‘3 [ ) m & 7 9 Search )
E-map Page

1 Group List
2 Map Display Area
3 E-map Toolbar

5.1 Adding an E-map

Purpose:

An E-map needs to be added as the parent map for the hot spots and hot regions.

Steps:

1. Open the E-map page.

2. Select a group for which you want to add a map.

3. Click the icon Zﬁ in the Map Display Area to open the map adding dialog box.
4. Input a descriptive name of the added map as desired.

5. Click theicon |7 and select a map file from the local path.

6. Click OK to save the settings.

Notes:

® The picture format of the map can only be *.png, *.jpg or *.bmp.
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® Only one map can be added to a group.

E-map Info x

Map Name:

Path:

The map added is displayed in the Map Display Area. Use the mouse wheel or click
zoom in or zoom out on the map. You can click-and-drag the yellow window in the lower-right corner

Main Map1

C:Usersfzhangriu/Deskiop/Ma... ||

N TN

or use the direction buttons and zoom bar to adjust the map area for view.

+

Search. State Forest
+ 3 9016 o
= - Intersection
@ IP Camera1_lntersectic ® (oY
& IP Camera2_Intersectic| )
& IP Camera3_Intersectic @
& IP Camera4_lntersectic u (€]
L3
& IP Camera5_Intersectic Map_9016 Windham
Roxbu High Peak
+ 3107525 Y, *
Plattekil Bearpen
+ LI 8464 | State Forest frsciod caut
+ 1 B20_Board11_Encoding Sy & State Forest i
28 JOn¢
+ 1 B20_Board11_Encoding Sy €3] Halcott P8 Lake
Mountain
+ i B20_Board11_Encoding Sy
+ _J B20_Board14_Encoding S *
+ i B20_Board14_Encoding S Shandaken Wc‘ Kill IHI uniee K
2 L) » Mo SR |
) 864 (%) Dry Brook Belieayre f =
+ 3 4012 U [ Ridge S Cartier P
Peapacton @
* 572 [Resonc
>
+ & 4212 o
2 test4500 ) % o
Middle Balsam Lake = " . 1 &%
i, ey Mountain
\AIEA Fraet

Map Preview

Click the button Edit Map or Map Preview in the E-map toolbar to enter the map editing mode or
map preview mode.

E-map Toolbar in Map Editing Mode:

On the E-map page, the following toolbar buttons are available:

[@ Modify Map Modify the map information, including the map name and file path.
m Delete Map Delete the current map.
ﬁ Add Camera Add a camera as the hot spot on the map.

Add Alarm Input
Add Hot Region
Modify

Delete

Add an alarm input sensor as the hot spot on the map.
Add a map as the hot region on the current map.
Modify the information of the selected hot spot or hot region.

KW

Delete the selected hot spot or hot region.
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®
&R

Clear Alarm Info Clear the alarm information displayed on the map.

Back to Parent
Map

Go back to the parent map.

5.2 The Hot Spot Function

Purpose:

The cameras and alarm inputs can be added on the map and are called the hot spots. The hot spots

show the locations of the cameras and alarm inputs, and you can also get the live view and alarm

information of the surveillance scenarios through the hot spots.

Adding Cameras as Hot Spots

5.2.1 Adding Hot Spots

Steps:

1.

2
3
4,
5

Click the Edit Map button in the E-map toolbar to enter the map editing mode.

Click the icon &l in the toolbar to open the Add Hot Spot dialog box.
Check the checkboxes to select the cameras to be added.

Optionally, you can edit hot spot name, select the name color and select the hot spot icon.

Click OK to save the settings. The camera icons are added on the map as hot spots and the icons

of added cameras changes from @ to © inthe group list. You can click-and-drag the camera

icons to move the hot spots to the desired locations.

You can also click-and-drag the camera icons from the group list to the map directly to add the

hot spots.

Add Hot Spot x

= Linked Camera
~ DVR_Cameral
~ DVR_Camera2
+ DVR_Camera3
DVR_Camerad
DVR_Camera5
DVR_Cameraf
DVR_Camera?
DVR_Cameras
DVR_Camerad
DVR_Camera10

DVR_Camerall

Hot Spot Name
DVR_Cameral
DVR_Cameraz
DVR_Camera3
DVR_Camerad
DVR_Cameras
DVR_Cameraf
DVR_Camera7
DVR_Camerag
DVR_Camerad
DVR_Cameral0

DVR_Camerall

Adding Alarm Inputs as Hot Spots

Steps:

1.

Hot Spot Colon Hot Spotlcon *
Ll Green a
W Green @
il Green a
Ll Green a
L Green a
Ll Green a
Wl Green @
B Green a
I Green a
L Green a
Ll Green a

Click the Edit Map button in the E-map toolbar to enter the map editing mode.

2. Click the icon E in the toolbar to open the Add Hot Spot dialog box.
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Check the checkboxes to select the alarm inputs to be added.

Optionally, you can edit hot spot name, select the name color and select the hot spot icon.

Click OK to save the settings. The alarm input icons are added on the map as hot spots and the
icons of added alarm inputs changes from _ii to E in the group list. You can click-and-drag
the alarm input icons to move the hot spots to the desired locations.

You can also click-and-drag the alarm input icons from the alarm input list to the map directly to
add the hot spot.

‘Add Hot Spot x

LinkedAlarm Input Hot Spot Name Hot Spot Golor Hot Spoticon  ~

DVR_A1 DVR_A1 B Green B
DVR_A2 DVR_AZ B Green B
DVR_A3Z DVR_AZ B Green B
DVR_A4 DVR_A4 M Green @&
DVR_A5 DVR_AS M Green @&
DVR_AG DVR_AG M Green @&
DVR_AT DVR_AT M Green @& L
DVR_AS DVR_AG M Green @&
DVR_A9 DVR_AQ @ Green @
DVR_A1D DVR_ATD Wl Green B
DVR_AT1 DVR_AT1 Wl Green B

5.2.2 Modifying Hot Spots

Purpose:

You can modify the information of the added hot spots on the map, including the name, the color, the

icon, etc.

Steps:

1. Click the Edit Map button in the E-map toolbar to enter the map editing mode.
2. Select the hot spot icon on the map and then click Q in the toolbar, right-click the hot
spot icon and select Modify, or double-click the hot spot icon on the map to open the Modify Hot
Spot dialog box.

3. You can edit the hot spot name in the text field and select the color, the icon and the linked
camera or alarm input.

4. Click OK to save the new settings.

To delete the hot spot, select the hot spot icon and click S\Z in the toolbar, or right-click the hot
spot icon and select Delete.
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Modify Hot Spot x Modify Hot Spot x

Hot SpotName.

DVR_Cameral

Linked Camera:

+ DVR_Cameral
DVR_Camerad
DVR_Camera5
DVR_Camera6
DVR_Camera?
DVR_Camera8
DVR_Camerad
DVR_Camera1d
DVR_Camera1l

DVR Cameral2

Hot Spot Color. Green

Cancs\ Cancel

Hot Spoticon: gy

Hot Spot Name
Linked Alarm Input:

< DVR_A1
DVR_A3
DVR_A4
DVR_AS
DVR_AG
DVR_AT
DVR_AB
DVR_A9
DVR_A10
DVR_AT1

Hot Spot Color: [ Green

5.2.3 Previewing Hot Spots

Steps:

DVR_A1

Hot Spat Icon:

L]

1. Click the Map Preview button in the E-map toolbar to enter the map preview mode.

2. Double-click the camera hot spots, and you can get the live view of the cameras.

3. If there is any alarm triggered, an icon will appear and twinkle near the hot spot. Click the
alarm icon, and then you can check the alarm information, including alarm type and triggering

time.

Note: To display the alarm information on the map, the Alarm on E-map functionality needs to be set

as the alarm linkage action. For details, refer to Chapter 4 Event Management.

Roxbury
Plattekil
State Forest
28
C‘)‘ ®
DVR_Cam
3 et
Rrogky 3 elieayre
€} BYRORN3 e
Pepactor
Resanoi
* 4
Middie Balsam Lake
Mountain Mountain
Wild Forest
e
5t
+
Wilowemoc

4
Wid Forest Willowemoo

State Forest

Highway

*
Sundown

5.3 The Hot Region Function

Purpose:

The hot region function links a map to another map. When you add a map to another map as a hot
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region, an icon of the link to the added map is shown on the main map. The added map is called child

map while the map to which you add the hot region is the parent map.

Note: A map can only be added as the hot region for one time.

5.3.4 Adding Hot Regions

Before you start:

Add another map to the group.

Steps:

1. Click the Edit Map button in the E-map toolbar to enter the map editing mode.

2. Select an added map as the parent map.

3. Click the icon _‘9 in the toolbar to open the Add Hot Region dialog box.

4. Check the checkbox to select the child map to be linked.

5. Optionally, you can edit the hot region name, and select the hot region color and icon.

6. Click OK to save the settings. The child map icons are added on the parent map as the hot regions.

You can click-and-drag the child map icons to move the hot regions to the desired locations.

Add Hot Region x

Linked Map Hot Region Name Hot Region ... | Hot Region Icon
Map1 Map1 B creen W
Map2 Map2 B creen ™

5.3.5 Modifying Hot Regions

Purpose:

You can modify the information of the hot regions on the parent map, including the name, the color,

the icon, etc.

Steps:

1. Click the Edit Map button in the E-map toolbar to enter the map editing mode.

2. Select the hot region icon on the parent map and then click p in the toolbar, right-click the hot
spot icon and select Modify, or double-click the hot region icon to open the Modify Hot Region
dialog box.

3. You can edit the hot region name in the text field and select the color, the icon and the linked
child map.

4. Click OK to save the new settings.

To delete the hot region, select the hot region icon and click Y in the toolbar, or right-click the
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hot spot icon and select Delete.

Modify Hot Region x

Hot Region Name: Map1
Linked Map:
+~ Map1
Map2
Hot Region Color: [ Green [v Hot Region Icon: | [ [v

5.3.6 Previewing Hot Regions

Steps:
1. Click the Map Preview button in the E-map toolbar to enter the map preview mode.
2. Click the hot region icon to go to the linked child map.
3. The hot spots can also be added on the hot regions.
4. You can click the icon & in the toolbar to go back to the parent map.
You can also click the icon B in the toolbar to clear the alarm information.

®
o}
- e
@ Y
( o
@-ﬁg way
* Igoxbury O 3
- 2
e Mt ol i e
Mountain 2 b
State Forest ; IPC1_Cam
D) - & Mong, Tannersvile Main St
i @ Halcott @
Mountain = s
5 3 + 8 % (;}"'
B . IPC1_W1 zzg Take'Rip
. . @ 4 Hunter % Van Winkie
DVR. A13 Shandaken West Kill Mountain
= ) L) Mountain o
Brook Belleayre
® D‘;»dge Ski Center . A o
28 Phoenicia
Wild Forest
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Chapter 6 Cloud Service

Purpose:
The client software also supports to register a Cloud account, log into your Cloud and manage the
devices which support the Cloud service.

6.1 Registering a Cloud Account

Purpose:

If you do not have a Cloud account, you can register one.

Steps:

1. Open the Device Management page and click the Server tab.

2. Click Add New Device Type, select Device Registered on Cloud and click OK.
3. Click Device on Cloud on the list and then click Register.

Register Cloud Account *

Cloud Account: [\ ]

Password:

Confirm Password:

Email:

Verification Code: “::Q?J__ Refresh
Get Verification Code

Email Verification Code:

4. Enter the required information to register an account.
Cloud Accout: Edit a user name for your account as desired.
Password and Confirm: Enter the password for your account and confirm it.
Email: Enter your email account to register the account.
Verification Code: Enter the verification code shown in the picture. If it is not clear, you can click
Refresh to get a new one.
Email Verification Code: Click Get Verification Code and enter the verification code received by
your email.

5. Click Register to get a Cloud account.

6.2 Logging into Cloud Account

Steps:
1. Click Login and enter the Cloud account and password.
2.  Click Login to log into your Cloud account.

Note:
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If you forget your password, click Forgot Password to verify your account and reset your
password.

Cloud Accout: Edit user name of your account.

Verification Code: Enter the verification code shown in the picture. If it is not clear, you can click
Refresh to get a new one.

Email Verification Code: Click Get Verification Code and enter the verification code received by
your email.

Password and Confirm: Click Next and enter a new password for your account and confirm it.

Forgot Password Modify Password

Cloud Account: }

Password:

Verification Code: 3¥3K Refresh

Confirm Password:
Get Verification Code

Email Verification Code:

After login, you can click Login to switch to another account or click Logout to log out of your

Cloud account.

6.3 Device Management

Steps:

1.

Click Add Device and input the serial No. and verification code of the device.

Notes:

® Only the device that supports the Cloud service can be added.

® The serial No. and the verification code is marked on the label of you device.

® The device can only be added to one Cloud account.

Click OK to add the device and the successfully added device will list on the device management
interface.

Note: A group named as your account name is created by default, you can import the cameras of
the added devices to the default group or other groups. For group management, please refer to
Section 2.3 Group Management.

For live view, please refer to Section 2.4 Basic Operations in Live View; for playback, please refer
to Section 3.2 Remote Playback; for e-map settings, please refer to Chapter 5 E-map
Management.

If you want delete the device, select the device(s) and click Delete Device. You can also enter the

keyword of the device name in the Filter field to filter the required devices.
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= Sewer Group
Organization Device(s) for Management(2)
& Encoding Device Device Device Login Logout CloudAccount. appiphones  Filter
- B cascading Server Device Name | IPAddress Serial No.
i 810 C1(416289212) 123.157.208.18 416289212
- B B20

iD1(201404220) 1152365018 201404229
&8 Encoding System

&8 Decoding System
& Decoding Device
&y Third-party Encoding Device
B2 Transcoder
L owmenows
Video Wall Gontroller
& Storage Server

g Stream Media Server

The device(s) registered on Cloud
can be added
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Chapter 7 VCA Devices Management

Purpose:
The VCA (Video Content Analysis) devices can be added to the client for management, including VCA

resource allocation, rule settings, VQD (Video Quality Diagnostics), etc.

7.1 Allocating VCA Resource

Before you start: You should add the VCA device to the software. Please refer to Section 2.2 Adding
the Device for adding the VCA device as Encoding Device.
Purpose: Before you can set the VCA configuration for the added device, you need to configure the
VCA resource of the device which means to enable the VCA function of the corresponding cameras.
Steps:
1. Inthe Device Management Configuration interface, select Server tab.
2.  Click to select the VCA device and click VCA Allocation to activate the VCA Resource Allocation
window.
In the Resource Information panel, you can view the VCA type and VCA resource usage of the
device.
Example: In the figure shown below, the VCA type of the device is Behavior Analysis and 32
cameras are available for configuring VCA settings. And among the 32 cameras, the VCA

functions of 3 cameras have been enabled and the others are disabled.

‘ VCA Resource Allocation X |
Device Name: | 10161112 Camera Number: | 32
Device Type: IVMS6200B00032180ssPekjrVS2hYHEzK 1406111
Resource Information:
VCAType Total Resources (Camera) Used Idle
Behavior Analysis 32 3 29
Total 32 3 29
VCA Resource Allocation:
Camera No Behavior Analysis
IP Cameral(Curr. i
IP Camera2 v
IP Camera3 V]
IP Camerad
IP Camera5
IP Camerab
IP Camera7

Apply

3. In the VCA Resource Allocation panel, check [¥! checkbox to enable the VCA function of the

camera. Or you can uncheck checkbox to disable the VCA function.
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7.2 Behavior Analysis Configuration

7.2.1 VCADVR/DVS/IPC Configuration

Camera Configuration

Steps:

1. Inthe Device Management Configuration interface, select Group tab.
Note: Before you can set the VCA configuration for the device, you should configure the group
settings for it. For details, please refer to Section 2.3 Group Management.

2. Select a camera of the VCA device for configuration and click VCA Config to enter the VCA
Configuration interface.

3. Click the Camera tab to enter the camera configuration interface.

Note: The supported functions may vary among different connected devices.

Basic Information

Camera Name: | Camera1 Parent Device: 10.16.1.112

VCAType Behavior Analysis £ View VCAVersion: V3.3.0build20131213

VCAPicture

Notify Surveillance

Center Picture Quality: | Best Local Storage

Display Information
Display VCA Infa on Alarm Picture
Display Target Info on Alarm Picture

Display Rule Info on Alarm Picture

Display VCA Info on Picture

Display YCA Info on Stream (original picture not modified; it is recommended to check this option)

Basic Information

Click the View button to check the VCA type. If you need to edit it, please refer to Section 7.1
Allocating VCA Resource for details.

VCA Picture

Notify Surveillance Center: Upload the picture to the surveillance center when an VCA alarm occurs.
And if supported, the quality and resolution of the picture can be separately configured.

Local Storage: The alarm triggered pictures can be stored in local PC when the network is
disconnected.

Display Information

Displaying the target info and rule info on the alarm picture are supported; you can enable the
functions by checking the corresponding checkbox on your demand.

And if you check the checkbox of display VCA on stream, the information will be added to the video

stream, and the overlay will be displayed if you get live view or play back by the VSPlayer.
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Scene Description

Purpose:
Select the scene for the camera according to actual situation to increase the detection accuracy.
Click the Scene Description tab and click to select a scene.

Scene Type: (. Default (o Fence (o Indoor

Camera 61

Camera Calibration

Purpose:

Perform the following steps to three-dimensionally measure and quantize the image from the camera,
and then calculate the size of every target. The VCA detection will be more accurate if the camera
calibration is configured.

Click the Camera Calibration tab and check the checkbox of Camera Calibration to enable the

function.

Camera Calibration

Basic Parameters
WMounting Height: | Unknown |~ | | 0.00 oim

it Unknown |+ | [0.00

J v
<l %

Horizon Unknown |~ | [0.00 i

& Note: You dont need to setthe calibration line if the three basic parameters are known.
Calibration Lines and Horizontal Line C

Real Height:

B 14 17:13:56 "

@)= (@

Camera 01

Icon Description
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Icon Description Icon Description
Delete the selected line on the
x ] . Draw the horizontal line.
image.
Draw the vertical line. = Calibrate
Verify the calibrated height. -~ Verify the calibrated length.
V9 Pause/Play live view
Task1: Automatically Calculate
Steps:
1. Click the '™/ icon and drag the mouse to draw a line to calibrate the length of the object, and
input the textbox of Real Length.
2. Click the icon and drag the mouse to draw a line to calibrate the height of the object, and

input the texbox of Real Height.

3. Repeat the above 2 steps until there are at least 4 lines and click the Save button on the bottom
right of the window to finish calibration.

4. Click the " icon to finish drawing and the device will automatically generate the value of
“Mounting Height”, “Tilt” and “Horizon”. You can check whether the calculated values are correct,

if not, calibrate again.

5. Clickthe ™ and " icons to check the length and height of the object.

Note: It’s highly recommended to set lines apart.

Task2: Manually Input

Steps:

1. Set the “Mounting Height”, “Tilt” and “Horizon” as Known, and enter the value of corresponding
option.
Note: the “Horizon” is the boundary line between sky and earth, if it does not exist in the image,
you may set the value of it as “100%".

2. Click the Save button and then click the |~ icon to show the generated value of “Mounting
Height”, “Tilt” and “Horizon”.

3. Clickthe ™ and "/ icons to check the length and height of the object.

Shield Region Configuration

Purpose:

You can set the shield region in which all the VCA rules are invalid.

Steps:

1. Click the Shield Region tab to enter the shield region interface. Up to 4 shield regions can be set.

2. Click the icon, then click and drag the mouse to draw the region, and right-click to finish
drawing.
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3.  (Optional) Click to select an added shield region, and click ' to delete it.

4. Click Save to save the settings.

Camera 61

VCA Rule Configuration

Click the Rule tab to set the VCA rules.
Steps:
1. Check the corresponding checkbox to enable the rule.
Notes:
1) The related operation only takes effect after the rule is enabled.
2) Up to 8 pieces of rules can be added.
2. To set the rule name, double-click the corresponding rule name area, and input the rule name on
your demand.
3. Click the event type and select the type in the drop-down list.
The selectable event type depends on the configured VCA type.
Rule and Attribute
Click the Rule and Attribute tab.

Note: The rule should be enabled if you want to modify the rule.

Description

Delete the selected rule.

Draw the rectangle arming area.

Draw the polygon arming area.

Set the full-screen arming area.

Note: The event type is intrusion.

Draw the virtual line.

Note: The event type is line crossing.
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Description

Draw the maximum size filter.

Note: The rule and the size filter should be enabled.

Draw the minimum size filter.

Note: The rule and the size filter should be enabled.

Start/Pause the live view of the camera.

Set the rule
Task1: Draw the virtual line (only for Line Crossing)

Steps:
Rule No. Rule Name Event Type =
3 Intrusion
4 1 Line Crossing
] 5 Null v

@ Please configure the rule and relevant parameters

Rule and Atiibute | Arming Schedule Alarm Linkage |

Aftribute
Size Filter
Filter Type:
| Pixer
Filter Strategy
| Height and Width Fitter
Max. Size(Width * Helght):
0 +[o
Min. Size(Width * Height):
0 +[o
Direction:
| Bidirectional
Sensitivity:

Camera 01 |3

@ Right-click to complete drawing the polygon.

1. Please make sure the rule is enabled and the Rule Type is set as the “Line Crossing” in the area 1
in the above figure.

2. Click the " icon in the area 2 and click to set the beginning point in the area 3 and move the
mouse to the end of the line and click again to set another line. Right-click to finish setting the

virtual line.

Note: You can click the =“/ icon to draw again.

Task2: Draw the arming region

Steps:
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Rule No. Rule Name: Event Type =
€] 3 Intrusion
|77 4 1 Line Crossing
] 5 Null
@ Please configure the rule and relevant parameters.
Rule and Atribute | Arming Schedule | Alarm Linkage
Attribute
Size Filter 4
Filter Type:
| Pixel
Filter Strategy
| Height and Width Filter
Max. Size(Width * Height):
0 *l0
Min. Size(Width * Height)
+[o
Direction:
| Bidirectional -
Sensitiity:
Camera 01 3
@ Right-click to complete drawing the polygon.

1. Please make sure the rule is enabled in the area 1 in the above figure.

2. To draw a rectangle, click the (-2 icon in the area 2 and click to set the top left corner (bottom
right corner) of the region in the area 3 and move the mouse to the bottom right corner (top left
corner) and click again.

To draw a polygon, click the |/ icon and click to select the first corner of the region in the area 3
and move mouse to one after another corner and click, right-click to finish drawing.

Note: The decagonal region can be supported, and once the tenth point is located, the system will
connect it to the first one with a line automatically.

Attribute

Line Crossing: The detection direction can be modified as “Bidirectional”, “From A to B”, and “From B

to A”, and the detection sensitivity can set.

Intrusion: The detection sensitivity and duration can be modified according to the actual demand.

Arming Schedule

1.
2.
3.

Click the Arming Schedule tab and edit the arming time segment.
(Optional) Copy to Whole week and Copy to All Rules are available.
Click the Save button to save the settings

Note: The arming schedule can be modified for each rule separately.

Alarm Linkage

Click the Alarm Linkage tab and check the checkbox of corresponding linkage actions to enable it.

Note: The alarm linkage methods may vary according to the device types.
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Rule and Attribute Arming Schedule | Alarm Linkage ‘
I

Trigger Alarm
Alarm Qutput
Alarm Output Linkage

Qutput1 -
Output2

Output3

Outputd

Qutputs | 4
Qutputd

Output?

Outputd

Outputd

Cutput10

Qutput11

Output12 1

Pk

Video Quality Diagnostics

Purpose:

The video quality of the camera can be checked and alarm actions will be triggered when the video is
exceptional.

Steps:

1. Click the Video Quality Diagnostics tab.

2. Check the checkbox to enable the related quality detection of the video.

3. Set the corresponding parameters for the quality detection.
4

Click Save to saving the settings.

Rule No. Event Type =
] 2 Signal Loss
O 3 Sudden Scene Change
] 4 Video Exception
Trigger Mode: Continuous Trigger Trigger Alarm
AarmThreshold: |0 REmELET
Alarm Output Linkage
Alarm Upload Interval: | 0 s Outpuri "
- Output2
Wpload alam e
Upload alarm picture Trire ]
Outputd
Outputs
Enable Reference Scene Outputs
Output?
Update Reference Scene Download Reference Scene Picture Outputa =

Advanced Settings

Click the Advanced Configuration to configure the advanced parameters.

B Global Size Filter
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Click the Global Size Filter tab.

Task1: Pixel Size Filter

Steps:
1. Check the checkbox of Size Filter and select the filter type as Pixel.
2. Click the "I icon to edit the size of maximum size filter.

Click the '™/ icon to edit the size of minimum size filter.

You can click and drag your mouse to draw a rectangle, and the corresponding value changes
when drawing. And release when it reaches to the proper size.
Note: The height and the width of the maximum size must be larger than the ones of the

minimum size respectively.

Task2: Meter Size Filter
Steps:
1. Check the checkbox of Size Filter and select the filter type as Meter.
Note: Please set the camera calibration first.
2. Input the value in the corresponding textbox and click Save button to finish editing.
And when the size of target is in the defined range, the alarm will be triggered.
Note: The height and the width of the maximum size must be larger than the ones of the

minimum size respectively.

| Parameters

Click the Parameter tab, and the interface is shown in the following figure.

| Advanced Configuration x

Parameters | Global Size Filter,

Detection Sensitivity[0-4] = 3
Background Update Rate[0-4] = 3
Triggering Position TargetGenter -, Bottom Center (= Top Center
Single Alarm
Leave Interference Suppression
Index No Index Value Get| |set

Restore Default

Save

Parameter Description

Detection Sensitivity | The greater the sensitivity is, the easier the target will be detected.

Background Update | If a detected target remains in the monitoring scene for a certain time, the

Rate system will count the target as the background automatically. The greater
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the value is, the faster the target will be counted as the background.

Triggering Position

The position of the target which breaks the rule.

Single Alarm

If the function is enabled, a single alarm will be triggered when the same

target breaks the same rule.

Leaves Interference

Suppression

Suppress the interference caused by the swing of leaves.

Note: The index number and value are for the debugging; please do not configure it without

authorization.

1.2.2

The VCA server can

VCA Server Configuration

get the video stream from the normal device to do video content analysis, and

then forward the result to the client software.

Steps:

IP Address: 10.10.6.217
User Name: admin
Password ~ esese

Port 8000
Camera No.. 1

Sub-stream

Stream Media Server
Stream Media Server IP Address: | 0.0.0.0
Stream Media Server Port

Connection Test

1. Inthe Device Management Configuration interface, select Group tab.

Note: Before you can set the VCA configuration for the device, you should configure the group

settings for it. For details, please refer to Section 2.3 Group Management.

2. Select a camera of the VCA device for configuration and click VCA Config to enter the VCA

Configuration interface.

Click the Streaming tab to enter the stream getting interface.

Configure the target device information. Target device refers to the normal device that connects

with the VCA se

rver via netwrok.

Input the IP address of the target device, user name, password, port No. and camera No. in the

corresponding textbox.

(Optional) Check the sub-stream checkbox to enable getting the sub-stream from the device.

6. Configure the server to get the video stream from stream media server.

(1) Checkthec

heckbox to get the stream from the stream media server.

(2) Inputthe IP address and the port of the stream media server.

(3) (Optional) You can click the Connection Test button to test the settings of the target device.

7. Clickthe Save b

utton to save the settings.
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7.3 Configuring Face Capture IPC

In the Configuration interface, click Camera tab to enter the camera configuration interface. Select
the face capture IPC from the area panel and then click VCA Configuration to enter the VCA

configuration interface.

7.3.3 Camera Configuration

Click Camera tab to enter the camera configuration interface.

Note: The supported functions may vary among different connected devices.

Basic Information

Camera Name: | Cameral Parent Device: 1010518

VCAType Face Capture 7 view VCA Version: V1.2.2build20140529

VCA Picture

Picture Quality: | Best

Display Information
Display VCA Info on Alarm Picture

Display TargetInfo on Alarm Picture

Display VCA Info on Picture
Display VCAInfo on Stream (original picture not modified; it is recommended to check this option)

Basic Information

You can view the basic information of the camera. Parent Device refers the VCA device that the
camera connects with. For face capture IPC, it refers to the camera itself. While for other camera like
the camera connecting to behavior analysis DVR, parent device refers to the DVR.

Click the View button to check the allocation the VCA resource, you may refer to Section 7.1
Allocating VCA Resource for details.

VCA Picture

Picture Quality: Configure the quality of the picture as good, better or best.

Display Information

If you check the checkbox, the VCA info will be added to the alarm picture or video stream, and the

information will be displayed if you get live view or play back by the VSPlayer.

7.3.4 Shield Region Configuration

Click the Shield Region tab to enter the shield region interface. Up to 4 shield regions can be set.
You can set the shield region of the VCA rule, in which all the VCA rules are invalid.

Click the icon, and then click and drag the mouse to draw the region, right-click to finish drawing.
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Click to select the added shield region, and click '*' to delete it.
You can also click %' to pause the live view and click %/ to resume.
Click Save to save the settings.

7.3.5 VCA Rule Configuration

Click the Rule tab to enter the VCA rules settings interface.

Bule Atribute
Camera Resolution: 1920 * 10.
Interpupillary Distance:

76

ROI Switch

@ Left-clickto set the vertexes of the polygon, and then right-click to finish setting the rule

Steps:
1. Check Rule checkbox to enable the rule settings.
Note: The related operation only takes effect after the rule is enabled.
2. Click to draw a rectangle detection rule or click | “/ to draw a polygon detection rule. People
will be detected when passing through this region.
Note:
1) To draw a polygon, click in the live view area to set the vertex of the polygon and then drag
the mouse to other place and click to set another vertex. After set all the vertexes, right-click

to finish drawing the polygon rule.
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2) The decagonal region can be supported, and once the tenth point is located, the system will
connect it to the first one with a line automatically.
3) The height of the detection rule should be no larger than 2-thirds of the live view height.
3. Click ™/ to draw the minimum detection size.
Note: The face size greater than the minimum size will be detected.
4. Optionally, you can check the ROI Switch checkbox to enable this function if supported by the
device.
To delete the drawing rule, click to select the rule and click *' to delete it.

You can also click %' to pause the live view and click %/ to resume.

7.3.6 Advanced Configuration

Click Advanced Configuration to enter the advanced configuration interface.

Capture Parameters

Capture Interval[1-255] = 67 frame

Capture Times[1-10] = 3

Generation Speed[1-5] e 2

Sensitivity[1-5): jo 2

Capture Sensitivity[0-20]: - 7

Reference Brightness[0-100] - 20

Enable Face Exposure
Min. face exposure time[1-60]): = 1 Minute
Restore Default
Parameter Description
Capture Interval The interval between two capture actions. E.g., if it is set as 5, then the

capture action executes every 5 frames.

Capture Times The times for capturing the person who passes through the detection
region. If the person passes very fast, the capture times may be less than

the set parameter.

Generation Speed The speed for generating the target frame (green) when the person enters
the detection region. If you increase this parameter, the target will
generate faster and also the false detection rate will rise. In general, it is

recommended to use the default value.

Sensitivity The sensitivity for face detection. Larger value means higher sensitivity,
more faces will be detected and also false detection rate will rise. In
general, it is recommended to use the default value. Decrease the value if

the false detection rate is high.

Capture Sensitivity | The grade for face which is used for decreasing the false capture actions. If
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Parameter Description

you increase this value, then the face with better quality and clarity will be

captured.

Reference Brightness | The exposure adjustment for face capture. If the brightness of the face in
the image is lower than the set value, the face capture IPC will increase

the brightness of the image and vice versa.

Enable Face Exposure | Set the exposure time for face capture.

7.4 VCA Speed Dome Configuration

7.4.7 Behavior Analysis

If you set the VCA resource as Behavior Analysis, perform the following steps to configure the VCA

settings.

Basic Parameters Configuration

When having enabled the VCA resource of behavior analysis, the speed dome can auto-track the
object which triggers the configured rules. Before configure the auto-tracking settings for the speed
dome, you need to configure the basic parameters first.

In the VCA configuration interface, click Camera tab to enter the camera configuration interface.

Refer to the description below for the configuration of each item.

Basic Information
CameraName: | Cameral Parent Device: 10103248
VCAType Behavior Analysis 7 View VCA Version: V3.2.2build20140529

VCA

VCA Picture

Notify Surveillance

Picture Quality: | Best Picture Resolution: = HD1080(1920 * 1080)
Center

Display Information
Display VCA Info on Alarm Picture
Display Target Info on Alarm Picture

Display Rule Infe on Alarm Picture

Display VCA Info on Picture
Display VCA Info on Stream (original picture not modified; it is recommended to check this option)
Display Target Info on Original Picture (modify original picture)

Display Rule Info on Original Picture (modify original picture)

VCA Checkbox: Check the checkbox to enable the auto-tracking function.

VCA Picture: Enable/disable the upload of captured pictures to the software when the VCA rule is
triggered. The quality and resolution of the captured picture are adjustable.

Display Target Info on Alarm Picture: Enable/disable the function of overlaying target information on
an alarm picture.

Display Rule Info on Alarm Picture: Enable/disable the function of overlaying rule information on an
alarm picture.
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Display VCA Info on Stream: Enable/disable the function of overlaying VCA information on steam.
Display Target Info on Original Picture: Enable/disable the function of overlaying target information
on original picture.

Display Rule Info on Original Picture: Enable/disable the function of overlaying rule information on
original picture.

Note: If you check the checkbox of display target info and rule on stream, the information will be
added to the video stream, and the overlay will be displayed only when you get live view or play back
by the VSPlayer.

Auto-tracking Configuration

Setting Single Scene Auto-tracking

Enable VCA function. Operate the PTZ of speed dome to select a scene for auto-tracking. Set rules for
the scene and save the settings. The speed dome will track the detected target automatically.

The specific steps are as follows:

Steps:

1. Inthe camera configuration interface, check VCA checkbox to enable the VCA function.

2.  Click Auot-tracking to enter the Auto-tracking interface.

Scene List ¢ Add| | R Delete | Display ..
No. Scene Name Rule Settings. Patrol Sequence Duration(s) =
Scenel 14 1 30
Scene2 14 2 30
Scene3 L4 3 30
Scened 14 Null
Scene5 ¥ Null

Scene Name:
Retum | sae

Limited tracking settings | ...

3. click @ ddY®EO on the live view image to adjust the scene and click Add to add the scene
to the Scene List.
Double-click the Scene Name filed and edit a name for the scene.
Set PTZ limit to restrict the tracking region (Optional).
1) Click Display to unfold the Limit column in Scene List.

2) Check the checkbox under Limit to enable the limit function.
3) Click =/ to display the limit settings panel.
4) Control the PTZ and set the Top, Bottom, Left and Right limit for limiting the tracking area.

Click Set to configure the current position as the limit position. And you can click Return to

go to the corresponding limit position.
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Top | Set || Retum
Bottom | Set || Retum
Left | Set || Retum
Right | set | Retum
6. Click Save under Scene Settings to save the scene settings. You can also click Return to go to the
scene.
7. If you set the Tracking Duration, the speed dome stops tracking the target after the duration
time.
8.  Click Rule Settings field to enter the Rule Settings interface.
No. Scene Mame Rule Settings  Patrol Sequence  Duration(s) Track Tracking Duration Limit
1 building01 [ # Null 120
2 ¥ Mull 300
9. Check to enable a rule. Double-click the Rule Name field and edit a name for the rule. Click
the Event Type field and select a type for the rule.
Note: Up to 8 rules can be set for each scene.
L os x
: : T
ey
g
Duraton (secondy
@ Rintlicklocompiel raving e plyoon
10. Click "““/ or /. Draw a rectangle or polygon on the live view image. (If you want to delete the
rule, click to select the rule and click ' to delete it.)

Notes:

1) To draw a polygon, click in the live view area to set the vertex of the polygon and then drag
the mouse to other place and click to set another vertex. After setting all the vertexes,
right-click to finish drawing the polygon rule.

2) The decagonal region can be supported, and once the tenth point is located, the system will
connect it to the first one with a line automatically.

11. Set size filter (Optional).

1) Check Size Filter checkbox.
2) Click "1 and draw rectangle to filter the maximum size objects.

3) Click "/ and draw rectangle to filter the minimum size objects. The specific size will be
displayed on Attribute column as follows.
Note: The object size that is between the maximum size and minimum size will be detected.
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12.

13.

14.
15.

16.

17.

18.

19.

Attribute

Size Filter

Filter Type:
Pixel

Max. Size(Width * Height):

203 * [ 201
Min. Size(Width * Height):
138 * 1103
Set the tracking duration for the rule. This item is only available for Intrusion event type. If you
set 10 for this item, then the speed dome will track an object that intrudes into the pre-defined

region longer than the 10 seconds.
Curation (second):

1

Set the direction for the rule. This item is only available for Line Crossing event type. You can set

unidirectional or bidirectional line crossing detection.

Direction:

Bidirectional

Click Save to save the settings.

Repeat the steps from 8 to 13 to enable more rules for this scene. Then click [= to exit the rule
settings interface.

Click Advanced Configuration on the VCA Configuration interface to enter the Advanced
Configuration interface.

Click Zooming Ratio Settings tab.

Click to set the zoom ratio and click Set Zoom Ratio to save the settings.

Click Save to save the settings. The speed dome tracks the objects according this zoom ratio.

Setting Multiple Scenes Auto-tracking

Steps:

1.

To set more scenes, repeat the steps from 1 to 19 of Setting Single Scene Auto-tracking section.

2.

Scene List o0 Add ® Delete| C
Mo. Scene Name Rule Settings Patrol Sequence Duration(s)
1 scene 1 ¥ Mull
2 Builing 1 ' 4 Mull
3 Building 2 ' 4 Mull
4 Building 3 ' 4 Mull
5 Building 4 ¥ Mull

Set the patrol sequence and duration for the scenes as follows. The speed dome patrols
according to the sequence No.. After the duration time, the speed dome patrols to the next

scene.

91



User Manual of iVMS-4200

Scene List op Add | 3 Delete
Ma. Scene Mame Rule Settings Fatrol Sequence Duration(s)
1 scene 1 ¥ 1 30
2 Builing 1 ¥ 2 30
3 Building 2 ' 4 3 30
4 Building 2 ¥ 4 30
5 Building 4 r 5 30

3.  Click Save to save the settings.

Arming Schedule of a Rule

When you set the arming schedule, the configured rule takes effect only in the time segment. You can

set up to 8 time segments for each rule.

Steps:

1. In the VCA Configuration interface, select a scene and click Rule Settings field to enter the Rule
Settings interface.

2. Select a rule in the rule list panel and click the Arming Schedule tab to edit the arming schedule

for the rule.

Rule and Aftribute |Arming Schedule | Alarm Linkage

Week | Monday
StatEnd Time 1 |0 o0 i — |24 - |0
StaEnd Time 2 | 0 = 0 o= 0
StartEnd Time 3 | 0 .l |0 o= 0
Start/End Time 4 | 0 . |0 ei— 0
StartEnd Time 5 | 0 .0 ei— 0
StartEnd Time 6 | 0 Al [o 2l _[o
StartEnd Time 7 | 0 20 (o 2l _[o
StaEnd Time 8 | 0 . 0 oi—|0

Copy to: | Whole week Copy

CopytoAll Rules

Choose the day you want to set the arming schedule in the Week field.
Check the checkbox to enable a time segment and enter a start time and end time.
After you set the arming schedule, you can click Copy to copy the schedule to other days
(Optional).

6. Click Copy to All Rules, if you want to copy this arming schedule to other rules of one scene
(Optional).

7.  Click Save to save the settings.

Auto-tracking Alarm Linkage

Purpose:

After you set the alarm linkage, the alarm will be triggered when speed dome tracks objects
automatically.

Check the checkbox to select the linkage method.
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Rule and Attribute Arming Schedule | Alarm Linkage |

Trigger Alarm
Motify Surveillance Center Audible Warning Alarm Output Send Email Trigger Monitor

Alarm Qutput Linkage

Qutput1
Output2

Select All
Trigger Camera Recording
7] Camerat

Select All

Advanced Parameters Configuration

In the VCA Configuration interface, click Advanced Configuration to enter the VCA parameters

interface

Zooming Ratio Settings Parameters

Detection Parameters

Detection Sensitivity[0-4]: [ 0
Background Update Rate[0-4] [ 0
Minimum Target Size[0-4] (= 0
Displacement Canstraint for Target
Generation [0-4] o 0

Light Change Suppression
Tracking Parameters
Tracking Duration after Targetis — 215 | s

SHill

Force Tracking

Restore Default

The parameter description is as follows.

Parameter Description

. . The sensitivity of detecting a target. The target can be detected more
Detection Sensitivity . o ]
easily when the sensitivity is set higher.

Background Update | It is used to adjust the rate of blending static object into the detected

Rate scene. The rate is higher, the blending is faster.

o . When the target size is smaller than this minimum size, the target will
Minimum Target Size
not be analyzed.

Displacement ) . . )
: It is used to constraint the speed of generating a target. The value is
Constraint for Target .
_ larger, the target generates harder and the false alarm will be fewer.
Generation

Light Change | If there is a quick change of scene light, enable this function to
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Suppression suppress the change.

Tracking Duration after | The default value is 5s. You can set the duration to 2s, 3s, 4s, 5s, 6s, 7s

Target is Still or 8s.

: After enabling this function, the speed dome will find the target and
Force Tracking

the tracking continues after the target is blocked for a while.

7.4.8 Face Capture

If you set the VCA resource as Face Capture, perform the following steps to configure the VCA settings

for capturing the face of the people who trigger the configured rules in the pre-defined region.

Camera Configuration

Click Camera tab to enter the camera configuration interface.

Note: The supported functions may vary among different connected devices.

Basic Information

Camera Name: | Camera’l Parent Device 10.99.103 .34

VCAType Face Capture 7 View VCA Version: V1.0.1build20120327

VCAPicture

Picture Quality: | Better

Display VCAInfo on Picture
Display Target Info and Rule Infa on Stream (original picture not modified; itis recommended ta check this option)

Basic Information

You can view the basic information of the camera. Parent Device refers the VCA device that the
camera connects with. For face capture speed dome, it refers to the camera itself. While for other
camera like the camera connecting to behavior analysis DVR, parent device refers to the DVR.

Click the View button to view the VCA resource.

VCA Picture

Picture Quality: Configure the quality of the picture as good, better or best.

Display VCA Info on Picture

If you check the checkbox, the VCA info will be added to the video stream, and the information will be

displayed if you get live view or play back by the VSPlayer.
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Shield Region Configuration

Click the Shield Region tab to enter the shield region interface. Up to 4 shield regions can be set.
You can set the shield region of the VCA rule, in which all the VCA rules are invalid.

Click the icon; click and drag the mouse to draw the region; right-click to finish drawing.
Click to select the added shield region, and click '/ to delete it.

You can also click %' to pause the live view and click %/ to resume.

Click Save to save the settings.

VCA Rule Configuration

Click the Rule tab to enter the VCA rules settings interface.

Rille) Attribute

Camera Resolution: 1920 * 10
Interpupillary Distance:

185

@ Left-clickto set the vertexes of the polygon, and then right-click to finish setting the rule.

Steps:
1. Check
Note: The related operation only takes effect after the rule is enabled.

checkbox to enable the rule settings.

2. Click to draw a rectangle detection rule. Click on the live view image to set a vertex, move the
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mouse and click again to finish drawing the rectangle.

You can also click to draw a polygon. Click in the live view area to set the vertex of the
polygon and then drag the mouse to other place and click to set another vertex. After setting all
the vertexes, right-click to finish drawing the polygon rule. People will be detected when passing
through this region.

Note: The height of the detection rule should be no larger than 2/3 of the live view height.

3. Click [/ to draw the square minimum detection size. Click on the live view image to set a vertex,
move the mouse and click again to finish drawing the minimum detection size. Or you can set the
minimum detection size in the attribute area.

Notes:
® The following figure shows the recommended way for setting the minimum detection size

(square). The face should be clear enough to be recognized.

o~ o~ ———p Face in the Live View

Image

Interpupillary Distance,

v—-— Minimum Detection Size (Square)

® The face size that is greater than the minimum size will be detected.
To delete the drawing rule, click to select the rule and click ‘' to delete it.
You can also click ¥/ to pause the live view and click %' to resume.
4. Click Save to save the settings.

Advanced Parameters Configuration

In the VCA Configuration interface, click Advanced Configuration to enter the advanced configuration

interface.
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Advanced Configuration x

Parameters

Capture Parameters

Capture Interval[1-255] = 97 | frame

Capture Times[4-10] =

5
Generation Speed[1-5] = 4
Sensitiity[1-5] = 2
Capture Sensitivit{0-20] = 8

Restore Default

Save

Parameter

Description

Capture Interval

The interval between two capture actions. E.g., if it is set as 5, then the

capture action executes every 5 frames. Default value: 1.

Capture Times

The times for capturing the person who passes through the detection
region. If the person passes very fast, the capture times may be less than

the set parameter. Default value: 1.

Generation Speed

The speed for generating the target frame (green) when the person enters
the detection region. If you increase this parameter, the target will
generate faster and also the false detection rate will rise. In general, it is

recommended to use the default value. Default value: 3.

Sensitivity The sensitivity for face detection. Larger value means higher sensitivity,
more faces will be detected and also false detection rate will rise. In
general, it is recommended to use the default value. Decrease the value if
the false detection rate is high. Default value: 3.

Capture Sensitivity [ The grade for face which is used for decreasing the false capture actions. If

you increase this value, then the face with better quality and clarity will be

captured. Default value: 4.

7.4.9 Behavior & Face Capture

If you set the VCA resource as Behavior& Face Capture, the speed dome provides the capability of

both behavior analysis and face capture. Perform the following steps to configure the VCA settings.

Basic Parameters Configuration

In the VCA configuration interface, click Camera tab to enter the camera configuration interface.

Please refer to the Basic Parameters Configuration section of Section 7.4.7 Behavior Analysis for the

description of each item in this interface.
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Basic Information

Camera Name: | Camerat Parent Device: 10.10.32.45
VCA Type Behavior & Face Caplure 2 View VCA Version: V3.2 2build20140529

VCA

VCA Picture

MNotify Surveillance

Picture Quality: | Best Picture Resolution: | HD1080(1920 * 1080)
Center

Display Information
Display VCA Info on Alarm Piclure
Display TargetInfo on Alarm Picture

Display Rule Info on Alarm Picture

Display VCA Info on Picture
Display VCA Info on Stream (original picture not modified; it is recommended to check this option)

Display Target Info on Original Picture (modify original picture)
Display Rule Infe on Criginal Picture (modify original picture)

Note: If you check the checkbox of display target info and rule on stream, the information will be
added to the video stream, and the overlay will be displayed only when you get live view or play back
by the VSPlayer.

Behavior Analysis and Face Capture Configuration

For auto-tracking function configuration, you can set single auto-tracking and multiple scenes
auto-tracking. Please refer to Auto-tracking Configuration section of Section 7.4.7 Behavior Analysis

for detailed settings.
Face Capture Settings

The speed dome can capture the face of the people who trigger the configured rules in the

pre-defined region.

Steps:

1. Inthe camera configuration interface, check VCA checkbox to enable the VCA function.

2.  Click Face Capture Configuration to enter the Face Capture interface.

3.  Check Face Capture checkbox to enable this function.

4.  Set the parameters for this function, including the following items:
Capture Interval: The interval between two capture actions. E.g., if it is set as 5, then the capture
action executes every 5 frames. Default value: 1.
Capture Times: The times for capturing the person who passes through the detection region. If
the person passes very fast, the capture times may be less than the set parameter. Default value:
1.
Sensitivity: The sensitivity for face detection. Larger value means higher sensitivity, more faces
will be detected and also false detection rate will rise. In general, it is recommended to use the
default value. Decrease the value if the false detection rate is high. Default value: 3.
Capture Sensitivity: The grade for face which is used for decreasing the false capture actions. If
you increase this value, then the face with better quality and clarity will be captured. Default

value: 4.
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5.  Click Save to confirm the settings.
Arming Schedule of a Rule

When you set the arming schedule, the configured rule takes effect only in the time segment. You can

set up to 8 time segments for each rule.

Steps:

1. In the VCA Configuration interface, select a scene and click Rule Settings field to enter the Rule
Settings interface.

2. Select a rule in the rule list panel and click the Arming Schedule tab to edit the arming schedule

for the rule.

Rule and Atfribute ‘Arming Schedule‘ Alarm Linkage

Week: | Monday

StaEnd Time 1 | 0

StatEnd Time 2 | 0

StaEnd Time 3 | 0

Sta/End Time 4 | 0

StaEnd Time 5 | 0

StaEnd Time 6 | 0

StaEnd Time 7 | 0

=5 [R>] [23] =] 2] 5] 23] 8>
=5 [R>] [23] =] 2] 5] 23] 8>
=5 [R>] [23] =] 2] 5] 23] 8>
=5 [R>] [23] =] 2] 5] 23] 8>

StartEnd Time 8 | 0
Copyto: | Whole week Copy

Copy to All Rules

Choose the day you want to set the arming schedule in the Week field.
Check the checkbox to enable a time segment and enter a start time and end time.
After you set the arming schedule, you can click Copy to copy the schedule to other days
(Optional).

6. Click Copy to All Rules, if you want to copy this arming schedule to other rules of one scene
(Optional).

7.  Click Save to save the settings.
Alarm Linkage Settings

Purpose:
After you set the alarm linkage, the alarm will be triggered when speed dome detects the object(s).

Check the checkbox to select the linkage method.
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Rule and Atfribute Arming Schedule | Alarm Linkage |

Trigger Alarm
Motify Surveillance Center Audible Warning Alarm Qutput Send Email Trigger Monitor Upload to FTP
Alarm Qutput Linkage

Output
Output2

SelectAll
Trigger Camera Recording

[[] cameral

SelectAll

Advanced Parameters Configuration

In the VCA Configuration interface, click Advanced Configuration to enter the VCA parameters

interface.

Detection Parameters

Detection Sensitivity{0-4] [ 0
Background Update Rate[0-4] [ 0
Minimum Target Size[0-4] — 0
Displacement Constraint for Target — 0

Generation [0-4]

Light Change Suppression
Tracking Parameters
Tracking Duration after Target is

Sl = 246 s
Force Tracking
Stop Tracking after Face Detected

Grade Threshold for Stopping = &

Tracking:

Restore Default

The parameter description is as follows.

Parameter Description

The sensitivity of detecting a target. The target can be detected more

D ion Sensitivi
etection Sensitivity easily when the sensitivity is set higher.

Background Update It is used to adjust the rate of blending static object into the detected
Rate scene. The rate is higher, the blending is faster.

When the target size is smaller than this minimum size, the target will

M- . T 1
inimum Target Size not be analyzed.

Displacement
It is used to constraint the speed of generating a target. The value is

Constraint for Target
& larger, the target generates harder and the false alarm will be fewer.

Generation
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Parameter

Description

Light Change

Suppression

If there is a quick change of scene light, enable this function to
suppress the change.

Tracking Duration after
Target is Still

The default value is 5s. You can set the duration to 2s, 3s, 4s, 5s, 6s, 7s
or 8s.

Force Tracking

After enabling this function, the speed dome will find the target and
the tracking continues after the target is blocked for a while.

Stop Tracking after Face
Detected

If you can enable this function, the speed dome stops tracking the
target after it is captured by the speed dome.

Grade Threshold for
Stopping Tracking

The grade for the captured face. If you want to capture a clear face
before stopping tracking, you should set a higher grade threshold.
After the speed dome gets a face picture which meets the grade
requirement, the auto-tracking stops. Default value: 6.
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Chapter 8 Transcoder Management

Purpose:

Transcoder is designed for real-time transcoding of different streams. With the use of transcoder,
streams and control signals from different manufactures and different surveillance systems can be
effectively integrated and standardized. iVMS-4200 client software supports to add transcoder and

configure the transcoding function for it.

8.1 Adding Encoding Device to the Transcoder

8.1.1 Adding the Transcoder to the Client Software

Steps:

1. Click the ﬁon the control panel to enter the Device Management interface and click the

Server tab.

= Server - Group
Organization Device for hanagement (2)
_ Add Device Wodiy Delete Remole Config | VCAAllocation Refresh Al Filter
Add New Device Type Nickname P Device Serial No Net Status HDD Status Recording
9500 10.16.1.32 DS-8532N-RT1620140521BBRR409435284WCU o =]
Intersection 10.99.105.140  DS-9616N-5T1620130301BBRR407129395WCVU Q =]
Online Device (3} Refresh Every 155
Add to Client Add All WModify Netinfo | |~ Restore Default Password Fiter

P . Device Type Firmware Version Server Port | Starttime Added
10.16.1.32 DS-9532N-RT V3.1.1build 140518 8000 2014-05-23 14:43:40 Yes

Encoding device can be added 10.16.1.252 DS-7708NI-SP ¥3.1.1build 140314 8000 2014-05-30 09:04:20 No

DYRIDVSINVRIPCIPDIIVIIS 4200 10.16.1.28 iDS-2DF7286-A 5.1.8build 140509 8000 2014-05-19 15:31:55 No

PCNVR/IVMS-4200 Encoding Server

2. Click Add New Device Type on the Organization list and select Transcoder.

3. Click OK to save the settings, and the added transcoder type is displayed on the Organization list.

Organization

Q Decoding Device
ﬁ Transcoder

Add Mew Device Type

4. Click Add Device to add the transcoder to the management list of the software.
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Adding Mode:

@ IPiDomain IP Segment

Mickname [| ]

Address

Port: 2000 |

User Name:

Password:

Select the adding mode by IP/Domain or by IP segment, and configure the corresponding settings
for the device.
For the detailed configuration about the adding modes, please refer to the following sections:

® By specifying the device IP/Domain address, see Section 2.2.2 Adding Devices Manually.

® By specifying an IP segment, see Section 2.2.3 Adding Devices by IP Segment.

5. The successfully added transcoder can be viewed in the list:

Device for Management (1)

-~ Add Device Modify Delete Remaote Config Settings Filter
Nicknarﬁe IP Device Serial No. Met Status
Transcoder 10.7.36.222 DS-6864T0020140108BCRR428258400WU

8.1.2 Importing the Encoding Channel to the

Transcoder

Before you start:

The cameras of encoding devices should be organized into groups before being imported to the

transcoder. For detailed configuration, please refer to Section 2.3 Group Management.

Steps:

1. Onthe Device Management interface, select a transcoder from the device list and click Settings to
enter the transcoder settings interface.

2. Select a group or a camera from the Group list and click the Import button to import the selected
camera or the cameras of the group, or click Import All to import the cameras of all groups to the
transcoder on the right.

3. Optionally, you can click to select the stream and click € to remove it from the transcoding list.
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You can live view the camera on the Main View interface after importing itto the transcoder.

Camera Group Transcoding Stream(2) < Filter

Search. p Source “ |In... | Resolution Bitrate Package Format | Video Encoding T.
(= B cmeizz 1 Ao P sTo_zss

= G Cameral_864 1 Auto 2048Kbps PS STD_Hz64

+ 1107525

+ I 8464

+ . B20_Board11_Encoding ...

+ 1 B20_Board11_Encoding

Impart
+ -1 B20_Board11_Encoding
+ -1 B20_Board14_Encoding Import All
+ . B20_Board14_Encoding ...
+ o 864
+ o 4012 Selected Transcoded Stream ¥
+) &3 572
Resolution Auto
+ 4212
Bitrate: 32Kbps
—J test4500
S appiphones Package Format RTP

+ ] VCA Device oding Type STD_H264

+/ "] WCA Device 02 otocol Type: TCP

#| CJ Fisheye Vid Main Stream

+ 1 Fisheye 02
B deo Stream Via Stream Media Sewver SMS

8.2 Configuring the Transcoded Stream
Parameters

Steps:
1. On the Transcoder Settings interface, select a stream from the list and you can configure its

parameters in the Selected Transcoded Stream area.

Selected Transcoded Stream

Resolution: Auto ~

Bitrate: 2048Kbps ~

Package Format: PS ~

Video Encoding Type: STD_H264 ~

Protocol Type TCP ~ Advanced Seftings

Video Stream Wain Stream ~ CopyTo...
Obtain Video Stream Via Stream Media Server Save

2. Configure the parameters of the transcoded stream as needed, including the resolution, bitrate,
package format, video encoding type, protocol type and video stream from the drop-down list.

3. (Optional) Check the checkbox of Obtain Video Stream Via Stream Media Server if you want to
use the stream media server to forward the video stream.
Note: You should add a stream media server to the client before you can select the stream media
server.

4. Click Advanced Settings to enter the advanced settings of the selected transcoded stream.
(1) Edit the parameters of the transcoded stream on demands, including the stream type, video

quality, bitrate type, frame rate, frame type, audio encoding type, profile and | frame interval.

You can also remain the default parameters of the stream.

104



User Manual of iVMS-4200

Advanced Parameters x

Stream Type. Auto -
Video Quality: Auto ~
Bitrate Type Constant Bitrate 4
Frame Rate Auta v
Frame Type: P ~
Audio Encoding Type: G7221 -
Profile: Auto ~
| Frame Interval 30

(2) Click OK to save the settings.
5. (Optional) Click the Copy to on the Selected Transcoded Stream settings area to copy the settings

of the current stream to other stream(s).

Copy To... x
Copythe stream parametrs of Camera1_Dome to other streams

Al Index Resolution Bitrate Package Format | Video Encod
~ Cameral_.. 1 Auto 2048Kbps PS STD_H264
~ Cameral_.. 1 Auto 2048Kbps PS STD_H264

< :

6. Click Save to save the settings.

8.3 Operating the Transcoded Stream

Purpose:

After successfully transcoding, the live view of the camera uses transcoded stream.

Steps:

1. Enter the Main View interface and select a transcoded camera for live view. For detailed
configuration, please refer to Section 2.4 Basic Operations in Live View.
Note: If the camera is in live view before transcoding, please stop the live view first and then start
the live view again to view the live video of the camera via transcoded stream.

2. During the live view, you can right-click on the camera node and select Transcoding Status to view

the transcoding status.

Transcoding Status x

Camera Name: IP Camera1_Intersection Transcoder Name: Transcoder

Mode: Active Transcode Connection Num_.. 1

Encoding Informat... | Resolution Bitrate(Kbps) | Frame Rate Package For... | Audio Encoedi...) Video Encoding...

Source Encoding I... 1280*720 1326 25 PS Invalid STD_H264

TargetEncodingl... 1280*720 2432 25 PS 0OggVorbis STD_H264

3. For e-map settings, please refer to Chapter 5 E-map Management; for displaying on video wall,
please refer to Chapter 12 Decoding and Displaying Video on Video Wall.

Note: Displaying the transcoded stream on video wall should be supported by the decoder.
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Chapter 9 Log Management

Purpose:

The log files of the client software are stored on the local PC and can be searched for checking. 2 types

of log files are provided: client logs and server logs. The client logs refer to the log files of the client

and are stored on the local PC; the server logs refer to the log files of the connected devices and are

stored on the local device.

Click the icon on the control panel to open the Log Search page.

Start Time:

|2014-06-02 00:00:00 e

End Time:

2014-06-02 2355959 =
Q, search

Log Search Client Log Lists
® Client Logs =
Operation Time
Server Logs

Name

Log Type

Total0 Page1/1 Item Per Page:| Self-adaptive | ~ |

Description....| Device Name

[# Log Fitter [5 Backup Log
Device Type GroupName | Obje
Page Go

Searching Log Files

Steps:

1.

2
3.
4

Open the Log Search page.

Select the log type. If Server Logs is selected, then click to specify the device for search.

Ca
Click the icon D to specify the start time and end time.

Click Search. The log files between the start time and end time will be displayed on the list.

You can check the operation time, description and other information of the logs.

Note: Please narrow the time range or filter the log type for search if there are too many log files.

Operation Time

2014-06-02 14:38:49
2014-06-02 14:38:49
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:47
2014-06-02 14:38:46
2014-06-02 14:38:46

2014-06-02 14:38:46

Wajor Type
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation
Operation

Operation

Minor Type
Remote Login

Remote Login

Remote Logout
Remote Logaut
Remote Logaut
Remote Logaut
Remote Logout
Remote Logout
Remote Logaut
Remote Logout
Remote Logout
Remote Logaut
Remote Logaut
Remote Logaut
Remote Logout
Remote Logout
Remote Logaut

Remote Logout

Remote Operator| Local Operator | Remote HOST .| Camera Name | T

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

admin
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Filtering Log Files

Purpose:
After searched out successfully, the log files can be filtered by the keyword or condition, and thus you
can find the logs as you want.
Steps:
1. Click Log Filter or the icon "= on the Log Search page to expand the Log Filter panel.
2. Select Filter by Keyword, and then input keyword for filtering in the text field; or

select Filter by Condition, and then specify log type in the drop-down list.

Optionally, you can click More... to filter the log files more accurately.
4. Click Filter to start filtering. You can click Clear Filter the cancel the filtering.

Server Log Lists [ Log Filter [3 Backup Log

Filter by Keyword: Clear Filter

(@) Filter by Condition: Mare.

<

Major Type: h Filter

Minor Type: -

Backing up Log Files

Purpose:

The log files, including the client logs and server logs, can be exported for backup.
Steps:

1. Set the condition and search the log file.

2. Click Backup Log to open the Backup Log dialog box.

3. Clicktheicon |, select a local saving path and set a name for the file.

4. Click Backup to export the selected log file for backup.

You can click File>Open Log File to check the information of the backup log files on local PC.

Saving Path:
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Chapter 10 Account Management and

System Configuration

10.1 Account Management

Purpose:

Multiple user accounts can be added to the client software, and you are allowed to assign different

permissions for different users if needed.

=

Click the @~ icon on the control panel,

or click Tool->Account Management to open the Account Management page.

User List Add User Edit User Delete User Copyto

Index. User Name Type

1 admin Super User

Note: The user account you registered to log into the software is set as the super user.

Adding the User

Steps:

1. Open the Account Management page.

2. Click Add User to open the Add User dialog box.

3. Select the user type from the drop-down list. 2 types of user accounts are selectable:
Administrator: The administrator account has all permissions by default, and can modify the
passwords and permissions of all operators and its own account.

Operator: The operator account has no permission by default and you can assign the permissions
manually. An operator can only modify the password of its own account.

4. Input the user name, password and confirm password as desired.

Check the checkboxes to assign the permissions for the created user. Optionally, you can select a
user in the Copy from drop-down list, to copy the permissions of the selected user.

6. Optionally, you can click Default Permission to restore the default permissions of this user.
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7. Click Save to save the settings.

Notes:

® A user name cannot contain any of the following characters: /\ : * ? “ <> |. And the length of the
password cannot be less than 6 characters.

® Up to 50 user accounts can be added for the client software.

Add User x

User Information

User Type: Administrator ~ User Name:

Password: Confirm Password;

User

Copy from v

User Live View related

o Al - 9016

« Live View + ¥ Intersection

! PTZ Control + [+ 107525

+ Caplure e/ ¥ 2464

' Record + ¥ B20_Board11_Encoding System.82

« Camera Settings + /| B20_Board11_Encoding System.83

/ Play Back Remote Record File(s) + +/ B20_Board11_Encoding System.84 -
 Download Remote Record File(s) *+ ¥ B20_Board14_Encoding System.105

+ Remote Recording + ~/ B20_Board14_Encoding System.106

' Two-wayAudio + |/ 864

«/ Synchronization L || 4012 3

Default Permission

Managing the User

Purpose:

After created successfully, the user account is added to the user list on the Account Management page.
You can edit or delete the information of the user accounts.

To edit the information of the user, select the user from the list, and click Edit User.

To delete the information of the user, select the user from the list, and click Delete User.

For super and administrator user, you can click Copy to to copy the permissions to other user(s).

Note: The super user cannot be deleted and only the password of the super user can be edited.

10.2 System Configuration

Purpose :

The general parameters, file saving paths, keyboard and joystick shortcuts, alarm sounds and Email
settings can be configured.

Click the % icon on the control panel,

or click Tool->System Configuration to open the System Configuration page.
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Set frequently used parameters

=

—
B

—

File (Log expired time, display scale, play performance, etc.)
4 Keyboard and Joystick Log Expired Time: A Month -
p Alarm Sound View Scale Full Screen ©
Emal Metwork Performance: |Nermal | |Better| |Best|
e Play Performance. Self-adaptive -
Picture Format JPEG ~
Web Server Port 80

+ Enable Screen Toolbar Display

Enable Auto-login

<

Prioritize Playback of Record Files on Storage Server

&

Resume Live View Status

<

Auto-change Video Stream

Highlight for Mation

&

Display Transaction Information

&

VCARule

Auto Time Adjustment. 00:00:00

Default Value Save

Note: You can click Default Value to restore the defaults of all the system configurations.

10.2.1General Settings

Purpose:

The frequently-used parameters, including the log expired time, view scale, etc., can be set.
Steps:

1. Open the System Configuration page.

2. Click the General tab to enter the General Settings interface.

3. Configure the general parameters. For details, see Table 7.1 General Parameters.

4

Click Save to save the settings.

Set frequently used parameters
(Log expired time, display scale, play performance, etc.)

Log Expired Time: A Month ~
View Scale Full Screen >
Metwork Performance: ,w, ‘%, ‘@,
Play Performance: Self-adaptive -
Picture Format JPEG d
Web Server Port: 80

« Enable Screen Toolbar Display

Enable Auto-login

LY

Prioritize Playback of Record Files on Storage Server

LY

Resume Live View Status

~

Auto-change Video Stream
Highlight for Motion

~

Display Transaction Information

LN

VCARule

Auto Time Adjustment: 00:00:00

Table 7.1 General Parameters

Parameters Descriptions

Log Expired Time The time for keeping the log files, once exceeded, the files will be deleted.

. The view scale of the video in live view or playback. It can be set as Full
View Scale

Screen, 4:3, 16:9 or Original Resolution.
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Network Performance

The current network conditions. It can be set as Normal, Better or Best.

Play Performance

The play performance of the live video. It can be set as Shortest Delay or
Self-adaptive.

Picture Format

Set the file format for the captured pictures during live view or playback.

Web Server Port

The server port for accessing iVMS-4200 client via web browser. By
default, it is 80. If the port No. of your PC running the iVMS-4200 is
occupied, you can modify it.

After changing the port No., you should access the client via web browser
by inputting IP address of the PC running the client : new port No.. Please
refer to Section 13.1 Login for details.

Enable Screen Toolbar
Display

Show the toolbar on each display window in live view or playback.

Enable Auto-login

Log into the client software automatically.

Prioritize Playback of
Record Files on Storage

Server

Play back the video files recorded on the storage server preferentially.

Otherwise, play back the video files recorded on the local device.

Resume Live View
Status

Resume the latest live view status after you log into the client again.

Auto-change Stream

Type

Change the stream type automatically in live view according to the size of

the display window.

Highlight for Motion

Mark the detected objects with green rectangles in live view and

playback.
Display Transaction Display the transaction information in the live view.
Information
VCA Rule Display the VCA rule in the live view.

Auto Time Adjustment

Adjust the time automatically at a specified time point.

10.2.2File Saving Path Settings

Purpose:

The video files from manual recording, the captured pictures and the system configuration files are

stored on the local PC. The saving paths of these files can be set.

Steps:

1. Open the System Configuration page.

Click the File tab to enter the File Saving Path Settings interface.

2
3. Click theicon
4

and select a local path for the files.

Click Save to save the settings.
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Set file saving path
(e.g. record files, pictures and device configuation files, etc_)

Saving Path of Video File

|C:livms4200Nvideo!

Saving Path of Pictures:
C:fivms4200icapture/
Saving Path of Configuration File

C:fivms4200iconfig/

10.2.3Keyboard and Joystick Shortcuts Settings

Purpose:
keyboard can be connected to the client and be used to control the PTZ cameras. You can set the
shortcuts for PC keyboard and USB joystick to get quick and convenient access to the commonly used
actions.
Steps:
1. For keyboard: Select the COM port from the drop-down list if keyboard is connected to the PC
installed with the client.
2. For PC keyboard and USB joystick:
1) Select a certain function from the list.
2) Double-click the item field under the PC Keyboard or USB Joystick column.
3) Select the compound keys operation or number from the drop-down list to set it as the
shortcuts for the function of the PC keyboard or USB joystick.
3. Click Save to save the settings.
Configure DS-1003K1 keyboard COM joystick
PC keyboard and USB joystick shortcuts, etc
DS-1003KI COM Joystick  NULL .

0 Set up shortcuts of PC keyboard and USB joystick for frequently used functions of the system.

Index Function PC Keyboard USB Joystick
1 Capture Ctrl + Print Screen ‘
2 Speed up
3 Speed down
4 Focus (+) Ctrl + Home
5 Focus (-) Ctrl + End
] Zoom in (+) Ctrl ++
7 Zoom Qut (-) Ctrl + -

8 IRIS (+) Ctrl + Page Up
9 IRIS (-} Ctrl + Page Down
10 Light on
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10.2.4 Alarm Sound Settings

Purpose:

When the alarm, such as motion detection alarm, video exception alarm, etc., is triggered, the client

can be set to give an audible warning and the sound of the audible warning can be configured.

Steps:

1. Open the System Configuration page.

2. Click the Alarm Sound tab to enter the Alarm Sound Settings interface.

3. Clicktheicon | and select the audio files from the local path for different alarms.
4. Optionally, you can click the icon * ! fora testing of the audio file.

5. Click Save to save the settings.

Note: The format of the audio file can only be *wav.

Set alarm sound

(such as motion detection alarm, video exception alarm, etc.)
Motion Detection

|motion.wav | ¥4
Video/Audio Exception:

video_abnormal.wav || ¥4
Alarm Input;

alarm_inputwav || ¥4
Device Exception

device_abnormal.wav || ¥4
VCA Alarm:

intel_alarm.wav || ¥4
Other Alarm

other_alarm.wav || ¥4

10.2.5Email Settings

Purpose:

An Email notification can be sent when a system alarm occurs. To send the Email to some specified

receivers, the settings of the Email need to be configured before proceeding.

Steps:

1. Open the System Configuration page.

2. Click the Email tab to enter the Email Settings interface.
3. Input the required information.

Server Authentication (Optional): If your email server requires authentication, check this
checkbox to use authentication to log into the server and enter the login user name and
password of your email account.

SMTP Server: Input the SMTP Server address.

Port: Input the communication port of Email service. The port is 25 by default.

User Name: Input the user name of the sender Email address if Server Authentication is checked.
Password: Input the password of the sender Email address if Server Authentication is checked.
Sender Address: Input the Email address of the sender.

Receiver 1—3: Input the Email address of the receiver. Up to 3 receivers can be set.
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4. Optionally, you can check the checkbox Enable SSL to increase the security of email sending.
5. Optionally, you can click Send Test Email to send an email to the receiver for test.

6. Click Save to save the settings.

Set email parameters including sender and recipient

Server Authentication

SMTP Server:

Port: 25
User Name:

Password:

Sender Address:

Receiver 1:

Receiver 2:

Receiver 3:
() Enable SSL

Send Test Email
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Chapter 11 Forwarding Video Stream

through Stream Media Server

Purpose:
There is always a limit of the device remote access number. When there are many users wanting to get
remote access to the device to get the live view, you can add the stream media server and get the

video data stream from the stream media server, thus to lower the load of the device.

11.1 Adding the Stream Media Server

Before you start:

The stream media server application software needs to be installed and it is packed in the iVMS-4200
software package. When installing the iVMS-4200, check the checkbox Stream Media Server to
enable the installation of stream media server.

Steps:

1. Click the shortcut icon @ on the desktop to run the stream media server.

Note: You can also forward the video through the stream media server installed on other PC.
Open the Device Management page and click the Server tab.
Click Add New Device Type, select Stream Media Server and click OK.
Click Stream Media Server on the list and then click Add Device.
You can add the stream media server in the following two ways:
® Adding Stream Media Server by IP Address
Perform the following steps to add the stream media server:
1) Select IP Address as the adding mode.
2) Input the nickname and IP address of the stream media server. The default port value is
554.

3) Click Add to add the stream media server to the client software.

Adding Mode:

@ IPAddress IP Segment

Nickname [|

IP Address

Port:

® Adding Stream Media Server by IP Segment
Perform the following steps to add the stream media server by IP segment:
1) Select IP Segment as the adding mode.
2) Input the start IP and end IP. The default port value is 554.
3) Click Add to add the stream media server to the client software. The stream media
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server of which the IP address is between the start IP and end IP will be added to the

client.

Adding Mode

Start IP:

End IP:

Port:

IP Address

(@ IP Segment

[

Note: For one client, up to 16 stream media servers can be added.

11.2 Adding Cameras to Stream Media Server to

Forward Video Stream

Purpose:

To get the video stream of a camera via stream media server, you need to connect the camera to the

stream media server.

Steps:

1.

2
3
4.
5

Select the stream media server from the list.

Click Configure to enter the Stream Media Server Settings interface.

Select the cameras of which the video stream is to be forwarded via the stream media server.

Click OK to save the new settings.

Go the Main View page and start the live view of the cameras again. You can check the channel

number of the video stream forwarded through or sent from the stream media server.

Note: For one stream media server, up to 64 channels of video stream can be forwarded through it

and up to 200 channels of video stream can be sent to clients from it.

Search

= Al

=

Stream Media Server Settings

. IPC1-Encoding Channel
~ @ IPC1_Cameral
. DVR1-Encoding Channel

+ @ DVR_Camerai

@ DVR_Camera3
@ DVR_Camerad
@ DVR_Camera5
@ DVR_CameraB
@ DVR_Camera?
@ DVR_Camera8

@ DVR_Camera8

Stream Media Server

£

Configure

About

Connected Camera Number. 0

Forwarded Camera Number. 0

18:41:30

2014-06-06

Operation

Client IP

Client Port

Time
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Chapter 12 Decoding and Displaying
Video on Video Wall

The Video Wall module provides the video decoding functionality, and the decoded video can be
displayed on the Video Wall for an attention-grabbing performance.
O]

Click the ®=s| jcon on the control panel, or click View->Video Wall to open the Video Wall page.

Controller Video Wall & Enter Video Wall Config

*+ . Intersection
+/J 107525
6408HDI-S:VGA 2 6408HDI-S:VGA 3

+ 8464
+ ' B20_Board11_Encodi...
+ ) B20_Board11_Encodi.
+ ) B20_Board11_Encodi...
+ ) B20_Board14_Encodi.

+ _J B20_Board14_Encodi.

+ 864 -
Scene v 6408HDI-T:VGA 1
B scene 02
BB Test
B scene04
B scene 05
[ scene0
B scene 07
BB scenel 08
PT1Z i

12.1 Adding the Encoding Device

Purpose:

You should add the encoding device for decoding and displaying on the video wall. If you do not add
the encoding devices in the Device Management page, you can add them in Video Wall page.

Steps:

1. Inthe Camera area, click to activate the adding device window.
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2.

Adding Mode:
@ IP/Domain IP Segment _ IP Server _ HIDDNS

Add Offline Device

Mickname: [| ]

Address

Port: [ 2000 |

User Name:

Password:
~ Export o group

Setthe device name as the group name and add all the channels
connected to the device to the group.

Adding encoding device in Device Management interface is also available.

Select the adding mode and configure the corresponding settings for the device.

For the detailed configuration about the 4 adding modes, please refer to the following sections:

By specifying the device IP address, see Section 2.2.2 Adding Devices Manually.
By specifying an IP segment, see Section 2.2.3 Adding Devices by IP Segment.
By IP Server, see Section 2.2.4 Adding Devices by IP Server.

By HiDDNS, see Section 2.2.5 Adding Devices by HiDDNS.

(Optional) If you want to add the third-party encoding device, please perform the following steps:

1.
2.

Go to the Device Management page and click the Server tab.

Click Add New Device Type, select Third-party Encoding Device and click OK.

Select Third-party Encoding Device in the organization panel and click Add Device to activate the

Add Device window.

® For IP/Domain: Edit the nickname, IP address / domain name, port No., user name,
password, channel number, start from and manufacturer for the device.

® For IP Segment: Edit the start IP, end IP, port No., user name, password, channel number,

start from and manufacturer for the device.

Note: If you edit 4 in Start From field, the software will get stream from the device since the fourth

channel.

] TE—
Adding Mode: Adding Mode:
@ IP/Domain _ IP Segment IP/Domain @ IP Segment
Nickname StartIP- [ ]
IP / Domain Name: EndIP:
Part 8000 Port 8000
User Name User Name:
Password: Password:
Channel Numbers: 1 Channel Numbers: 1
Start From: 1 Start From: 1
Manufacturer. Sony | V| Manufacturer: Sony ~
+ Exportto Group ' Exportto Group
Setthe device name as the group name and add all the channels Create group with device IP.
connected to the device to the group.
Add Add
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12.2 Adding the Decoding Device

Purpose:
To decode the video of the encoding device and display the decoded video on the Video Wall, the

decoding device needs to be added to the client.

Steps:
1. Click Enter Video Wall Config to enter the decoding device and video wall configuration interface.
2. Inthe Decoding Output area, click || to activate the Quick Adding of Decoding Device window.
Device Type: |Decader v|
Adding Mode
(@ IPIDomain IP Segment
MNickname:
Address:
Port: 8000

User Name:

Password:

Adding decoding device in Device Management interface is also available.

3. Set the device type as Decoder or Cascading Server.

For Decoder, there are 2 adding modes available. Select the adding mode and configure the
corresponding settings for the device.
For the detailed configuration about the 2 adding modes, please refer to the following sections:

® By specifying the device IP address, see Section 2.2.2 Adding Devices Manually.

® By specifying an IP segment, see Section 2.2.3 Adding Devices by IP Segment.
For Cascading Server, you can add the device via IP address. For detailed configuration, see
Section 2.2.2 Adding Devices Manually.

Edit the Output of the Decoding Device

Steps:

1. Inthe Decoding Output area, click |*' before the decoding device to list the outputs of it.

2. Double-click an output and you can edit the parameters for it. Or you can right-click a decoding
output in the video wall area and select Decoding Output Configuration to edit its parameters.
Note: For HDMI and VGA outputs, the resolution can be configured; for BNC output, the video
standard can be configured.

3. (Optional) you can check the checkbox of Batch Configuration and select other outputs to copy
the settings to.

4. Click OK to save the settings.
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‘Modify Decoder Output x

Mickname VGA3

Display Format: VGA

Resolution: XGA(1024*768)60HZ ~
Batch Configuration

+/ (m dff 6408HDI-S

+/ () diff 6408HDI-T

+ B B20

+ videe Wall Controller

12.3 Configuring Video Wall Settings

Purpose:
After the encoding device and decoding device have been added, the parameters of Video Wall need

to be configured for video display.

12.3.1Linking Decoding Output with Video Wall

Steps:
1. Click Enter Video Wall Config to enter the decoding device and video wall configuration interface.
2. A default video wall view with the window division of 3*3 is provided. You can edit the default
video wall or add a new video wall as desired.
Task 1: Add a Video Wall
1) Right-click the video wall and select Add Video Wall, or click to activate the Add Video
Wall window.
2) Enter the name, row number, column number and proportion of the video wall.
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Add Video Wall x

Use the mouse to select the rows and columns

Video Wall Name: [3x3| ]
Row: 3
Column 3
Praportion: 43 -

3) Click Add.

Task 2: Edit a Video Wall

1) Right-click the video wall and select Modify Video Wall to edit it.

2) In the pop-up window, you can edit the name, row number, column number and proportion
of the video wall.
Note: You can also drag your mouse to set the needed video wall.

3) Click Modify to save the settings.

Task 3: Delete a Video Wall

To delete the video wall, right-click the video wall and select Delete Video Wall.

3. Click-and-drag the decoding output on the left-side list to the display window of video wall, to
configure the one-to-one correspondence. You can also click and hold the Ctrl or Shift key to
select multiple outputs and then drag them to the video wall for configuring linkage in batch. You
can click B in the upper-right corner of the display window to release the linkage.

Notes:

® Up to 4 video walls can be added to the client software.

® The total number of the display windows of the video wall should be no more than 100.

® The ranges of the row number and column number are both between 1 and 10.
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3x3 [ Controller [} VideoWall [ ' Backto Operation Page

Search I
~ & 6408HDI-S
B veat
B veaz 6408HDI-S:VGA 2 6408HDI-S:VGA 3
[ —
B voas
B veas
B veas
B vea7
B veas
B Homi 1 6408HDI-T-VGA 1
B Howmi2
B Howmi 3
B Homi 4
B Homi s
B Home
B Hom 7
B Homie
+ @ 6408HDI-T
&8 6304DI-T

& 6004
L]

.

12.3.2Multi-screen Display

Purpose:
For decoder, you can joint multiple screens as a whole window. In this way, the decoded video of one
camera can be shown on the jointed window.
Before you start:
You should add decoding device to the client. Please refer to Section 12.2 Adding the Decoding
Device for detailed configuration about adding decoding device.
Steps:
1. Perform the step 3 of Section 12.3.1 Linking Decoding Output with Video Wall to configure the
linkage between the decoder and video wall.
2. Click-and-drag you mouse to select the adjacent display windows for jointing.
Notes:
1.  You can only joint the same output interfaces as a whole window. E.g., you can only joint 4
VGA interfaces or HDMI interfaces.

2. BNCinterface does not support jointing.

6404HD-T:VGA 1 65404HD-T:VGA 2

6404HD-T:VGA 4 6404HD-T:VGA 3

3. Click to confirm jointing the screens.
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6404HD-T:-VGA 1 6404HD-T:VGA 2

6404HD-T:Screen1

6404HD-T:-VGA 4 6404HD-T:VGA 3

4. (Optional) You can set the resolution for the jointed window by right-clicking on it and select
Decoding Output Configuration.

To cancel the multi-screen display, click B in the upper-right corner of the display window.

Modify Video Wall x

Mickname: Screen
Resolution: |720P(1280*720)50HZ |v|

12.3.3Configuring Background

Purpose:

You can upload pictures for showing as the background of the video window.

Note: Only the cascading server supports background configuration.

Steps:

1. Click ™ to expand the Background Picture panel.

2. Select a background picture and click to activate the background uploading window.

Upload Background

Cascading Server. |Video Wall Controller

File Path: |u¢

Index: 1 |v

Upload

Click E to select a picture file.
Select an index for the picture. Each index is related to a picture.
Click Upload to upload the picture.

Click and drag the configured background picture to the desired position of the video wall.

N o v ksw

You can move the window when the cursor becomes E] and adjust its size when the cursor
becomes directional arrow. Right-click on the background picture and select Background Picture
you can control the background picture.

Note: The picture will be displayed on the physical video wall after you upload the background.
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12.4 Displaying Video on Video Wall

Purpose:

After the settings of the encoding device, decoding device and video wall, the video stream from the

encoding devices can be decoded and displayed on the Video Wall.

Note: After enable decoding and displaying, the captured picture of the video from the encoding

device displays on the Video Wall interface. And the real-time live view is shown on the physical video

wall.

12.4.4Decoding and Displaying

Steps:

1.
2.

Click Back to Operation Page to go back to the Video Wall Operation interface.

Click B to save the linkage settings for the current scene. Or click il (beside [El) and select a

scene to save the settings for.

Notes:

e Scene settings are only supported by the cascading server. For setting the decoder, please skip
step 2 and 3.

e 8 scenes can be set for a video wall. Each scene can be configured with different linkage
settings and window divisions.

e For editing the name of a scene, select a scene and click to define a new name for it. You
can also click M to clear all the settings for the scene.

Select a scene which is configured with linkage settings and click @ to enable the scene.

Click-and-drag the camera on the left-side list to the display window of video wall. The video

stream from the camera will be decoded and displayed on the Video Wall. You can also select a

decoding window and then double-click a camera to decode and display the video. You can also

click and hold the Ctrl or Shift key to select multiple cameras and then drag them to the video

wall.

Select a playing window and click the icon ™ to get a preview of the video in the lower-right

corner of the screen. Or you can directly drag a camera to the preview window for live view. You

can also double-click the preview window to get a full-screen view.

Note: You can move the mouse to the window and click & in the lower-right corner to stop

decoding.

(Optional) Select a decoding window and click & to set the window division for it. Click | to

save the settings for the current scene. Or click & (beside ) and select a scene to save the

settings for.

If the decoded camera supports PTZ control, you can click # beside PTZ to activate the PTZ

control panel. For detailed configuration, please refer to Section 2.4.3 PTZ Control in Live View.

Right-click on a playing window to activate the decoding management menu, as shown below:

Note: The menu differs depending on the devices.
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Stop Decoding

"~y Stant Successive Decoding
« 4w Refresh

=2 Enable Audio

Enlarge Window
®:| Decoding Channel Status

1| Upload Logo
Show Logo

Set Alarm Window

@ GotoPlayback
Stop / Start Decoding: Stop / Start the decoding.
Start / Pause Successive Decoding: Start / Pause the cycle decoding. This function is only supported
by decoder.
Refresh: Refresh the decoding.
Open / Close Digital Zoom: Enable / Disable digital zoom.
Enable Audio: Turn on / off the audio of the decoding video.
Enlarge Window: Display the window in full-screen mode.
Decoding Channel Status: View the status of the decoding channel, such as decoding status, stream
type.
Upload Logo: Upload a picture as the logo to the video window and set the display parameters for it.
After setting, the logo shows in the defined position of the window on physical video wall.
Show / Hide Logo: Show / Hide the logo.
Stick on Top: Always stick the window on the top layer. This function is only supported by cascading
server.
Stick at Bottom: Always stick the window at the bottom layer. This function is only supported by
cascading server.
Lock: Lock the window to disable the roaming function.
Set Alarm Window: Display the video triggered by event or alarm input on Video Wall.
Decoding Delay: Set the delay degree of the decoding according to the actual needs. This function is
only supported by cascading server.

Go to Playback: Enter the playback mode. This function is only supported by decoder.
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fiSamera | a3 Contoller | video Wal & Entervideo Wall Config
Search. e
9016 E
L e i
- Intersection 12
(@]
@ IP Camera2_inters.

6408HDI-S:VGA 2 6408HDI-S:VGA 3

& IP Camera3_Inters...
& IP Camera4_Inters.

& 1P Camera5_Inters...

[+

— 10.7.525
+ 8464

+/ ) B20_Board11_Encodi...
6408HDI-T:VGA 1

+

. B20_Board11_Encodi...
+ ) B20_Board11_Encodi..

[+

) B20_Board14_Encodi...

+

) B20_Board14_Encodi..

+ 864

[+

3 4012
+ & 572

+ & 4212

. test4500
. appiphone5

+ _J VCA Device

Lz "
Icon Description
) Start all the decoding
= Stop all the decoding
(5 Stop all the roaming windows
le] Refresh all the decoding windows
2] Setcycle decoding and switching interval
12.4.5Windowing and Roaming Settings
Purpose:

Windowing is to open a new window on the screen(s). The window can be within a screen or span
multiple screens. You can move the playing window within the video wall as desired and this function
is called roaming.

Note: The windowing and roaming function should be supported by the decoding device.

Steps:

1. Click-and-drag on a screen which links to a decoding output to open a window. The window can
be within a screen or span multiple screens. If you want to open a window on the opened window,
click-and-drag and hold the Ctrl key to create one. And for the locked window (refer to step 6),
you can click-and-drag to create a new window on it.

Note: At least one camera should be selected before opening window.

2. You can move the window when the cursor becomes E] and adjust its size when the cursor
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3.

4.

10.

11.

becomes directional arrow. You can also hold the Shift key to scale the window in proportion.
During moving the window, the dotted borders will display. The window will be adjusted to align

with the borders if it is moved to the location near the dotted borders.

6408HD-S:VGA 2 6408HD-S:VGA 3

6408HD-S:VGA 6

Double-click the window and it will enlarge to fill the spanning screens and display on the top

layer. You can double-click again to restore.

6408HD-S:VGA 1 3 6408HD-S:VGA 3 6408HD-S:VGA 1

0 =
6408HD-S:VGA & »| Srons 10BHD-SVGA 6 6408HD-S:VGA &

(Optional) Select a window and click B to set the window division for it. Click @J to save the
settings for it.

Right-click on a window and select Lock in the right-click menu to disable the roaming function,
and the [ icon shows on the top-right corner of the window. In this way, the window cannot be
moved and resized. You can right-click on the window and select Unlock in the right-click menu to
recover the roaming function.

Right-click on a window and select Stop Decoding in the right-click menu, or move the mouse to
the window and click B in the upper-right corner to stop the decoding of the window and it will
be closed. You can also click &l to close all the roaming windows.

The window only shows a captured picture of the decoded video. You can right-click on a window
and select Refresh in the right-click menu, or move the mouse to the window and click £ in the
lower-right corner to capture a latest picture of the decoded video and display on the window.

If you want to view the specific area of the video in details, you can right-click on a window and

select Open Digital Zoom in the right-click menu and the cursor becomes =N Use the mouse to

drag on the video to realize digital zoom. You can check the effect on the physical video wall

Ll

Select a playing window and click the icon to get a preview of the video in the lower-right

corner of the screen. Or you can directly drag a camera to the preview window for live view. You
can also double-click the preview window to get a full-screen view.
Right-click on a playing window and you can control decoding management via the right-click

menu.

12.4.6 Configuring Playback

Purpose:
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The record file is supported to be played back on the video wall.

Note: playback function is only supported by decoder.

Steps:

1. Click-and-drag the camera on the left-side list to the display window of video wall, or you can
open a window if supported.

2. Move the mouse to the window and click & in the upper-right corner. Or you can right-click on
the window and select Go to Playback in the right-click menu.

3. If there is record file of current day, the record file will be played back automatically. If not, you
can set the search condition on the search panel which shows in the left area of the interface, and
click Search to find the record file. For detailed configuration about searching record files, please
refer to Section 3.2.1 Normal Playback.

4. Right-click on the playback window and you can control the playback through the right-click menu,
such as pause, stop, fast forward, slow forward, capture, start recording and full-screen playback.
Note: The saving path for the captured pictures and recorded files can be configured on System
Configuration page. Please refer to Section 10.2.2 File Saving Path Settings for detailed settings.

When you move the mouse to the screen, the icons will display as shown below.

Icon Description

Pause the playback

Stop the playback

Capture the playback video
Record the playback video

EORE=

Back to live view mode
ElE rplayback speed.

12.4.7 Configuring Cycle Decoding

Purpose:

The cycle decoding refers that you can configure multiple video streams of encoding devices to one
decoding output and you can set the switching interval for the decoding.

Note: The cycle decoding is only supported by decoder.

Steps:

1. Click & beside and set the switching interval for the cycle decoding.

2. Click-and-drag the camera on the left-side list to the display window of video wall, or you can
open a window if supported.

3. Move the mouse to the group node and click *2 to start cycle decoding. Right-click on the
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window and you can control decoding management via the right-click menu.

12.5 Configuring Video Wall Controller

Purpose:

The client provides the function of managing the added video wall controller.

12.5.8 Adding the Video Wall Controller

Purpose:

You should add the video wall controller to the client for management.

Steps:

1. Goto the Device Management page and click the Server tab.

2. Click Add New Device Type, select Video Wall Controller and click OK.

3. Select Video Wall Controller in the organization panel and click Add Device to activate the Add

Device window.
4. Edit the nickname, IP address / domain name, port No., user name and password for the device.
Click Add to save the settings.
Mickname: [| ]
Address:
Port: 8000
User Name:
Password: | |

6. For edit the output, please refer to Section 12.2 Adding the Decoding Device.

12.5.9Linking Output with Video Wall

Steps:

1. Click Enter Video Wall Config to enter the configuration interface.

2. A default video wall with the added video wall controller name is provided. You can edit the
default video wall as desired. For details, please refer to Section 12.3.1 Linking Decoding Output
with Video Wall.

3. Click-and-drag the output of the added video wall controller on the left-side list to the display

window of video wall, to configure the one-to-one correspondence. You can also click and hold

the Ctrl or Shift key to select multiple outputs and then drag them to the video wall for
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configuring linkage in batch. You can click B in the upper-right corner of the display window to
release the linkage.

4. For background settings, please refer to the Section 12.3.3 Configuring Background.

Notes:

® The total number of the display windows of the video wall should be no more than 100.

® The ranges of the row number and column number are both between 1 and 10.

Beadoatutnl 3x3 [ controller B3| Videowan [ < 5 Backto Operation Page
Search IR

B Homi 7
B voms
+ B B20 0
B B10

- Video Wall Controller Video Wall Controller:HDMI1 Video Wall Controller:HDMI2

Virtual LED ~ Video Wall Controller:HDMI3 Video Wall Controller:-HDMI4

Virtual LED1

12.5.10 Configuring Virtual LED

Purpose:

You can display the required contents on the video wall by using virtual LED.

Steps:

1. Click Enter Video Wall Config to enter the configuration interface.

2. Click = to display the Virtual LED panel, click *' to expand the added video wall controller.

3. Click-and-drag the virtual LED to the video wall.

4.  You can move the window when the cursor becomes E and adjust its size when the cursor
becomes directional arrow.

5.  Right-click the virtual LED in the panel and select Virtual LED Settings to set the parameters for it.

Content: Set the content that you want to display on the video wall.

Show Mode: Select the mode of the virtual LED as desired.

Moving Speed: Set the scrolling effect for the displayed text.

Font Size: Set the size of the displayed text.

Font Color: Set the color of the displayed text by clicking Color.

Background Color: Set the color of the background by clicking Color
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Virtual LED Settings x

Content:

Show Mode: Transparent v
Moving Speed: Mormal v
Font Size: 1 -

12.5.11 Configuring Video Wall Screens

Purpose:

The screens of the video wall can be configured, including screen type, opening screen, closing

screen, input source and image parameters.

Steps:

1. Click Back to Operation Page to go back to the Video Wall Operation interface.

2. Click L@Jto activate the Screen Control window.

3. Click-and-drag on the video wall to select the screens and configure the parameters for

them.

Screen Type: Select the type for the selected screens for different screen type adopting
different communication protocols.

Open Screen / Close Screen: Open or close the selected screens.

Open All / Close All: Open or close all the screens.

Input Source Type: Select the input source for the screen and click Set to save the settings.
Image Parameters and Position Adjustment: Select brightness or contrast and click + or
— to adjust the image parameters. Select horizontal or vertical and click + or — to
adjust the image position on the screen.

Screen Control x

Screen Type:
DLP v
Open Screen Close Screen
Open All Close All
Input Source Type:
VGA -
Set
Image Parameters and Position Adjustment
Brightness EAREIRE 3 Horizontal EAREIRE 3
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12.5.12 Displaying Video on Video Wall

Purpose:

After adding the video wall controller and linking the output with the video wall, the video stream

from the encoding devices or the signal source can be displayed on the video wall.

Notes:

® Encoding devices refer to the devices connected to iVMS-4200 client via network.

® Decoding module should be connected to the video wall controller before the video of the

encoding devices can be decoded and displayed.

® Signal source refers to the video signal (e.g., analog camera) connected to the video wall

controller via the local interfaces of the controller.

® After enable decoding and displaying, the captured picture of the video from the encoding

device displays on the Video Wall interface. And the real-time live view is shown on the physical

video wall.

® For signal source, no captured pictures displaying on the output window. You can check the live
video on the physical video wall.

Steps:

1. Click Back to Operation Page to go back to the Video Wall Operation interface.

2. Select a scene which is configured with linkage settings and click & to enable the scene.

3. Click-and-drag the camera or signal source on the left-side list to the display window of video wall.
The video stream from the camera or signal source will be displayed on the Video Wall. You can
also select a decoding window and then double-click a camera to decode and display the video.
You can also click and hold the Ctrl or Shift key to select multiple cameras and then drag them to
the video wall.

4. Or you can select a camera or signal source, then click-and-drag on a screen which links to an
output to open a window. The window can be within a screen or span multiple screens. If you
want to open a window on the opened window, click-and-drag and hold the Ctrl key to create one.
For details, please refer to Section 12.4.5 Windowing and Roaming Settings.

5. Select a playing window and click the icon * to get a preview of the video in the lower-right
corner of the screen. Or you can directly drag a camera to the preview window for live view. You
can also double-click the preview window to get a full-screen view.

6. Click B to save the current settings as a scene. Or click [l (beside [El) and select a scene or
create a new scene to save the settings for.

Notes:

e 32 scenes can be set for a video wall controller.

e For editing the name of a scene, select a scene and click to define a new name for it. You
can also click Bl to clear all the settings for the scene. For calling a scene, select a scene and
click B to enable the scene.

7. Right-click on a playing window to activate the decoding management menu, as shown below:
Note: The menu differs depending on the devices. Please refer to Section 12.4.4 Decoding and
Displaying for detailed introduction.

8. For displaying the record files of the encoding device on the video wall, please refer to Section

12.4.6 Configuring Playback.
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Purpose:

12.5.13 Configuring Plan

The plan function of video wall controller provides the switching the configured scene(s) and turning

on or off the screens at a certain time. You can also set the time schedule for switching the operations

(such as scene, close screens) and the plan can also be auto-switched.

Before you start: Scene(s) should be added for the video wall controller. Please refer to Section

12.5.12 Displaying Video on Video Wall for adding scenes.

Steps:

1.
2.

Click Back to Operation Page to go back to the Video Wall Operation interface.

Click = to display the Plan panel, click Add Plan or right-click on the panel and select Add Plan

to pop up the Add Plan window.

Note: Up to 16 plans can be added to a video wall controller.

Add Plan x

Nickname: Mode:  Manual ~
Plan Task
Add Up Down Delete
Index | Task Type Object Dwell Time(s)

Set the parameters for the plan:

Nickname: Edit a name for the plan as desired.

Mode: Select the mode to execute the plan. Manual, Auto and Auto-switch are selectable.

Manual: Automatically execute the plan until you stop calling the plan manually.

Auto: Execute the plan according to the configured start time and execution times in
Parameters panel.

Auto-switch: Execute the plan according to the configured time schedule and execution

times in Parameters panel.

Plan Task: Set the operations for the plan. The plan will be execute the added operations in

order.

Add: Add an operation for the plan. If you select the Task Type as Display Scene, you can
select the configured scene in the Scene drop-down list and set the dwell time. If you select
the Task Type as Open Screen or Close Screen, you can select the screen type for opening or

closing and set the dwell time.

® Up: Move the selected operation up.

® Down: Move the selected operation down.
® Delete: Remove the selected operation.
Parameters:

If you select Auto as the mode, you can set the Start Time and Execution Times. E.g., you set the
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Start Time as 2014-06-04 00:00:00 and Execution Times as 4, then the plan will be executed from
2014-06-04 00:00:00 and continuously for 4 times before stopping.

If you select Auto-switch as the mode, you can set the Weekday Settings and Execution Times.
E.g., you set the Weekday Settings as 10:30:00 of Mon and 08:30:00 of Wed, and Execution
Times as 6, the plan will be executed from 10:30:00 of Monday and continuously for 6 times,
then from 08:30:00 of Wednesday and continuously for 6 times. The next week, the plan will be
executed at the configured time.

Click OK to save the settings.

To call a plan, select a plan and click [ to enable the plan. For editing the plan, select a plan and
click to edit the settings for it. You can also click Bl to clear all the settings for the plan. To
stop the plan, right-click a plan and select Stop Plan.

Note: Please stop the plan before you want to configure the video wall controller.
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Chapter 13 'Web Browsing

Purpose:
The iVMS-4200 client software can also be accessed through web browsing. It provides the
functionalities of live view, playback, device management, account management, system configuration,

etc.

13.1 Login

Steps:

1. Input the IP address of the PC running the iVMS-4200 in the address bar of the web browser, and
press the Enter key. A login window will pop up.

2. Input the user name and password of iVMS-4200.

3. Optionally, check the checkbox Remember password to save the password.

4. Click Login.

Note: You can set the language as Chinese or English in the upper-right corner of the login interface.

u iVMS-4200 v2.0 Language: English =

Remember password

The homepage of the web browser after you login is shown as below.

Live View Playback Device Management Account Management System Configuration

Bl
iVMS-4200
Operation and Control Maintenance and Management
F Live View Device Management gg System Configuration
E -
o

Playback m Account Management

P
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13.2 Device Management

Purpose:
Before doing any operations via the web browser, devices need to be added to the system for

monitoring and management. You can add devices through the web browser.

Adding the Encoding Device

Steps:

1. Click the Device Management tab to open the Device Management page.
2. Click the Server tab.

3. Click Encoding Device to enter Encoding Device Adding interface.

£ Server —J Group - IP/Domain ) Refresh Al Q

Nickname 1P Device Serial No. HDD Status Recording Status Signal Status  Hardware Status Conn:
&4 Encoding Device

4 Storage Server 1721040.180 1721010180  DS-901BHF-ST1620111108BERRASB4ESTSWCVY () (=] © (2] 0
@ stream Media Server 172107441 172107441  DS-8104AHL-S0420110609BBCHO03340911WCVLY D) (=] o (2] ]
1721038.180 1721032180  DS-B01BHD-S0220080302ABCHO10232883WCVU () (=] © (&) 0
1729443 1729443 DS-2DF1-5720120121024DDCH412198001W [a) (=) [=] [2:) ]
172.0.6.45 172.0.6.45 DVR4-15000420130320AAWR4 192627 14WCVU fa) (=] (=] (&) 0
17206.88 1720688 DS-0016HF-51620130106BBRR342100888WCVU. () (=] (=] (&) 0
1721040.123 1721010123 DS-20F1-6720020100513BCCHA0056250 (a] (=] (=] (2] 0
1729.4222 172.9.4222 DS-0116HF-ST1620120107BBRR4066420 (a) (=) Q =) 0

You can add the encoding device in the following ways:
® Adding Devices Manually.

® Adding Devices by IP Segment.

® Adding Devices by IP Server.

® Adding Devices by HiDDNS.

Adding Devices Manually
Steps:
1. Click the icon to open the device adding dialog box.
2. Select IP/Domain as the adding mode from the drop-down list.
3. Input the required information.
Nickname: Edit a name for the device as you want.
Address: Input the device’s IP address or domain name.
Port: Input the device port number. The default value is 8000.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.
4. Optionally, you can check the checkbox Export to Group to create a group by the device name. All
the channels of the device will be imported to the corresponding group by default.
5. Click OK to add the device.
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Add Offline Device

Adding Mode IP/Domain -
Nickname I

Address

Port 4000

User Mame

Password

+ Exportto Group
Set the device name as the group name and add all the channels connected to the

device to the group.

Adding Devices by IP Segment

Steps:
1. Clickthe " icon to open the device adding dialog box.
2. Select IP Segment as the adding mode from the drop-down list.
3. Input the required information.
Start IP: Input a start IP address.
End IP: Input an end IP address in the same network segment with the start IP.
Port: Input the device port number. The default value is 8000.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.
4. Optionally, you can check the checkbox Export to Group to create a group by the device IP. All the
channels of the device will be imported to the corresponding group by default.
5. Click OK, and the device of which the IP address is between the start IP and end IP will be added

to the device list.

Add Offline Device

Adding Mode IP Segment -
Start IP

End IP

Port 4000

User Mame

Password

+ Exportto Group

Create group with device IP.
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Adding Devices by IP Server
Steps:
1. Clickthe "' icon to open the device adding dialog box.
2. Select IP Server as the adding mode from the drop-down list.
3. Input the required information.
Nickname: Edit a name for the device as you want.
Server Address: Input the IP Server address.
Device ID: Input the device ID registered on the IP server.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.
4. Optionally, you can check the checkbox Export to Group to create a group by the device name. All
the channels of the device will be imported to the corresponding group by default.
5. Click OK to add the device.

Add Offline Device

Adding Mode IP Server -

Nickname I

Server Address

Device ID.

User Name

Password

+ Exportto Group
Set the device name as the group name and add all the channels connected to the

device to the group.

B T

Adding Devices by HIDDNS

Steps:

1. Clickthe "' icon to open the device adding dialog box.

2. Select HIDDNS as the adding mode from the drop-down list.

3. Input the required information.
Nickname: Edit a name for the device as you want.
Server Address: www.hiddns.com.
Device Domain Name: Input the device domain name registered on the HiDDNS server.
User Name: Input the device user name. By default, the user name is admin.
Password: Input the device password. By default, the password is 12345.

4. Optionally, you can check the checkbox Export to Group to create a group by the device name. All
the channels of the device will be imported to the corresponding group by default.

5. Click OK to add the device.
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Add Offline Device

Adding Mode HIDDNS v

Nickname

Server Address www.hiddns.com

Device Domain Name

User Name

Password

+ Export to group
Set the device name as the group name and add all the channels connected to the

device to the group.

B T

Note: Check the checkbox Add Offline Device, input the required information and the device channel
count, and then click Add. When the offline device comes online, the software will connect it

automatically.

The devices will be displayed on the device list for management after added successfully. You can
check the nickname, IP address, serial No., HDD status, recording status and other information of the
added devices on the list.

Click Refresh All to refresh the information of all added devices. You can also input the device name in
the filter field for search.

Select device from the list, click Modify/Delete, and then you can modify/delete the information of
the selected device.

Select device from the list, click Remote Config, and then you can do some remote configurations of

the selected device if needed.

Importing Devices to Groups

Purpose:

After the devices added successfully, you can import the devices into groups for a convenient
management.

Steps:

Open the Device Management page.

Click the Group tab to enter the Group Management interface.

Click Add Group to open the Add Group dialog box.

Input the group name and click OK to create a new group.

Click Import to enter the Import Device interface.

Select the encoding channels from the device list and then select a group from the group list.

No vk wbh e

Click Import Select to import the selected encoding channels to the group.

You can also click Import All to import all the encoding channels to a selected group.
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Encoding Channel

Select device | All v
Encoding Channel Add Modify:.s Delete
5 P
172.10.10.180 + 172.9.4.222
172107441 +|- max
172.10.38.180 + EncodeSysiem36
172.9.4.42 + 172.10.10.180
1729645 +|- 172107141
172.9.6.88 + 172.9.4.43
Add group x 172.10.10.123 Import Select ==

17294222
EncodeSystem_96 Import All ==

EncodeSystem_97

EncodeSystem_98

A FEEFEFERFRFGERBRFEE

EncodeSystem_99

BN TR —

Click Add, and you can add a new group to the group list.

Click Modify after selecting a group/camera, and you can modify the group/camera information.
Click Delete after selecting a group/camera, and you can remove all cameras/the selected camera
from the group.

To delete a group, select the group from the list on the Group Management interface and click the

Delete Group button

13.3 Live View

Purpose:

On the Live View page, you can view the live video of the added cameras and do some basic
operations, including picture capturing, recording, PTZ control, etc.

Before you start:

A camera group is required to be defined for live view.

Click the Live View tab to open the Live View page.

Camera 53

P

17294222

max
EncodeSystemas
172.10.10.180
172107141
1729443

% [+ [+ [+ [+ [+

PTZ Control

»  »

Video Settings
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Starting Live View

Steps:

1. Open the Live View page.

2. Optionally, click the ﬁ icon in the live view toolbar, and select the screen layout mode.
3. Click-and-drag the camera to the display window,

or double-click the camera name after selecting the display window to start the live view.

Ll ANV TR VS b e

Live View Toolbar:
& LTI SEIES CALINS
On the Live View page, the following toolbar buttons are available:

Set the screen layout mode. 4 types of screen layout modes are

[&s] Set View
selectable: 1-Screen, 4-Screen, 9-Screen and 16-Screen.
u > Stop/Start Live View  Stop/Start the live view of all cameras.
Capture Capture the picture in the live view process.
o % Start/Stop Recording  Start/Stop the manual recording. The record file is stored in the PC.
4= Previous Go for live view of the previous page.
= Next Go for live view of the next page.
g2 M)  Mute/Audio On Turn off/on the audio in live view
@ @  Digital Zoom Enable/Disable the digital zoom function.
= Full Screen Display the live view in full screen mode. Press ESC to exit.

PTZ Control Functionality

Purpose:
Cameras with the pan/tilt/zoom functionality can be controlled through the web browser. You can also

set the preset, patrol and pattern for the cameras.

Clickthe © icon to expand the PTZ Control panel on the Live View page.
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PTZ Control ¥

= E e @ I
Preset Pattern Patrol
Preset1
Preset?
Preset3
Presetd
Presets

Preset6

Configuring the Preset
Perform the following steps to add a preset:
1. Click the Preset button to enter the PTZ preset configuration panel.

2. Click the direction buttons to steer the camera to the desired view.

3. Select a PTZ preset number from the preset list and click the icon .

To call a configured preset, select the preset from the list and click the icon E

To delete a configured preset, select the preset from the list and click the icon ﬂ
PTZ Control ¥

B e w
Preset Pattern Patrol

Preset1 (> g 3

Preset2
Preset3
Presetd
Presets
Preset6

Configuring the Pattern

1. Click the Pattern button to enter the PTZ pattern configuration panel.
2. Click 0 to start recording of this pattern path.

3. Use the direction buttons to control the PTZ movement.

4. Click 0 to stop and save the pattern recording.

5

Click the icon > to call the pattern. To stop calling the pattern, click .
Note: Only one pattern can be configured, and the newly-defined pattern will overwrite the previous
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pattern.

PTZ Control z

ZE e »
Preset Pattem| Patrol

P 5 QL

Configuring the Patrol

Before you start:

Two or more presets for one camera need to be added.

Perform the following steps to add and call a patrol:

Click the Patrol button to enter the PTZ patrol configuration panel.

Select a track number from the drop-down list.

Click to add a preset, and set the dwell time and patrol speed for the preset.

Repeat the above operation to add other presets to the patrol.

Optionally, you can click & or < to edit or delete the preset in the patrol path.

SANE L S o

Click the icon > to call the patrol. To stop calling the patrol, click .
Notes:

® Up to 16 patrols can be configured.

® The preset dwell time can be set to 1~255 sec, and the patrol speed can be set to level 1~40.

PTZ Control z

- \_/ -

2 E e @ I

Preset Pattern Patrol | Add Patrol No.
Path1 ~ p E &

Preset Preset1

Dwell Time(s)

Patrol speed
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Video Settings Functionality

Purpose:

The video parameters, including the brightness, contrast, saturation and hue, can be configured to
create better visual effects.

Steps:

1. Clickthe © icon to expand the Video Settings panel on the Live View page.

2. Move the slider to adjust the brightness, contrast, saturation or hue of the live video.

3. Click Default Value, and you can restore the defaults of the video parameters.

Video Settings

Brightness
Contrast

Saturation

Default Value

13.4 Playback

Purpose:
The record files stored on the storage devices such as the HDDs, Net HDDs and SD/SDHC cards on the

local device can be searched and played back remotely through the web browser.

Click the Playback tab to open the Playback page.
Camera 8 Playback } ., Search Results

IrC1

& IPC1_Camerat
1PC2

DVR

IP Dome

From 2013-05-02 00:00:00 [T
To 2013-05-0223:59:59 [

By card number

File Type
Al

Q search

Playback Toolbar:
LN AT N e
On the Playback page, the following toolbar buttons are available:

ﬁ Set View Set the screen layout mode. 4 types of screen layout modes are
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selectable: 1-Screen, 4-Screen, 9-Screen and 16-Screen.

u Stop/Start Playback Stop/Start the playback of all channels.

Capture Capture the picture in the playback process.

(@] % Start/Stop Clipping Start/Stop clipping the record files.

g2 d)  Mute/Audio On Turn off/on the audio in playback.

= Full Screen Display the playback in full screen mode. Press ESC to exit.

Searching Record Files

Steps:

1. Open the Playback page.

2. Select the cameras to be searched from the list.

3. Click the icon ﬁ to specify the start time and end time for the search.

4. Click Search. The record files of the selected cameras will be displayed on the Search Result tab
page.

Notes:

® You can also search the record files by the card number (only applicable to ATM DVR) or by the
file type.

® Up to 16 cameras can be searched simultaneously.

= Playback [ Search Results ‘
File List Q
Index Camera Start Time End Time Record Type File Size Play
1 172107441 Cameral  2013-05-10 00:00:00 2013-05-10 00:00:01 Time oMB (]
2 172107441 Cameral  2013-05-10 00:00:02 2013-05-10 032655 Time 173ME (]
3 72107441 _Cameral  2013-05-10 03:26:55 2013-05-10 08:30:14 Time 254MB o
4 172107441 Cameral  2013-05-10 08:30:14 2013-05-10 11:26:21 Time 143MB (]
5 172107441 Camera2  2013-05-10 00:00:00 2013-05-10 00:00:01 Time oMB (]
6 172107441 _Camera 20130510 00:00:02 2013-05-10 04:32:27 Time 234Me Q
7 172107441 Camera2  2013-05-10 043227 2013-05-10 09:28:33 Time 254MB (]
8 172107441 Camera2  2013-05-10 09:28:33 2013-05-10 11:26:34 Time 101MB (]
9  172.10.74.41_Camera3 2013-05-10 00:00:00 2013-05-10 00:00:02 Time oMe >}
10 172107441_Camera3  2013-05-10 00:00:02 2013-05-10 04:31:21 Time 27MB o
11 172107441 Camera3  2013-05-10 04:31:21 2013-05-10 09:35:47 Time 254MB8 [*]
12 172107441 Camera3  2013-05-1009.35:47 2013-05-10 1125:45 Time 92MB (]
13 172107441 Camerad  2013-05-10 00:00:00 2013-05-10 00:00:02 Time ovB o
Total 17 records <</[<|1]>]>>| Page >

Playing Back Record Files

After searching the record files, you can play back the record files in the following two ways:
® Playback by File List

Select the record file from the search result list, and then click the icon % to play the video on
the display window of playback.
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I ®m«» p» g

®  Playback by Timeline
The timeline indicates the time duration for the record file. Click on the timeline to play back the

video of the specific time.

You can click E==2 or == to scale up or scale down the timeline bar.

You can use the mouse wheel to zoom in or zoom out on the timeline.

8 Playback . Search Resulls

He «wer i

Windowd1 | I J*

Window(2
Window(3
Window(4

Move the mouse pointer to the display window in playback to show the toolbar.
Toolbar in Each Playback Display Window:
s «» »p &

In each playback display window, the following toolbar buttons are available:

i p Pause/Start Playback  Pause/Start the playback of the record files.

m Stop Playback Stop the playback of all cameras.

“ Speed Down Decrease the playback speed of the record files.
b Speed Up Increase the playback speed of the record files.
> Single Frame Play back the record files frame by frame.

g Download Download the record file for backup.
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13.5 Account Management

Purpose:
Different user accounts can be added for the client through the web browser and you can also assign

permissions for the added users. The user you registered is set as the super administrator.

Click the Account Management tab to open the Account Management page.

User List ~ Add o/ Modify .4 Delete
Index User Name User Type
1 root Super User

Adding the User

Steps:

Open the Account Management page.

Click Add to open the Add User dialog box.

Select the user type. You can set the user type as Administrator or Operator.
Input the user name, password and confirm password as desired.

Check the checkboxes to assign the permissions for the created user.

Optionally, you can click Default Permission to restore the default permissions of this user.

No ok wbhe

Click Save to save the settings.

Notes:

® A user name cannot contain any of the following characters: /\ : ¥ ? “ <> |. And the length of the
password cannot be less than 6 characters.

® Up to 50 user accounts can be added for the client software.

Add User x
User Infomation
User Type Administrator v User Name
Password Confirm Password

User Privilege

v Al -~ ¥ IPC1 =l
 Live View + IPC1_Camera1
~ PTZ Control =] @ IPc2 3
< Caplure + IPC2_Cameral L
+ Record g EDVR
+/ Camera Settings £ BhallEmnEr]
DVR_C. 2
+ Playback remote record file(s) K LS
+ DVR_Camera3
+ Download remote record file(s)
+ DVR_Camerad
+ Remote Recordi
emate Recording ~ DVR_Camerab
+ Two-way Audio  DVR Cameraé
+ Synchronization & DVR_Camera?
+ Picture backup ~ DVR_Camerad
+ Backup Record File(s) + DVR_Camerad -
e
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Managing the User

Purpose:

The newly created user account is added to the user list. You can edit or delete the information of the
user accounts.

To edit the information of the user, select the user from the user list, and click Modify.

To delete the information of the user, select the user from the user list, and click Delete.

13.6 System Configuration

Purpose:
The general parameters, including network performance, play performance and saving paths of files

can be configured through the web browser.

Click the System Configuration tab to open the System Configuration page.

Network Performance Normal Better @ Best

Play Performance Real Time v
Saving Path of Video File ChUsers\zhangxiu\BSWeb\Wideo

Saving Path of Pictures ChUsers\zhangxiu\BSWeb\Capture

Saving Path of Configuration File  C:\Users\zhangxiu\BSWeb\Config

Default Value Save
Steps:
1. Open the System Configuration page.
2. Set the network performance and play performance. Click the icon | to select a local saving

path for the files. For details, see Table 10.1 System Parameters.
Optionally, you can click Default Value to restore the defaults of all system parameters.
4. Click Save to save the settings.
Table 10.1 System Parameters

Parameters Descriptions

Network Performance | The current network conditions. It can be set as Normal, Better or Best.

The play performance of the live video. It can be set as Shortest Delay, Real
Play Performance )
Time, Balanced or Fluency.

Saving Path of Video The saving path of video files recorded by manual recording.

Files

Saving Path of Pictures | The saving path of the captured pictures in live view or playback.

Saving Path of The saving path of the system configuration files.

Configuration File
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Chapter 14 Overview of Access Control

System

14.1 Description

The access control system is a system of configuring permission of door access. It provides multiple
functionalities, including access controller management, people/card management, permission
configuration, door status management, event search, etc.

This user manual describes the function, configuration and operation steps of Access Control System.
To ensure the properness of usage and stability of the system, please refer to the contents below and

read the manual carefully before installation and operation.

14.2 Configuration Flow

Refer to the following flow chart for the configuration order.

Configure the Card Dispenser

v

Configure the Access Controller

v

Configure the Door

v

Configure the Department, Person and Card

v

Configure the Schedule Template (Week Plan,
Holiday Group and Schedule)

TN N YN Y

A

A J

Configure and Download the Permission

A J

View Status

N N N N N N N

N
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Chapter 15 Device Management

15.1 Controller Management

15.1.1 Interface Introduction

Controller Management

Click the e icon to enter the controller management interface.

Device Managed (1)

Add Device Edit Delete Bulk Time Adj. Status Remote Config. Refresh Filter
Name Type Connection Mode P » Port BaudRate Dial-up | Connection Status Refresh
123 Access Controller_DS-KAT200E... TCP/P 10.17.138.232 80. 1 Online &
Online Devices (0) @ Refresh

Add to Client Add All Device Edit Network Reset P Activate Filter
Name - | Type 1P Port Activated Added

The interface is divided into 2 parts: device management and online device detection.

Device Management:

Manage the access control devices, including adding, editing, deleting, and batch time synchronizing
functions.

Online Device Detection:

Automatically detect online devices in the same subnet with the access control server, and the
detected devices can be added to the server in an easy way.

Note: The control client can manage 100 access controllers at most.
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15.1.2Device Management

Adding Controller

Steps:
1. Click the Add Device | 14 enter the add access controller interface.
add the access controller 4
Name:
Type: Access Controller_DS-K2E01 ~
Connection Method: TCRIP A4
Address:
Port: s00an
Baud Rate:
Dial-up: 1
Account:
User Mame:
Passwaord:
Add Cancel

2. Input the device name.
Select the access controller type in the dropdown list.
4. Select the connection mode in the dropdown list: TCP/IP, or COM port, or Ehome.
TCP/IP: Connect the device via the network.
Ehome: Connect the device via the Ehome protocol.
5. Set the parameters of connecting the device.
If you choose to connect the device via network, you should input the IP address and port No. of
the device, and set the Dial-up value to 1.
If you choose to connect the device via Ehome protocol, you should input an account.

Note: For the detailed information about the account, refer to 15.1.3.

6. Click the Add button to finish adding.

You can click Status to check the detailed status of the controller, and click Remote Configuration to

configure the settings of the controller.

Editing Device (Basic Information)

Purpose:

After adding the device, some advanced parameters can be configured in the editing device interface,
e.g. downloading hardware parameters, reading hardware parameters, time synchronizing,

configuring access point, etc.
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Steps:

1. Inthe device list, click Edit button to edit the information of the selected added device.

Edit Access Controller x

Hardware Par... | Reading Hard..  Time Seftings  Network Seflings | Linked Captur.

“@ Readerin_1

“@ ReaderOut_2 Name: 123
Connection Method TCPIP v
Address 10.17.138.231
Port 8000
Baud Rate:
Diak-up 1
Account
User Name admin
Password: o

Enable Holiday

Edit Cancel

2. Edit the basic parameters of the device on your demand, which are the same as the ones when
adding the device.

3. (Optional) Check the checkbox of Enable Holiday to enable the holiday parameters when
downloading permissions.
Click the Edit button to finish editing.
Click the Hardware Parameters Downloading button to download the updated parameters to the

local memory of the device.

Editing Device (Door Information)

Edit Access Controller x

Hardware Par_.. | | Reading Hard Time Seftings | | Network Settings|  Linked Caplur.

“@ Readerin_1

ltems Options Value
“@ ReaderOut_2

Door Magnetic Remain Closed ¥

Exit Button Type Remain Open -

Door Locked Time (s) 5
Door Open for Disabled Person 15
Door Open Timeout (s) 30
Enable Lock Door when Door Close Yes v

Duress Code

Super Password

Dismiss Code (Max. 8 digits )

Restore De.

Edit Cancel

Steps:
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In the editing interface, click the Door_1 button to edit the information of the selected door.

1)
2)
3)
a)
5)
6)

7)

8)

Door Magnetic: The Door Magnetic is in the status of Remain Closed (excluding special
conditions).

Exit Button Type: The Exit Button Type is in the status of Remain Open (excluding special
conditions).

Door Locked Time(s): After swiping the normal card and relay action, the timer for locking
the door starts working.

Door Open for Disabled Person: The door magnetic can be enabled with appropriate delay
after disabled person swipes the card.

Door Open Timeout(s): The alarm can be triggered if the door has not been close

Enable Lock Door when Door Close: This function has not been supported yet.

Duress Code: The door can open by inputting the duress code when there is a duress. At the
same time, the access system can report the duress event.

Super Password: The specific person can open the door by inputting the super password.

Click the Restore Default Value to restore all parameters into default settings.

Click the Edit button to save parameters.

Click the Hardware Parameters Downloading button to download the updated parameters to

the local memory of the device.

Editing Device (Card Reader Information)

Steps:

1.

vk W

Edit Access Controller x

Hardware Par... Reading Hard. Time Settings Metwork Settings  Linked Captur.

- W 123 Basic Information Expansion Information

“@ ReaderOut 2 Name ReaderIn_1
Dial-up: 1
Account
User Name:

Password:

Edit Cancel

In the device list, select a card reader name to enter into the card reader information editing

interface.

Click the Basic Information button to edit the basic information about the card reader.

Click the Expansion Information button to edit the expansion information about the card reader.

Click the Edit button to save parameters.

Click the Hardware Parameters Downloading button to download the updated parameters to the

local memory of the device.
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Deleting Device
Steps:
1. Inthe device list, select a device by clicking it, or select multiple devices by pressing Ctrl button on

your keyboard and clicking them one by one.

2. Click the Delels button to delete the selected device(s).

3. Click OK button in the popup confirmation dialog to finish deleting.

Information x

Delete the selected items?

oK Cancel

Bulk Time synchronization

Steps:

1. Inthe device list, select a device by clicking it, or select multiple devices by pressing Ctrl button on
your keyboard and clicking them one by one.

2. Click the Bulk Time Adjustment button to start time synchronization.
A message box will pop up on the lower-right corner of the screen when the time synchronization

is compeleted.

Status

In the device list, you can click Status button to enter view the status.

1) Door Status: The status of the connected door.

2) Host Status: The status of the host, including Storage Battery Power Voltage, Device Power
Supply Status, Multi-door Interlocking Status, Anti-passing Back Status, Host Anti-Tamper Status.

3) Card Reader Status: The status of card reader.

4)  Alarm Input Status: The alarm input status of each port.

5) Alarm Output Status: The alarm output status of each port.

6) Event Sensor Status: The event status of each port.

Remote Configuration
In the device list, you can click Remote Configuration button to enter the remote configuration
interface On this this interface, you can set the access parameters, enable the face detection function,

and so on.
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@l Remote Configuration [=]
4 & system Configure Acs Paramters.
2 Device Infor..
& General Downstream RS485 communication backup ]
57 System Mai.
(3 RS485 Display face detection picture ]
5 Security Display card
W Network i . .
b G Alarm Display user information [}
4 & Others Superimposed user information =
%3¢ Acs Parame.
= Enable voice prompts
2 Acs Picture _..
g Face Detect Upload pictures to capture whether the linkage =
» @ Operation Save interact capture picture al}
Enable manually entering card no ]

Apply

15.1.3 Network Settings

Purpose:
In the network settings interface, the network settings of the device can be uploaded and reported.

Uploading Mode Settings

Network Settings »

Upload Mode Seitings | Network Center Settings Wireless Communicati. ..

Center Group: Center Group1 hd
Enable
Report Type: Alarm Data

Upload Mode... Main Ch... Off

Backup... Off

oK

Steps:
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1. In the access controller editing interface, click Network Settings button to enter the network
settings interface.

Click the Uploading Mode Settings button.

Select the center group in the dropdown list.

Tick the Enable to enable the selected center group.

Select the report type in the dropdown list.

o vk wNnN

Select the uploading mode in the dropdown list. You can enable N1/G1 for the main channel and
the backup channel, or select off to disable the main channel or the backup channel.
Note: The main channel and the backup channel cannot enable N1 or G1 at the same time.

7. Click the OK button to save parameters.

Network Center Settings

Network Settings x Network Settings x

Upload Mode Settings | Metwork Center Seftings Wireless Communicati. Upload Mode Settings | Network Center Seftings Wireless Communicati-

Network Center: Center1 > Network Center: Center1 ~

Address Type IP v Address Type Domain Name A4

IF: Domain Name:

Port Port:

Protocol Type Private v Protocol Type. Private v

Account Name: Account Name:

OK OK
Steps:

1. In the access controller editing interface, click Network Settings button to enter the network
settings interface.
Click the Network Center Settings button.
Select the network center in the dropdown list.
Select the address type in the dropdown list: IP, or Domain Name.
IP: Input the IP address, and port No..
Domain Name: Input the domain name, and port No..
Select the protocol type: Ehome.
Set an account name for the network center. A consistent account should be used in one
platform.
7. Click the OK button to save parameters.
Note:
. In the Ehome protocol, the default port number is 7661, and the port type should be UDP port.
Related settings files need modifying if the port type does not match.
. The port number of the wireless network and wired network should be consistent with the port

number of Ehome.
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15.2 Access Control Point Management

15.2.1 Interface Introduction

Access Control Point
The adding, deleting and

editing of person and

. department. .

Click the ' icon on the control panel to enter the door management
interface.

‘Add Group Delete Gro ‘Access Control Point under Group Test_1

2] Impon Eait Delete
e Beiengla Gorkoler e

W reaz 123_Doorl 123 1

B Test3

B Test s

Group Management
The doors can be added to different groups to realize the centralized management.
Door Management

Manage the specific door under the door group, including importing, editing and deleting door.

15.2.2 Group Management

® Adding Group

Steps:
1. Clickthe = AdIGOUB | btton to pop up the Add Group dialog.
Mame: aroup 1
oK Cancel
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OK

2. Input the group name in the text field and click the button to finish adding.

Note: Multi-level groups are not supported yet.

® Editing Group
Steps:
Double-click the group or right-click the group and select Edit in the right-click menu.

® Deleting Group

To delete a group, three ways are supported.

€ Click to select a group and click the Delete Group | p,tton.

€ Right-click a group and select Delete in the popup menu.

€ Move the mouse onto the group and click icon of it.
And then click the OK button in the popup window.

15.2.3 Access Control Point Management

Access control points under the group can also be edited, refer to the following instructions.

® Importing Access Control Point

Steps:

1. Click the po button to pop up the access control point importing interface.
Select a access control point to import by clicking it.

3. Click to select a group in the right side bar to import to.

4. Click LILLL button to import the selected access control points or click

impod 8 to import all the available access control points.

Note: You can click button on the upper-right corner of the window to create a new group.

The control client can manage 100 access control points at most.

®  Editing Access Control Point
Steps:

Edit

1. Click to select a access control point in the list and click the button to edit the

access control point.

2. Edit the Door Name and Position.

3. Click 1.1 button to finish editing.

Note: you can also enter the Edit interface by double clicking the door from the list.
® Deleting Access Control Point
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Several ways are supported to delete the access control point, as shown below.

€ Click to select a group in the group list, select door(s) under it, and click Dekels button.

€ Click to select a group in the group list, and click Delaie button to delete all access

control points under the group.

€ Move the mouse onto a group in the group list, and click button to delete all access control
points under the group.

Note: you can also edit/delete a door on the Import Access Control Point panel.

Import Access Control Point x
Access Control Point Group
Search o) Search.. P

10.7.52.106_Door1

Import

Import All

Steps:

1. Select a control point on the Group panel.

2. Click the /ﬂicon to enter the Edit Access Control Point panel or to delete the control

point.
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Chapter 16 Permission Management

16.1 Person Management

16.1.1 Interface Introduction

A Person Management

Jwd _ The adding, deleting and
ﬂ editing of access control
Click the UL icon on the control panel of the software.
Adding, editing, deleting and filtering of the department and person are supported in this interface.

Add Depart.. Delete Dep... | Person List
Eeah 2 Add Person Edi Delste Fifter
F_ Name Gender 1D Type ID No Contact Phone Mo.
Lela Female D 3305447812169
Shannar Female D 15687491654987981654
Steve Male ID 16549841651645

16.1.2 Department Management

Steps:

Add Depart...

1. Inthe department list, click button to pop up the adding department interface.

Add Department »

Upper Depart...  Default

Department Ma...

Ok Cancel

Notes:

® Multi-level department system can be created. Click a department as the upper-level

deparment and click AddDepart.. | ptton, and then the added department will be the

sub-department of it.
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® Upto 10 levels can be created.

2. You can double-click an added department to edit its name.

3. You can click to select a department, and click the Delete Depa...| 1y tton to delete it.

Notes:
® The lower-level departments will be deleted as well if you delete a department.
® Make sure there is no person added under the department, or the department cannot be

deleted.

16.1.3 Person Management

Note: In the person management interface, double-click the person name or click the Edit button to
edit the person informationt
In the person management interface, click the Delete button to delete the person.
Up to 2000 persons ban be added.

®  Inputting General Information

Steps:

Add Person

1. Select a department in the list and click the in the person infoarmation list to pop

up the adding person interface.

2. Input the Person Name (required), Gender, ID Card, etc., upload the photo of the person and click
the SEE icon to finish adding.
Note: The format of the photo should be .jpg, or .jpeg.

3.  You can double-click an added person to edit its information.

Delete

4. You can click to select a person, and click the button to delete it.

Information x

Confirm deleting selected person

Ok Cancel

If a card is associated with the current person, the association will be invalid after the person is
deleted.

® Inputting Fingerprint

Steps:

1. Inthe personal information interface, click the Fingerprint button.
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General Fingerprint

Atart Register  MDelete Fing.. M Delete Al

Tips: Lift and rest your finger on the fingerprint scanner twice to compl..

Save Cancel

2. Click the Start Register button, and select the fingerprint to be input.
3. Click the Save button to save the parameter.
Note: Click the Delete Fingerprint button to delete the fingerprint.

Click the Delete All button to clear all fingerprints input.

16.2 Card Management

16.2.1 Interface Introduction

Card Management

L=k

_ The management of card.

Click on the control panel of the software to enter the card
management interface.

Empty Card Normal Card Card Reported Loss
Empty Card List
Add Card Issue Card Delete Filter
Card No Status
0001 Empty Card
0002 Empty Card
0003 Empty Card
0004 Empty Card
0005 Empty Card

The cards are divided into 3 types: Blank Card, Normal Card, and Lost Card.
Blank Card: A card has not been issued with a person.
Normal Card: A card is issued with a person and is under normal using.

Lost Card: A card is issued with a person and is reported as lost.
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16.2.2Blank Card

® Adding Card
Before you start:

Make sure a card dispenser is connected to the PC and is configured already. Refer to Section

18.2.3 Card Dispenser Configuration for details.

Steps:

1.

Click the AddCard | htton to add cards.

2. Two modes of adding cards are supported.

3.

Adding Single Card
L]

Choose the Single Add as the adding mode by clicking the to "= and input the Start
Date, Expiring Date and Card No. in the text field.

Add Card x

Adding Meth__. 8  AddOne Bulk Adding
Activation Da...  2015-07-29 00:00:00  [2F
Expiry Date: 2036-12-31 00:00:00 I‘ﬂ

Enter card Mo

Ok Cancel

Batch Adding Cards

Choose the Bulking Adding as the adding mode by clicking the to ' and input the

activation date, expiry date, start card No. and last card No. in the corresponding text fields.
Note: The start card No. and the last card No. should be the with same length. E.g., the last card
No. is 234, then the start card No. should be like 028

Add Card x

Adding Meth_.. Add One % Bulk Adding
Activation Da_.  2015-07-31 00:00:00  [50
Expiry Date: 2036-12-31 00:00:00 rﬂ

Start card Mo

End Card Mo.:

OK Cancel

Click the OK button to finish adding.
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4. Click an added blank card in the list and click lssue Card | 1y ;tton to issue the card with a

person.

Note: you can double click the blank card in the card list to enter the Issue Card Page.

Issue Card

Card No.: 001

Flease choose responding person for card:

Search (o]
& Lela

Flease choose responding fingerprint for card:

Tip: Please collect fingerprint data on device.

oK Cancel

5. Click to choose a person on your demand in the popup dialog box, select a fingerprint, and click

OK to finish.

Note: The issued card will disappear from the Blank Card list, you can check the card information in
the Normal Card list.
Up to 2000 cards can be added.

® Deleting Card

Delete

You can click an added blank card in the list and click button to delete the selected

card.

16.2.3Normal Card

Mormal Card

Click the tab in the card managemet interface to show the Normal Card list. You can

view all the issued card information, including card No., card holder, and the department of the card

holder.
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Empty Card Normal Card Card Reported Loss

MNormal Card List

Card Change Return Card Report Card L...  Password Sett... Filter
Card No Status Card Holder Name Departrment
0001 MNormal Card Lela Market Department
0002 Normal Card Clivia Market Department
0003 Normal Card Shanna Market Department
0004 Normal Card Sam Market Department
0005 Normal Card Lemon Market Department

& Click to select a card and click the Card Change button to change the associated card for card
holder. Select another card in the popup window to replace the current card.

€ Click to select an issued card and click the Return Card button to cancel the assotiation of the
card, then the card will disappear from the Normal Card list, which you can find it in the Blank
Card list.

@ Click to select an issued card and click the Report Card Loss button to set the card as the Lost
Card, that is, an invalid card.

@ Click to select an issued card and click the Password Settings button to set the password for the

card, set the password in the text filed and click the OK button to finish setting.

Password Settings

Card No.: 123

Card Password:

Ok Cancel

Note: The password will be required when the card holder swiping the card to get enter to or exit

from the door if you enable the card&password authentication on the advanced configuration

page.

16.2.4 Lost Card

Click the CardRepotedloss o p in the card managemet interface to show the Lost Card list. You can

view all the lost card information, including card No., card holder, and the department of the card
holder.
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Empty Card Normal Card Card Reported Loss

Card Loss List

Cancel Card L Card Replace Filter
Card No Status Replace card? Card Holder Name Department
123 Card Reported Loss Mo Lela Default

€ Click the Cancel Card Loss button to resume the card to the normal card.
@ Click the Card Replacement button to issue a new card to the card holder replacing for the lost
card. Select another card in the popup window as the new card and the predefined permissions

of the lost card will be copied to the new one automatically.

16.3 Schedule Template

16.3.1 Interface Introduction

= Template
[an\ The adding, deleting and
./ editing of duration, week

Click EEDITIIENE on the control panel of the software to enter the schedule template
interface.
@ Week Plan ) Holiday Group El Template
°r Add Week. =i Delete Wee Froperty =] Save
Gearch o

_ ‘Week Plan. Enable Week Plan by Default

|11 Disable Week Plan by Def..

Remark: Enahling week plan will take effect of allthe card usage in one
week, and cannot be edited and deleted

B copyto... % DeleteDu... @ ClearDur...

=1
b=t
=
[N
=
4
=
o
=1
@

10 ilZ 14 16 12 20 22

[

4

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

There are 3 settings in this interface: Week Plan, Holiday Plan, and Template.
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16.3.2 Setting Week Plan

® Adding Week Plan

System defines 2 kinds of week plan by default, Enable Week Plan by Default and Disable Week Plan
by Default. You can define custom plans on your demand.

Steps:

1. Click the Add Week Plan button to pop up the adding plan interface.

Add Week Plan x

Week Plan Na...

oK Cancel

2. Input the name of week plan and click the OK button to add the week plan.

3. Select a week plan in the plan list on the left-side of the window to edit.

4. Click and drag your mouse on a day to draw a blue bar on the schedule, which means in that
period of time, the cofigured permission is activated.

5. Repeat the above step to configure other time periods.
Or you can select a configured day and click the Copy to Week button to copy the same settings to

the whole week.

Deleting Week Plan
€ Click to select a configured duration and click the Delete Duration button to delete it.
€ Click the Clear Duration button to clear all the configured durations, while the week plan still
exists.
€ Click the Delete Week Plan button to delete the week plan directly.

16.3.3 Setting Holiday Group

® Adding Holiday Group
Steps:
1. Click the Add Holiday Group button to pop up the adding holiday group interface.

Add Holiday Group x

Holiday Group...

OK Cancel

2. Input the name of holiday group in the text filed and click the L. button to add the
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holiday group.

1)

2)
3)

4)

3. Click the | Addholiday| ;00 to add a holiday in the holiday list and configure the duration of
the holiday.
Note:At most 16 holiday periods can be added.
Holiday list - Add holiday 4 Previous P Nex
Seria... | Start Time End Time Duration Opera..
00 02 04 0B 08 10 12 14 16 18 20 22 24
1 2014-10-28 (5| 2014-10-20 [ — Xox
00 02 04 06 03 10 12 14 16 1§ 20 22 E4
2 2014-10-30 [0 | 2014-11-01 [£L _ xox

00 02 04 08 08 10 12 14 1B 1§ 20 22 24
3 [lzouerios @jzotetioo B I e

00 02 04 08 08 10 12 14 16 18 20 22 24

4 20141110 B 20141112 [E I XX

Click and drag your mouse on a day to draw a blue bar on the schedule, which means in that
duration, the cofigured permission is activated.

Click to select a configured duration and click the % todeleteit.

—

Clickthe [ to clear all the configured durations, while the holiday still exists.

Click the £ to delete the holiday directly.

4. Clickthe & Save button to save the settings.

Note: The holidays cannot be overlapped with each other.

16.3.4 Setting Schedule Template

The schedule consists of week plan and holiday group; you can only choose which plan and group to

enable in the schedule template configuration interface. Configure the week plan and holiday group

before configuring the schedule template.

Note: The priority of holiday group schedule is higher than the week plan.

Steps:

1. Click the Addschedul..| v hon up the adding schedule interface.

Add Template »

Template Name:

Ok Cancel
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2. Input the name of schedule in the text filed and click the 2.1 button to add the

schedule.
3. Select a week plan you want to apply to the schedule.

Click the Week Plan tab and select a plan in the dropdown list.

@ Week Plan | Holiday Group = Template
"7 Add Template Delete Tem..  Property H sawe
Search fe)

| Default Enable Schedule T. Template Name:  Tamplats_1

|| DefaultDisable Schedule...

[@ weekPlan | [ Holiday Group
Week P Enable Week Plan by Default | ~

=3

0 02 04 08 08 10 12 14 16 18 20 22

0
kS

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

4. Select holiday groups you want to apply to the schedule.
Note:At most 4 holiday groups can be added.

[T weekPlan | [ Holiday Group

Holiday Group to be Selected The selected holiday group
Search o Serial No. Holiday Group Na... | Remark
Holiday_1 1 Holiday_1
. Add
¥ Delete
[in] Clear

€ Click to select a holiday group in the left-side list and click the | L to add it.

* Delete

€ Click to select an added holiday group in the right-side list and click the to

delete the it.

@ Clickthe | @ Clear | t5 delete all the added holiday groups.
5. Clickthe &  Save button to save the settings.
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16.4 Door Status Management

Purpose:

The function of Door Status Management allows you to schedule weekly time periods for a door to remain open

or closed.

Click the

Steps:

£

Status Duration
Configure the door state

Durations. . .
icon on the control panel to enter the interface.

[F| Access Contr.

i@ Status Duration

== Control Panel

Access Control Lis & Access Control Door Status Configuration Copy To H Sa
Search... =l
10.7 52.106_Door1 Remain Open BRemain Closed [Elcopy to whale w Delete dur Clear
i 0z 04 [ 08 10 12 14 16 18 20 22 24

Monday

Tuesday

Thursday

Satwrday

Sunday

1. Enter the Door Status Management page.
2. Click and select a door from the door list on the left side of the page.

3. Draw a schedule map.

1)

2)

Select a door status brush ~ Femaintpen BRemain Closed 1 40 upper-left side of the

Door Status Settings panel.
Remain open: the door will keep open during the configured time period. The brush is

marked as yellow.
Remain Closed: the door will keep closed during the configured duration. The brush is

marked as blue.
Click and drag the mouse to draw a color bar on the schedule map to set the duration.
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Door Status Configuration Copyto H Save

Remain Open B Remain Closed E] Copy to Whole._. 3 Delete Du_ ﬁ Clear

=1
=1
=1
&)
o
=
=1
@
=1
@
[
o
ma
2
[
-
e
o™
-
@
I~
&
)
5]
0
=

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

@ Sunday

Notes
() The min. segment of the schedule is 30min.
() You can copy the configured time periods of a day to the whole week.
Steps:
1. Select a day which has already been configured.
2. Clickon [EJcopy to whole w... to copy the time periods to the whole week.
4. Edit the schedule map.
e  Edit Duration:

Click and drag the color bar on the schedule map and you can move the bar on the time

track.

Click and drag the mouse on the ends of the color bar and you can adjust the length of the
bar.

o Delete a Duration:

Click and select a color bar and click _ ¥ Delete dur..| to delete the time period.

®  Clear All Durations:

Click [ Clear  to clear all configured durations on the schedule map.

5. Clickon & save to save the settings.

6. You can copy the schedule to other doors by clicking on Copy To and select the required

doors.
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Copy to

Flease selectthe access control point to copy.

Search o

’_

OK Cancel

7. Clickon & AccessControl . to enter the Download Door State page.

ontrol Status Downloading

Flease choose access control point to download duration.

Search o]

’_

OK Cancel

8. Select a control point and click OK to download the settings to the system.

16.5 Interact Configuration

Interact Configuration
1. Case, event/card
interaction configuration.

interface.

Click on the control panel of the software to enter the interact configuration
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Case Trigger Event Card Interact Client Interact
Case List & Apply Property H  save
Search P

Reader Buzzer:

— Name Froperty

Case_2
Alarm Cutput: Name Property
Door(Open / Close): | name Open Close

In this interface, you can set alarm linkage modes of the access host, including case trigger, event card

interact, and client interact.

16.5.1 Case Trigger

Purpose:
The case (refer to the triggers of the controller) can be linked to some actions (e.g., alarm output, host

buzzer) when it is triggered.

Steps:
. Case Trigger ; .
1. Click the button to enter the case trigger interface, and select a case.
Case List & Apply Property EH save
Search el
~ Host Buzzer: Not Trigger @
= 123
Case 2 ReaderIn_1 Not Trigger ~
Reader Out_2 Not Trigger L
¥ Alarm Qutput Name Property
Alarm Output_1 Not Trigger h
/' Door(Open [ Glose): | name Open Close
123_Door1 Not Trigger ~ | Not Trigger ~

2. Check the checkbox of the corresponding linkage actions and set the property as Trigger to
enable this function.
Host Buzzer: The audible warning of controller will be triggered.
Reader Buzzer: The audible warning of card reader will be triggered.
Alarm Output: The alarm output will be triggered for notification.

Door (Open/Close): The door will be open or closed when the case is triggered.
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3. Click the Save button.
4. Click the Apply button to take effect of the new settings.

Note: The Door cannot be configured as open or closed at the same time.

16.5.2 Event Card Interact

In the Interact Configuration interface, click the Event Card Interact button to enter the settings
interface.

® Event Linkage

In the Event Interact interface, the linkage alarm action, after triggering alarm event, can be set. The
alarm event can be divided into four types: event device, event input alarm, door event, and card
reader event.

Steps:

. Event Card Interact .
1. Click the button to enter the event card interface

2. Select the host to be set from the host list.

3. Click the | ' Add button to start setting the event linkage.
Case Trigger Event Card Interact Client Interact

Host List & Apply Event card linkage detailed information Add Delete E save

Search o) 9 Eventli . Eventdevice v Device Tampering Alarm v CardLi
Controller. Not Trigger v Snapshot  Not Trigger 2
Card reader b.. Alarm out
Name Name Name Name
ReaderIn_1 NotTrigger | ¥ Alarm Qutpul_1 Mot Trigger | ~
ReaderOut_2  NotTrigger | ¥
Door
Name Open Close Normally Open | Normally Close
123_Door1 NotTrigger | ~  NotTrigger | ¥ NotTrigger | ¥ | NotTrigger | ¥

4. Click the radio button of the event linkage, and select the event type from the dropdown list.
Set the linkage target, and set the property as Trigger to enable this function.
Host Buzzer: The audible warning of controller will be triggered.
Snapshot: The real-time capture will be triggered.
Reader Buzzer: The audible warning of card reader will be triggered.
Alarm Output: The alarm output will be triggered for notification.
Door: The door status of open, close, normally open, and normally close will be triggered.
6. Clickthe I save button to save parameters.
7. Click the Apply button to download the updated parameters to the local memory of the device.
Note: The door status of open, close, normally open, and normally close cannot be triggered at the
same time.
® Card Linkage
In the Event Interact interface, the linkage alarm action, after triggering the card number, can be set.

Steps:

Event Card Interact .
1. Click the button to enter the event card interface
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2. Select the host to be set from the host list.

3. Click the | = Add button to start setting the event linkage.
Case Trigger Event Card Interact Client Interact
Host List & Apply Event card linkage detailed information Add Delete H save
Search o) EventLi_. |Eventdevice Device Tampering Alarm ® CcardLi

Card Reader

Serial No. Name

0 Reader In_1
1 Reader Out_2
Linkage target
Confroller Mot Trigger ~ Snapshot  Not Trigger ~
Card reader b... Alarm out
Name Name Name Name
ReaderIn_1 Not Trigger | ~ Alarm Output_1  Not Trigger | ~

Reader Out_2 Not Trigger | ~

Door

Name Open Close Normally Open | Normally Close

123_Door1 NotTrigger | ¥ NotTrigger | ¥ ' NotTrigger | ~ ' NotTrigger | ¥

Click the radio button of card linkage, and input the card number.

Select the event source, and check the checkbox of the card reader’s serial number.

Set the linkage target, and set the property as Trigger to enable this function.

Controller Buzzer: The audible warning of controller will be triggered.

Snapshot: The real-time capture will be triggered.

Reader Buzzer: The audible warning of card reader will be triggered.

Alarm Output: The alarm output will be triggered for notification.

Door: The door status of open, close, normally open, and normally close will be triggered.
7. Clickthe e save button to save parameters.
8. Click the Apply button to download the updated parameters to the local memory of the device.
Note: The door status of open, close, normally open, and normally close cannot be triggered at the

same time.

16.6 Access Permission Configuration

Access Control Permis...

eleting and
Cccess

Click the conrol permission. icon on the control panel to enter the interface.
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Add Perm...|  Delete Permis Start Downloading
Major Type By Staff ~  MinorType:  Access Control Point | Keyword: Search Reset
Name Department Access Control Point Template
Total:0 Page1/1 4 > M Goto

16.6.1 Access Permission Settings

Purpose:

You can allocate permission for people/department to enter/exist the control points (doors) in this
section.

Steps:

1. Enter the Permission page.

o~ Add Permi....

2. Click on icon on the upper-left side of the page to enter the Add Permission

page.

rol Permission

@ Choose Type

By Person
Note: Configure access control point for person.

By Department
Note: Config

cess control point for department

By Access Control Point

Note: Configure access control pointto person and department.

By Door Group

Note: Configure person and department permission for door group

O0B0

Previous Next Cancel

3. Select an adding type in the Select Type interface.
€ By Person: you can select people from the list to enter/exit the door.
€ By Department: You can select departments from the list to enter/exit the door. Once the
permission is allocated, all the people in this department will have the permission to access
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the door.

€ By Access Control Point: You can select doors from the door list for people to enter/exit.

€ By Door Group: You can select groups from the door list for people to enter/exit. The
permission will take effect on the door in this group.

4. Click Next to enter the Permission Settings interface.

ontrol Permission

Template Default Enable Schedule Template @
) Permission
= Seftings Please choose person Please choose the access control point and the....
Search jol Search o]

e C—

&, shannar Test_Door1
£ Ssteve

Previous Done Cancel

5. Click on the dropdown menu to select a schedule template for the permission.

Template: Default Enable Schedule Template kil

Note: The schedule template must be configured before any permission settings. Refer to Section 16.3

Schedule Template for detailed configuration guide.

6. Select people/ department and corresponding doors/door groups from the appropriate lists.

Flease choose person. Flease choose the access control point and the. ..
Search o Search ol
- W =% Default Access Control Point Door Group

N
&L, Shannar + [l Test_Door1
& steve
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Note: The lower-level of department will also be selected if the highest-level of department is
selected,

7. Click the Done button to complete the permission adding.

8. Click StartDownloading 14 enter the Download Permission page.

Download Permission

Download Met. .. ® Download All
Please choose controller to download.:
Search... jol
A 10.7.52.106
OK Cancel

9. Select a control point and click the OK button, to enter the download result interface, to

download the permission to the device.

Download Result
Permission Download P Downloaded (100%)
Filter
Device Progress Result Remark
123 100% All Succee.

Close
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16.6.2 Access Permission Searching

Purpose:

After the permission settings being completed, you can search and view permission assigning
condition on the searching interface.

Steps:

1. Enter the Permission page.

Add Perm...| Delete Permis Start Downloading
Major Type By Staff ¥ Minar Type Access Control Point | ¥ Keyword Search Reset
Name Department Access Control Point Template

2. Enter the search criteria (main type/minor type/Keyword).

Add Perm...| Delste Permis Start Downloading

Major Type: By Staff 62 Minor Type: Access Control Point L.d Keyword: Search Reset

3. Click Search to get the search results.

AddPerm...|  Delete Permis Start Downloading
MajorType: By Statf v MinorType:  ActessControl Point | ¥ Keyword: Searth Reset

Name Department Access Control Point Template

Lela Market Depariment 123_Doort Template_1
Olivia WMarket Department 123_Doort Template_1
shanna Warket Department 123_Doort Template_1
sam Market Department 123_Doort Template_1
Lemon Market Depariment 123_Doort Template_1

Note: You can click Reset on the search criteria panel to clear all the displayed search results.

16.6.3 Permission Deleting

Steps:
1. Follow steps 1-3 in the Permission Searching section to search for the permission needs to be
deleted.

2. Select the permission from the results list.

Major Type: By Staff v Minor Type Access Control Point | ¥ Keyword: Search Reset
Name Department ‘Access Control Point Template
Lela Default Test_Door1 Default Enable Schedule Template

Note: you can press the Ctrl or Shift key on the keyboard,
3. Click the Delete Permission button to delete the permission.
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Information 4

Delete the selected access control
permission?

oK Cancel

4. Click StatDownloading 4 enter the Download Permission page.

Download Permission

Download Met... @ Download All
Please choose controller to download.:
Search... jol
A 10.7.52.106
OK Cancel

5. Select a control point and click the OK button to download the deletion operation to the device.

16.7 Advanced Functions

Purpose:
The advanced functions of the access control system can be configured, such as access control type,

password authentication and first card.

Advanced Function
1. Advanced Parameters,
including anti-passing back

Click the LS icon on the control panel to enter the interface.
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Access Control Type | Card Reader Aute. Multiple Authentic. First Card Anti-passing Back  Multi-door Interloc. White List Password Authenti
Controller G... @ Download Access... || Card List

Search jel Add Delete Filter

- _ Card No. Status Activation Date Expiry Date:

[&] Normal Card
[&] Card for Disabled Person
(5] cardin Blacklist
[E] Patrol Card
[&] Duress Card
& SuperCard
[ wisitor Card
-/ 123
[&] Normal Card
[&] cardfor Disabled Person
[E] Card in Blacklist
[&] Patrol Card
[ Duress card
(51 Super Card
[&] visitor Card
- Test
[&] Normal Card
E] Card for Disabled Person
[E] cardin Blacklist

[F]_patenl Card

Total:0 Page1/1 H 4 b M

@
&
g

16.7.1 Access Control Type

The added cards can be assigned with different card type for the corresponding usage.

Click Access Control Type tab and select a card type.

s Control Type | Card Reader Aute. . Multiple Authentic First Card Anti-passing Back  Multi-door Inferioc White List Password Authenti
Controller Group ) Card List
&1 Mormal Card

cardholder.

Super Card: The card

] Gard for Disabled Person

Card in Blacklist
Pairol Card

Duress Card

Total0 Pageir

Normal Card: By default, the card is set as normal card.

Card for Disabled Person: The door will remain open for the configured time period for the

Card in Blacklist: The card swiping action will be uploaded and the door cannot be opened.
Patrol Card: The card swiping action can used for checking the working status of the inspection
staff. The access permission of the inspection staff is configurable.
Duress Card: The card swiping action will be uploaded.

is valid for all the doors of the controller during the configured schedule.
Visitor Card: The card is assigned for visitors.
Click Add and select the available card.
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Click OK to confirm assigning the card(s) to the selected card type.
Click the Apply button to take effect of the new settings.
Note: You can click Delete to remove the card from the card type and the card can be available

for being re-assigned.

16.7.2 Card Reader Authentication

Purpose:

You can only open the door by both swiping card and entering the password during the set time

periods.

Notes:

®  For this authentication mode, the card swiping operation cannot be replaced by entering the
card No..

®  For password settings, please refer to Section 16.2.3 Normal Card.

Steps:

1. Click Card Reader Authentication tab and select a card reader.

2. Select a card reader authentication type from the dropdown list.
Fingerprint: The door can open by only inputting the fingerprint.
Swipe Card: The door can open by only swiping the card.
Fingerprint/Swipe Card: The door can open by inputting the fingerprint or swiping the card.
Swipe Card/Password: The door can open by inputting the password or swiping the card.
Fingerprint Password: The door can open by both inputting the password and inputting the
fingerprint.
Swipe Card Password: The door can open by both inputting the password and swiping the card.
Fingerprint Swipe Card: The door can open by both inputting the fingerprint and swiping the
card.
Fingerprint Swipe Card Password: The door can open by both inputting the fingerprint, inputting
the password, and swiping the card.

3. Click and drag your mouse on a day to draw a blue bar on the schedule, which means in that

period of time, the password authentication is valid.
Access Control Type |Card Reader Aute. Multiple Authentic. First Card Anti-passing Back  Multi-door Interloc. White List Password Authenti..

CardReaderList & Apply Property D copyto H save
Search o]

- @ 123 Card Reade ReaderIn_1

“@ ReaderQut_2

Weekly Schedule Settings [T copy to.. Delete Clear

op 02 04 06 03 10 12 14 16 18 20 22 2

@ Monday

Tuesday

‘Wednesday

Thursday

Friday

Saturday

Sunday

4. Repeat the above step to set other time periods.
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Or you can select a configured day and click the Copy to Week button to copy the same settings
to the whole week.

You can click the Delete button to delete the selected time period or click the Clear button to
delete all the configured time periods.

(Optional) Click the Copy to button to copy the settings to other card readers.

Click the Save button to save parameters.

Click the Apply button to take effect of the new settings.

16.7.3First Card

Purpose:
The door remains open for the configured time duration after the first card swiping.

Coniroller Group | & Apply Access Control Point First Card Parameters i sae

Search £ Access Control Point Enable First Card Rem... | Remain Open Duration. ..

Steps:

1.  Click First Card and select an access control point.

2. Check the checkbox of Enable First Card Remain Open to enable this function.

3. Inthe Remain Open Duration (min), input the time duration for remaining open the door.
4. Click Add and select the cards to add as first card for the door and click the OK button.

5.  Click Save and then click the Apply button to take effect of the new settings.

16.7.4 Anti-Passing Back

Purpose:

In this mode, you can only pass the access control system according to the specified path.

Note: Either the anti-passing back or multi-door interlocking can be configured for an access controller
at the same time.

Setting the Path of Swiping Card (Card Reader Order)

Steps:

1. Click Anti-passing Back and select an access control point.
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Access Control Type Card Reader Aute. Multiple Authentic. First Card Anti-passing Back | Multi-door Interloc.. White List Password Authenti_

Controller... & Download anti-pass... | Property H  sae
Search jo]
A test 1 Controller Name:  Test
| 123
2 First Card Reader: Disable v
Seria_| Card Reader Card Reader Afterward Enable Anti-p.

1 ReaderIn_1

2 Reader Out_2

You can set the name for the controller and select the card reader as the beginning of the path.
In the list, click the text filed of Card Reader Afterward and select the linked card readers.
Example: If you select Reader In_01 as the beginning, and select Reader In_02, Reader Out_04 as
the linked card readers. Then you can only get through the access control system by swiping the
card in the order as Reader In_01, Reader In_02 and Reader Out_04.

Check the checkbox of Enable Anti-Passing back.

Click Save and then click the Apply button to take effect of the new settings.

16.7.5White List

Steps:
1. Click the White List button to enter into the white list interface.

Controller List & Apply Telephone Whitelist Settings Add Delete H save
Search B\ | Telephone
E—
Permission
Door:
Name Open Close Normally Open | Normally Close
123_Door1 Forbidden | v Forbidden | v Forbidden | v | Forbidden | v
Zone!
Name Arm Disarm
Alarm In_1 Forbidden ~  Forbidden ~
Alarm In_2 Forbidden | ¥ Forbidden |

2. Select the access control point, and click the Add button. Multi-door Interlocking and select an
access control point.
Select the access control points and click Add button.
Input the mobile number.

Select the settings of control permission, and set the property as Allow to enable this function.
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Door: The mobile can control the door (open, closed, normally open, or normally closed).

Arming Region: The mobile can arm and disarm the arming channels.

6. Click the Save button to save parameters.

7. Click the Apply button to take effect of the new settings.

Note: The mobile can control the door and the arming region by sending SMS control instructions.

The SMS control instruction is composed of Command, Operation Range, and Operation Object.

Instruction Content Digit Description Format

Command 3 010-Open, 011-Closed, 020-Normally
open, 021-Normally Closed, 120-Disarm,
121-Arm

Operation Range 1 1-all objects with permission, 2-single Command#i1#
operation

Operation Object 3 Starts from 1 (corresponding to different | Command#2#Operation
doors or arming regions according to Object#
commands)

16.7.6 Password Authentication

Purpose:

You can open the door by inputting the password only after finishing the operation of password

authentication.
Steps:
1. Click Password Authentication tab and select a host.

Controller List & Apply Reader List

Gearch P || A | Delete

- _ Card No. Password Activation Date:

0001 2015-07-31

2. Click the Add button to enter card adding interface.
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Add Card x

Please select card to add.
Filter
Card Mo. Status Password Oper...

0001 Mormal Card ]

0oo2 Normal Card K

0003 Normal Card ]

0004 Normal Card [}

0005 Normal Card [}
Total:s FPage1H 4 4 p M Goto
0K Cancel

3. Check the checkbox of the corresponding card, and click the [ button to pop up the password

setting dialogue box.

Password Settings

Card Mo.: oood

Card Passwaord:

OK Cancel

4. Input the card password.
5. Click the Ok button to finish adding the card.
Note: The card, having added the password, will display in the card list.
You can select the card in the card list, and click the Delete button to delete the password

authentication of the selected card.
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Chapter 17 Checking Status and Event

Purpose:
In this section, you are able to anti-control the status of the door and to check the event report of the
control point.

17.1 Status Monitor

Purpose:

You can anti-control the door status and check the real-time access event information for the control

point.
Click the icon on the control panel to enter the interface.
Access Control Group Status Information W open Door CloseDoor Bl Remain O BEremainct B capure
Search fo)
]
Test_2 123_Door1
Test_3
Test_4

Live Event Mere

Event Source::

Card No.

Event Type

Time:

17.1.1 Access Anti-control

Door Anti-control

Purpose:
You can control the status for a single control point (a door) in this section.
Steps:

1. Enter the status monitor page.

2.  Click on the icon on the Status Information panel to select a door.

3. Click on the button listed on the upper-left side of the Status Information panel to select a door
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status for the door.

B Oeen . Click on the button to open the door once.
Close : Click on the button to close the door once.
Banwavs 0ven  Click on the button to keep the door open.

/s Clese . Click on the button to keep the door closed.

8 Capture . Click on the button to capture the picture.

4.  You can also right click the icon and to select a status for the door.

|

123 B Open
Close
E Always Open
Always Close
E#1 Snapshot

Note: If the status is selected as Remain Open/Remain Closed, the door will keep open/ closed until a

new anti-control command being made.
The function of picture capturing cannot be realized until the storage server is installed.

Group Anti-control

Purpose:
You can control the status for a group of control points (doors) in this section.

Steps:
1. Enter the status monitor page.
2. Right click on a group in the Group list and to select a door status for the group.

Access Control Group

Search [o]

- D Cpen -

Wl Tes g Close

Tes E Always Open
|

Tes . Always Close
K@i Snapshot

Note: If the status is selected as Remain Open/Remain Closed, all the doors in the group will keep
open/ closed until a new anti-control command being made.

The function of picture capturing cannot be realized until the storage server is installed.
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17.1.2 Access Status

The door status will be represented instantly by the change of icon on the Access Information panel if

the access event is triggered or an anti-control command is made.

testd01_Door testd01_Door

17.1.3Real-Time Event

You can check the Real-time information of the access event on this panel. Click More to enter the

Access Event page to view more event information.

Realtime Event More

Event Source: test001_Door1

Card No.:
Event Type: Normally Open Started
Event Time: 2014-09-12 19.07 .56

17.2 Access Control Event

Purpose:
You can view real-time access event (such as swiping to open the door, unrecognized card number,
duration group error, etc.) information in this section.

Access Control Event

Display access control
event, and card holder.

Click the icon on the control panel to enter the interface.
Access Control Event Information Card Holder Information
Serial No. Event Type Card Holder Card No. Event Time Event Source Direction
7 Remotely Arming 2015-07-3116:50:24 123
] Remotely Disarm. 2015-07-2116:50:24 123
5 Remotely Logout 2015-07-3116:48:42 123
4 Remotely Login 2015-07-3116:41:20 123
3 Remotely Logout 2015-07-3116:41:13 123
2 Remotely Login 2015-07-3116:39:43 123
1 Remotely Clear. 2015-07-3116:07:53 123

Person No.:
Name:
Gender:

ID Type:

1D No.
Belong to

Contact No.

Contact Ad.
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Steps:

1. Enter the access event page.

2. View the event information in the event list.

3. Click on an event to view the information of the card holder on the Person Information panel on

the left side of the page.

17.3 Event Search

Purpose:
You can search historical access event according to the search criteria (such as event type, name of the

person, card No. or start/end time) in this section.

Event Search
3| Search, v and backup
N the history events.
Click the icon on the control panel to enter the interface.

Card Holder Information

Event Type Al © Start Time 3015-07-3100:00:00 [

BB BB

Card Holder: End Time: 2015-07-312359:59  [2 SEED

Card No,

Search Result @ Expor

Serial No. | EventType | CardHolder | CardNo. EventTime |EventSource ~ |Direction | Capture images

Person No
Name:
Gender.

D Type:

D No.
Belongto
Contact No

Contact Ad

Total:0 Pageli Goto

Steps:
1. Enter the event search page.

2. Enter the search criteria (event type/ person name/ card No/ start &end time).

Event Type: All v Start Time: 2014-09-18 00:00:00 ﬂ
Card Holder: End Time: 2014-09-18 235959 [0 Searcl
Card Mo.

Click Search to get the search results.
View the event information in the event list.
Click on an event to view the information of the card holder on the Person Information panel on

the left side of the page.
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Chapter 18 System Maintenance

18.1 Log Management

18.1.1 Interface Introduction

Purpose:
The log files of the Access Control System and the devices that connected to the Access Control

System can be searched for checking.

Search configuration and
£ = Control log

Click the icon on the control panel to open the Log Search page.

Search Condition Search Result @ Export
Serial No Operation Type Occurrence Time Content

Log Type

* Configurai... Control Log

Operation Type:

All ~

Start Time:

2015-07-3100:00:00 ﬂ

End Time:

2015-07-31 23:59:59 B

Q, search

Total:0 Page1i Goto

Configuration Logs Searching

Purpose:
The Configuration Log files of the Access Control System can be searched by time ,including One-card
Configuration, Access Control Configuration, Downloading Permission and System Configuration.
Steps:
1. Open the Log Search page.
2. Select the radio button of Configuration Logs.
3. Select the Operation Type of log files.
4. Click the icon ﬂ to specify the start time and end time.
5. Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.
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Control Logs Searching

Purpose:
The Control Log files of the Access Control System can be searched by time ,including Access Control
and Log Search.
Steps:
1. Open the Log Search page.
2. Select the radio button of Control Logs.
3. Select the Operation Type of log files.
4. Click theicon Eﬂi to specify the start time and end time.
5. Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

18.1.2 Searching Configuration Log

Searching One-card Configuration Logs

Purpose:
The One-card Configuration Log files include departments, persons and cards log files. One-card
Configuration of the Access Control System can be operated as adding ,modifying and deleting logs.
Steps:
1. Open the Log Search page.
2. Select the radio button of Configuration Logs.
3. Select the operation type as One-card Configuration.
4. Click the icon ﬂ to specify the start time and end time.
5. Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

Searching Access Control Configuration Logs

Purpose:
The Access Control Configuration Log files include Access Control devices log files. Access Control
Configuration of the Access Control System can be operated as adding, modifying and deleting door
groups or doors and access control device permission operations.
Steps:
1. Open the Log Search page.
2. Select the radio button of Configuration Logs.
3. Select the operation type as Access Control Configuration.
4. Click the icon ﬂ to specify the start time and end time.
5. Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.
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Searching Downloading Permission Logs

Purpose:
The Downloading Permission Log files include downloading permission log files, and no record for
downloading permission failure log files.
Steps:
1. Open the Log Search page.
2. Select the radio button of Configuration Logs.
3. Select the operation type as Downloading Permission.
4. Click theicon ﬂ to specify the start time and end time.
5. Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

Searching System Configuration Logs

Purpose:

The System Configuration Log files of the Access Control System can be searched as system
configuration interface log files.

Steps:

1. Open the Log Search page.

Select the radio button of Configuration Logs.

Select the operation type as System Configuration Logs.

o
Click the icon [t to specify the start time and end time.

vk W

Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

18.1.3 Searching Control Log

Searching Access Control Logs

Purpose:
The Access Control Log files of the Access Control System include door groups and doors access

control logs and door on/off control log files.

Steps:
1. Open the Log Search page.
2. Select the radio button of Control Logs.
3. Select the operation type as Access Control Logs.
4. Click the icon ﬂ to specify the start time and end time.
5. Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.
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Log Search

Purpose:
The Log Search of the Access Control System include informations for configuration log files and
control log files.
Steps:
1. Open the Log Search page.
2. Select the radio button of Control Logs.
3. Select the operation type as Log Search.
4. Click the icon [ to specify the start time and end time.
5. Click Search. The matched log files will display on the list.
You can check the operation time, log type and other information of the logs.

Note: Please narrow the search condition if there are too many log files.

18.2 System Configuration

18.2.1 Interface Introduction

Purpose:
The general parameters, Auto Time Adjustment and Card Reader of the Access Control System can be

configured.

System Configuration
n Configure parameters for
%@ normal system and card

. dispatcher. . . .
Click the e icon on the control panel to open the System Configuration

page.

System Configuration x
Basic Parameters

., Card Dispatcher

+ Auto Time Synchroniza... Everyday hd aon:oo
@ Fingerprint Machine

@ Manual Capture

Restore De... Save
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Auto Time Synchronization

The Auto Time Synchronization of the Access Control System can operate auto time adjustment to all

access control devices of the Access Control System according to specified period and time.

Card Reader Configuration

The Card Reader Configuration is for Access Control System to read the card by setting Card Reader

parameters. For now D8E-U-A-IIl and card reader types are supported.

Fingerprint Machine

The Fingerprint Machine is for Access Control system to collect fingerprints.

Manual Capture Configuration

The Manual Capture Configuration is for Access Control system to take photos remotely.

18.2.2 Auto Time Synchronization

Steps:
1. Open the System Configuration page.

2. Click the Common tab to enter the Common Settings interface.

System Configuration x
Basic Palameters === = === - e e e e

., Card Dispatcher
—— & - Auto Time Synchroniza... Everyday v 00: 00

@ Fingerprint Machine

&3 Manual Capture

3. Tick the checkbox to enable Auto Time Synchronization.

4. Select the matched day and input the time to operate the time adjustment.

5. Click the Save button to save the settings.

Note: You can click the Restore Default Value button to restore the defaults of all the local

configurations.

18.2.3Card Dispenser Configuration

Purpose:

The Card Reader Configuration of the Access Control System can configure device type,
connection mode, serial port, baud rate and other parameters of the Card Reader Configuration.
Steps:

., Card Dispatcher

1. Click the icon on the System Configuration interface to open the Card

Dispatcher Configuration page.
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System Configuration x

.._é Common
@Fmgerprintl\.ﬂachine Serial Port Type use -
¥ Manual Capture cerial P
Baud Rate
Overtime: 200 ms
Buzzing: @ Yes No
Card No. Type General =

Restore De. Save

2. Select the device type, serial port type, serial port, baud rate, and other parameters of the Card
Dispatcher.

3. Click the save button to save the settings.

Note:

®  Configuration Instruction
DS-K1F100-M: select Serial Port Mode as accessing mode (currently only support serial port
mode), the serial port NO. is the COM port NO. of the computer. Set other parameters as default.
D8E-U-A-Ill: select USB Mode as accessing mode (currently only support USB mode). Set other
parameters as default.
It is supported using card type as regular and Wiegand.

® When the BEEP is selected as “YES”, the audio will be off when you click the “SAVE” if the Card
Reader Configuration is set wrong; the audio will be on when you click the “Save” and when you
insert the card reader if the configuration is set correct.

® You can click the Restore Default Value button to restore the defaults of all the local

configuration.

18.2.4 Fingerprint Machine Configuration

Steps:

@Fingerprintr\dachine

1. Click the icon on the System Configuration interface to open the

Fingerprint Machine Configuration page.
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System Configuration x

\.,é Commeon
Device type:

_» Card Dispatcher
@ManualCaplure Baud Rate:
Device Code:

Overtime

Optical fingerprint collecting ins...

COM1

19200

il

4000

Restore De..

Save

2. Select the device type, serial port number, baud rate, device code, and overtime parameters of

the fingerprint machine.

3.  Click the save button to save the settings.

Note:

® |t is supported using device type as Optical Fingerprint Collecting Instrument and Capacitive

Fingerprint Collecting Instrument.

The serial port number should correspond to the serial port number of PC.

® The baud rate should be called according to the external fingerprint card dispatcher. The default

value is 19200.

® Overtime refers to the valid fingerprint collecting time. If the user does not input a fingerprint or

inputs a fingerprint unsuccessfully, the device will indicate that the fingerprint collecting is over.

®  You can click the Restore Default Value button to restore the defaults of all local settings.

18.2.5 Manual Capture Configuration

Steps:

& Manual Capture
1. Click the

Manual Capture Configuration page.
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System Configuration »

Ll_é Common
. Size: CIF =
:.» Card Dispatcher
@Fmgerprthacmne Quality: High -

Restore De... Save

2.  Select the picture size from the dropdown list

3. Select the picture quality from the dropdown list.

Note:

® |tis supported using the picture size as CIF, QCIF, 4CIF/D1, SVGA, HD720P, VGA, WD1, and AUTO.
® Itis supported using the picture quality as High, Medium, Low.

®  You can click the Restore Default Value button to restore the defaults of all local settings.
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Troubleshooting

Live View

Problem:
® Failed to get the live view of a certain device.
Possible Reasons:

Unstable network or the network performance is not good enough.

The device is offline.

Too many accesses to the remote device cause the load of the device too high.
The current user has no permission for live view.

The version of the client software is below the needed version.
Solutions:

® Check network status and disable other not in use process on your PC.

® Check the device network status.

® Restart the device or disable other remote access to the device.
® Login with the admin user and try again.

® Download the client software of the latest version.
Recording

Problem:

® Local recording and remote recording are confused.

Solutions:

® The local recording in this manual refers to the recording which stores the record files on the
HDDs, SD/SDHC cards of the local device.

® The remote recording refers to the recording action commanded by the client on the remote

device side.

Playback

Problem:
® Failed to download the record files or the downloading speed is too slow.
Possible Reasons:

Unstable network or the network performance is not good enough.
The NIC type is not compatible.

Too many accesses to the remote device

The current user has no permission for playback.

The version of the client software is below the needed version.

Solutions:

® Check network status and disable other not in use process on your PC.

Directly connect the PC running the client to device to check the compatibility of the NIC card.
Restart the device or disable other remote access to the device.

Log in with the admin user and try again.

Download the client software of the latest version.
0202011050817

199






	Chapter 1  Overview
	1.1 Description
	1.2 Running Environment
	1.3 Function Modules
	1.4 Updates Instruction

	Chapter 2  Live View
	2.1 User Registration and Login
	2.2 Adding the Device
	2.2.1 Adding Online Devices
	2.2.2 Adding Devices Manually
	2.2.3 Adding Devices by IP Segment
	2.2.4 Adding Devices by IP Server
	2.2.5 Adding Devices by HiDDNS

	2.3 Group Management
	2.4 Basic Operations in Live View
	2.4.1 Starting and Stopping the Live View
	2.4.2 Auto-switch in Live View
	2.4.3 PTZ Control in Live View
	2.4.4 Manual Recording and Capture
	2.4.5 Instant Playback
	2.4.6 Live View of Fisheye Camera
	2.4.7 Other Functions in Live View


	Chapter 3  Remote Record Schedule Settings and Playback
	3.1 Remote Recording
	3.1.1 Recording on Storage Devices on the DVRs, NVRs, or Network Cameras
	3.1.2 Recording on Storage Server

	3.2 Remote Playback
	3.2.3 Normal Playback
	3.2.4 Event Playback
	3.2.5 Synchronous Playback
	3.2.6 VCA Playback
	3.2.7 Playback of Fisheye Camera


	Chapter 4  Event Management
	4.1 Configuring Motion Detection Alarm
	4.2 Configuring Video Tampering Alarm
	4.3 Configuring PIR Alarm
	4.4 Configuring Video Loss Alarm
	4.5 Configuring Audio Detection Alarm
	4.6 Configuring Defocus Detection Alarm
	4.7 Configuring Face Detection Alarm
	4.8 Configuring Line Crossing Detection Alarm
	4.9 Configuring Intrusion Detection Alarm
	4.10 Configuring Scene Change Alarm
	4.11 Configuring VCA Exception Alarm
	4.12 Configuring Alarm Input Linkage
	4.13 Configuring Device Exception Linkage
	4.14 Viewing Alarm and Event Information

	Chapter 5  E-map Management
	5.1 Adding an E-map
	5.2 The Hot Spot Function
	5.2.1 Adding Hot Spots
	5.2.2 Modifying Hot Spots
	5.2.3 Previewing Hot Spots

	5.3 The Hot Region Function
	5.3.4 Adding Hot Regions
	5.3.5 Modifying Hot Regions
	5.3.6 Previewing Hot Regions


	Chapter 6  Cloud Service
	6.1 Registering a Cloud Account
	6.2 Logging into Cloud Account
	6.3 Device Management

	Chapter 7  VCA Devices Management
	7.1 Allocating VCA Resource
	7.2 Behavior Analysis Configuration
	7.2.1 VCA DVR/DVS/IPC Configuration
	Camera Configuration
	Scene Description
	Camera Calibration
	Shield Region Configuration
	VCA Rule Configuration
	Video Quality Diagnostics
	Advanced Settings

	7.2.2 VCA Server Configuration

	7.3  Configuring Face Capture IPC
	7.3.3 Camera Configuration
	7.3.4 Shield Region Configuration
	7.3.5 VCA Rule Configuration
	7.3.6 Advanced Configuration

	7.4 VCA Speed Dome Configuration
	7.4.7 Behavior Analysis
	Basic Parameters Configuration
	Auto-tracking Configuration
	Advanced Parameters Configuration

	7.4.8 Face Capture
	Camera Configuration
	Shield Region Configuration
	VCA Rule Configuration
	Advanced Parameters Configuration

	7.4.9 Behavior & Face Capture
	Basic Parameters Configuration
	Behavior Analysis and Face Capture Configuration
	Advanced Parameters Configuration



	Chapter 8  Transcoder Management
	8.1 Adding Encoding Device to the Transcoder
	8.1.1 Adding the Transcoder to the Client Software
	8.1.2 Importing the Encoding Channel to the Transcoder

	8.2 Configuring the Transcoded Stream Parameters
	8.3 Operating the Transcoded Stream

	Chapter 9  Log Management
	Chapter 10  Account Management and System Configuration
	10.1 Account Management
	10.2 System Configuration
	10.2.1 General Settings
	10.2.2 File Saving Path Settings
	10.2.3 Keyboard and Joystick Shortcuts Settings
	10.2.4 Alarm Sound Settings
	10.2.5 Email Settings


	Chapter 11  Forwarding Video Stream through Stream Media Server
	11.1 Adding the Stream Media Server
	11.2 Adding Cameras to Stream Media Server to Forward Video Stream

	Chapter 12  Decoding and Displaying Video on Video Wall
	12.1 Adding the Encoding Device
	12.2 Adding the Decoding Device
	12.3 Configuring Video Wall Settings
	12.3.1 Linking Decoding Output with Video Wall
	12.3.2 Multi-screen Display
	12.3.3 Configuring Background

	12.4 Displaying Video on Video Wall
	12.4.4 Decoding and Displaying
	12.4.5 Windowing and Roaming Settings
	12.4.6 Configuring Playback
	12.4.7 Configuring Cycle Decoding

	12.5 Configuring Video Wall Controller
	12.5.8 Adding the Video Wall Controller
	12.5.9 Linking Output with Video Wall
	12.5.10 Configuring Virtual LED
	12.5.11 Configuring Video Wall Screens
	12.5.12 Displaying Video on Video Wall
	12.5.13 Configuring Plan


	Chapter 13  Web Browsing
	13.1 Login
	13.2 Device Management
	13.3 Live View
	13.4 Playback
	13.5 Account Management
	13.6 System Configuration

	Chapter 14  Overview of Access Control System
	14.1 Description
	14.2 Configuration Flow

	Chapter 15   Device Management
	15.1 Controller Management
	15.1.1 Interface Introduction
	15.1.2 Device Management
	15.1.3 Network Settings

	15.2 Access Control Point Management
	15.2.1 Interface Introduction
	15.2.2 Group Management
	15.2.3 Access Control Point Management


	Chapter 16  Permission Management
	16.1 Person Management
	16.1.1 Interface Introduction
	16.1.2 Department Management
	16.1.3 Person Management

	16.2 Card Management
	16.2.1 Interface Introduction
	16.2.2 Blank Card
	16.2.3 Normal Card
	16.2.4 Lost Card

	16.3 Schedule Template
	16.3.1 Interface Introduction
	16.3.2 Setting Week Plan
	16.3.3 Setting Holiday Group
	16.3.4 Setting Schedule Template

	16.4 Door Status Management
	16.5 Interact Configuration
	16.5.1 Case Trigger
	16.5.2 Event Card Interact

	16.6 Access Permission Configuration
	16.6.1 Access Permission Settings
	16.6.2 Access Permission Searching
	16.6.3 Permission Deleting

	16.7 Advanced Functions
	16.7.1 Access Control Type
	16.7.2 Card Reader Authentication
	16.7.3 First Card
	16.7.4 Anti-Passing Back
	16.7.5 White List
	16.7.6 Password Authentication


	Chapter 17  Checking Status and Event
	17.1 Status Monitor
	17.1.1 Access Anti-control
	Door Anti-control
	Group Anti-control

	17.1.2 Access Status
	17.1.3 Real-Time Event

	17.2 Access Control Event
	17.3 Event Search

	Chapter 18  System Maintenance
	18.1 Log Management
	18.1.1 Interface Introduction
	18.1.2 Searching Configuration Log
	18.1.3 Searching Control Log

	18.2 System Configuration
	18.2.1 Interface Introduction
	18.2.2 Auto Time Synchronization
	18.2.3 Card Dispenser Configuration
	18.2.4 Fingerprint Machine Configuration
	18.2.5 Manual Capture Configuration


	Troubleshooting

